
Privacy tips while traveling 
Practice privacy awareness and help protect your 

identity, devices, and personal information by getting 
educated, staying aware, and following these tips! 

Use secure wi-fi networks 

Connect to known wi-fi networks 
Know the risks of public/open wi-fi networks 
Turn off your wi-fi when not in use. 
Use VPN software to establish a secure 
network connection 

Practice safe web borwsing 

Use HTTPS websites. 
Only make online payments with trusted vendors. 
Clear browsing session information when using devices 
that do not belong to you. 

Monitor your accounts 

Turn on MFA on your accounts. 
Use a password manager. 
Watch out for scams and phishing attempts. 
Lock your SIM card with a pin number. 

Do not leave your device unattended 

Keep your confidential documents, wallet, phone, 
laptop, etc. in a secure location. 
Be aware of who is around you when entering 
passwords or accessing sensitive data on your devices 
or documents. 

Do not enter your credentials into public 
computers 

Do not save information on public 
computers. 
Do not plug in untrusted accessories. 

Encrypt all computers, hard drives, and 
external storage devices. 

BitLocker encrypts Windows 
machines and FileVault encrypts 
Macs and external storage 
devices. 

Update your device and security software regularly 

Use antivirus software. 
Backup your information/data. 

Access and Privacy Office 
Legislative Services Division 
Corporate Services Department 
Privacy@durham.ca 

If you require this information in an accessible format, 
please email the Accessibility Coordinator at 

accessibility@durham.ca or 905-668-4113 ext, 2009. 
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