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Commissioner of Corporate Services — re: Enterprise Information
Management Five-Year Strategy

Commissioner and Medical Officer of Health — re: Mandatory On-Site
Sewage System Maintenance Inspection Program

Commissioner and Medical Officer of Health — re: Program Reports
Commissioner of Social Services — re: Seniors’ Month in Ontario

Commissioner and Medical Officer of Health - re: Smoke-Free Ontario
Strategy

Early Release Reports

There are no Early Release Reports
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1. Regional Municipality of Durham Works Department — re: Notice of Completion —
Provision of additional water supply capacity and water storage capacity to service Port
Perry Urban Area, advising of 60 day review period from June 1 to June 30, 2018

Durham Municipalities Correspondence

There are no Durham Municipalities Correspondence

Other Municipalities Correspondence/Resolutions

1. Municipality of Killarney — re: Resolution passed at their Council meeting held on May
16, 2018, regarding Bill 16, Respecting Municipal Authority over Landfilling Sites Act
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Miscellaneous Correspondence

1. AECOM Canada Ltd. — re: Notice of Public Information Centre #1, Lynde Creek
Master Drainage Plan Update — Municipal Class Environmental Assessment, on June
5, 2018, Town of Whitby

Advisory Committee Minutes

There are no Advisory Committee Minutes

Members of Council — Please advise the Regional Clerk at clerks@durham.ca by 9:00 AM
on the Monday one week prior to the next regular Committee of the Whole meeting, if you
wish to add an item from this CIP to the Committee of the Whole agenda.
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Report: #2018-INFO-85
Date: May 25, 2018
Subject:

Enterprise Information Management Five-Year Strategy

Recommendation:

Receive for information

Report:
1. Purpose

1.1 The purpose of this report is to advise Regional Council of an initiative that has
been endorsed and supported by Senior Management within the organization. In
late 2017 Corporate Services — Legislative Services embarked on the creation of
an Enterprise Information Management (EIM) Strategy. The strategy will be phased
in over a period of five years. The EIM Strategy has been developed in conjunction
with the Corporate IT Strategy and will introduce Information Governance (IG) - a
cross-disciplinary framework providing the necessary standards, processes, roles
and metrics to assist the organization in the management of corporate information.

1.2 The EIM strategy will support the Corporate Strategic Plan, comply with
legislative/regulatory requirements for managing information, build and capitalize
on EIM opportunities and outline recommendations and deliverables for the
lifecycle management of the Region’s corporate information. The strategy aims to
improve Information Management (IM) within the organization.

Information Management: A discipline that directs and supports effective and
efficient management of information in an organization, from planning and systems
development to disposal and/or long-term preservation.

2. Background

2.1  The constant growth of information and new technologies is changing the way the
Region does business. The Corporate Services Department, Legislative Services
Division utilized the services of Ergo Information Management Consulting to review
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2.2

2.3

and assess the current Records and Information Management (RIM) program, the
Region’s EIM practices and assist in the development of a five-year EIM Strategy
identifying the framework necessary to enable the Region to improve practices on
the management of information to protect our information assets through
technological change. The EIM strategy focuses on information in a variety of
formats (paper, unstructured electronic files (word processed documents,
spreadsheets, PDF’s), emalil, external website and social media content.

The following are the main strategies, priorities and goals of the EIM strategy:

a.

Information Governance

e Create and implement a sustainable IG culture

0 Appoint senior management oversight for 1IG

o0 Establish IG steering committee and project teams
e Develop and implement sustainable IM policies

IM program services and staffing

e Reprioritize IM program services
o Improve IM project methodology and IM training
o0 Promote best practices for managing electronic records
o Prioritize IM performance measurement and compliance auditing
e Optimize IM program staffing
o Participate in master’s level degree program co-op placements and
practicums

IM processes

e Implement records lifecycle management improvements
o Improve information creation, capture, declaration, classification,
search and retrieval, storage and security, retention and disposition

Technology

e Implement Enterprise Content Management (ECM) software
0 Provides secure repository for electronic records
0 Manage content as records (social media and website)
o Provides workflow and document collaboration
e Monitor and evaluate technology from an IG perspective
o Ensure IT, legal, privacy/security and IM implications are understood

Benefits of implementing the EIM Strategy include:

IM standardization and consistency

Reduced redundant, obsolete and transitory information
Easier, faster information search and retrieval

Reduced records storage volume
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3.

3.2

3.3

3.4

e Electronic records recognized and managed as official Region records
e Implement new technologies to improve recordkeeping efficiencies
e Meet or exceed IM best practices benchmarks

Conclusion

Through the process the Region was provided with two key reports — Records &
Information Management (RIM) Program and Enterprise Information Management
(EIM) Practices Assessment Report (Attachment #1).The executive summary of
the Records & Information Management (RIM) Program and Enterprise
Information Management (EIM) Practices Assessment Report identifies the
strengths, weaknesses, opportunities and threats (SWOT) analysis of the current
RIM program/EIM practices and provides key findings. The assessment report
identifies the information governance maturity model ratings for the Region when
benchmarked against industry standards (see page 4 of attachment #1). The
Region scored a 1.8 average maturity score out of five across the eight principles.

The second document the Region received was an Enterprise Information
Management (EIM) Strategy (Attachment #2) outlining the recommendations and
deliverables necessary for managing the Region’s corporate information. The
EIM strategy aims to provide a five-year prioritized work plan for addressing the
deficiencies and risks that are identified in the RIM assessment report.

Implementing the EIM Strategy will enable the Region to meet or exceed a Level
3 (essential level) benchmark by December 31, 2023. The EIM Strategy indicates
action plans (see page 72), implementation timelines (see page 92) and
anticipated implementation costs (see page 97) of the EIM Strategy.

Historically, RIM practices were developed to manage paper records. The
majority of information today is born digital. Therefore, the Region must ensure
practices are in place to ensure corporate information assets are secure and
accessible over time.

Attachments

Attachment #1:  Records and Information Management (RIM) program and
Enterprise Information Management (EIM) Practices
Assessment Report

Attachment #2:  Enterprise Information Management Strategy

Respectfully submitted,

D. Beaton, BCom, MPA
Commissioner of Corporate Services
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1. Introduction

Ergo Information Management Consulting (Ergo) recently completed a detailed review of the
Region’s Records and Information Management (RIM) Program and the Region’s enterprise
information management (EIM)* practices.

The results of Ergo’s review and assessment are provided in the Records & Information
Management (RIM) Program and Enterprise Information Management (EIM) Practices
Assessment Report (hereinafter referred to as the Assessment Report) and the key findings
from that report are reproduced in Appendix A of this document.

To provide context for the Enterprise Information Management Strategy (EIM Strategy),
information is provided below about the SWOT analysis and benchmarking that Ergo
completed. The objectives of the EIM Strategy are also listed.

1.1 SWOT Analysis

As part of the review and assessment, Ergo analyzed the strengths, weaknesses, opportunities,
and threats (SWOT analysis) of the Region’s RIM Program and its current EIM practices.

While it is recognized that this analysis may not list all strengths, weaknesses, opportunities,
and threats, the key factors are included in Figure 1, as reproduced from the Assessment
Report.

! Information management (IM) is the field of management responsible for establishing and implementing policies,

systems, and procedures to create/capture, distribute, access, use, store, secure, retrieve, and ensure disposition of
an organization’s records and information while meeting business needs and in compliance with applicable legislated/
regulatory requirements.

Ergo March 9, 2018 Page | 1
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Figure 1 — SWOT Analysis

Strengths

Internal RIM subject matter expertise.

Interest by RIM Program employees and
stakeholders (including some
department/division employees) in moving to
a less paper organization in which electronic
records are recognized as the Region’s
official records.

Current RIM practices (particularly retention
and particularly for electronic records) are
conservative so — in theory — it is possible to
find most records/information that you need if
you look long and hard enough or know the
‘go to’ person who can find the
records/information for you.

Most departments/programs are well-defined
and stable with respect to the types of
records being produced.

Employee interest in the introduction of new
technologies (e.g. e-signatures, etc.) to
improve recordkeeping efficiencies.

Weaknesses

Records Analyst position vacancies are
challenging to fill.

Ad hoc practices in some
departments/divisions which do not manage
the lifecycle of all records/information in
accordance with internal policies and RIM
best practices.

Many RIM Program guidelines and other
resources are not well-known (and so not
used) by Region employees.

Lack of Records Retention Schedule
compliance (particularly for electronic
records) results in valueless records being
kept and that practice could pose a legal risk
in the future.

Frequent challenges in searching
for/retrieving information.

A culture of creating independent and
somewhat overlapping silos/systems of
information (e.g. personal drives, shared
drives, e-mail system, Intranet, etc.) rather
than considering information holistically.

Lack of understanding across the
organization of the importance and benefits of
RIM, the legislated requirements for ‘good’
RIM, and the risks of poor RIM practices.

Ergo

March 9, 2018

Information Management Consulting

Page | 2




Regional Municipality of Durham
Enterprise Information Management (EIM) Strategy

Opportunities

Implement procedures/processes to improve
information classification and retrieval,
particularly for electronic records, to increase
access to information, reduce employee
frustration and inefficiencies, and facilitate the
implementation of retention periods.

Significantly reduce records storage volumes
and storage costs by eliminating duplicated
recordkeeping and enforcing RRS
compliance, particularly for electronic records.

Possibility of introducing effective and
efficient document collaboration functionality
to overcome the challenges now
encountered.

Provide employees with more (and preferably
online) RIM training opportunities, including
training during the employee onboarding
process and training specific to the operations
of individual departments/programs.

Motivate and engage employees by giving
them new skills and technologies for dealing
with information in the 21> century.

Ability to more easily and efficiently respond
to future records requests under
MFIPPA/PHIPA or in response to litigation or
regulatory investigation.

Promote RIM more to help anchor the desired
culture and habit changes.

Streamline the RIM Implementation Projects
methodology to allow for ‘quick wins’ and
reduced project durations.

Opportunity to introduce RIM/EIM governance
prior to the implementation of new systems to
ensure they comply with the Region’s

RIM/EIM policies and RIM/EIM best practices.

Threats

Limited resources (financial and human) and
competing work priorities for effecting
RIM/EIM improvements.

The siloed culture and independence of
Department Heads may be a barrier to the
development, adoption, and/or enforcement
of corporate RIM standards and best
practices.

Risk of a costly, time-consuming discovery
process in the event of litigation, audit or
investigation if the status quo continues.

Increasing likelihood that a department will
‘go it alone’ and introduce recordkeeping
technology in the absence of a viable plan for
introducing that technology in the near-term
at the corporate level.

Potential that the extent of RIM/EIM changes
will be viewed as overwhelming, causing
employees to perceive the EIM Strategy as
unachievable.

RIM Program expansion and achievement of
high rates of RIM Program compliance will fail
unless there is a sustainable and enforced
RIM governance structure and a compelling
vision that employees can embrace.

Damage to reputation by not having accurate,
complete, and well-managed information.

Potential for even more siloed information as
employees continue to implement ad hoc RIM
processes (particularly for electronic records)
in the absence of a holistic, all-media,
corporate RIM Program.

Maintaining the status quo is not an option
given the continuous, exponential increase in
records volume and the availability of
beneficial technologies.

Ergo
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1.2 Benchmarking the Region’s RIM Program and EIM Practices

Ergo used the Information Governance Maturity Model (IG Maturity Model) to assess the
Region’s RIM Program and EIM practices against the Generally Accepted Recordkeeping
Principles® (the Principles). Developed by ARMA International, the Principles “constitute a
generally accepted global standard that identifies the critical hallmarks and a high-level
framework of good practices for information governance (IG).”* For each of the eight Principles,
the Maturity Model describes the criteria for effective IG at five levels of development as
described in Figure 2. Level 3 is the minimum level of maturity for any organization.

Figure 2 — Levels of IG Maturity

Maturity Maturity Level Definition®
Level Name
Number
1 Substandard This level describes an environment where IG concerns are not

addressed at all, are addressed minimally, or are addressed in a
sporadic manner. Organizations at this level usually have concerns that
the IG programs will not meet legal or regulatory requirements and may
not effectively serve their business needs.

2 In Development | This level describes an environment where there is a developing
recognition that IG has an impact on the organization and that the
organization may benefit from a more defined IG program. The
organization is vulnerable to redress of its legal or regulatory, and
business requirements because its practices are ill-defined, incomplete,
nascent, or only marginally effective.

3 Essential This level describes the essential or minimum requirements that must be
addressed to meet the organization’s legal, regulatory, and business
requirements. Level 3 is characterized by defined policies and
procedures and the implementation of processes specifically intended to
improve IG. Level 3 organizations may be missing significant
opportunities for streamlining the business and controlling costs, but
they demonstrate the key components of a sound program and may be
minimally compliant with legal, operational, and other responsibilities.

4 Proactive This level describes an organization-wide, proactive 1G program with
mechanisms for continuous improvement. |G issues and considerations
are routinized and integrated into business decisions. For the most part,
the organization is compliant with industry best practices and meets its
legal and regulatory requirements. Level 4 organizations can pursue the
additional business benefits they could attain by increasing information
asset availability, as appropriate; mining information assets for a better
understanding of client and customer needs; and fostering their
organizations’ optimal use of information.

5 Transformational | This level describes an organization that has integrated IG into its
infrastructure and business processes such that compliance with the
organization’s policies and legal/regulatory responsibilities is routine.
The organization recognizes that effective IG plays a critical role in cost
containment, competitive advantage, and client service. It implements
strategies and tools for ongoing success.

2 hittp://c.ymedn.com/sites/www.arma.org/resource/resmgr/files/Learn/2017 _Generally Accepted Reco.pdf

Ibid.

Ergo March 9, 2018 Page | 4
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As summarized in Figure 3, the Region scored a 1.8 average maturity rating out of 5 across the
eight Principles. (See Appendix 5 of the Assessment Report for the rationale for each rating).

Figure 3 —The Region’s IG Maturity Benchmarking Ratings

Principle Definition” Region’s
Current
Level
Accountability | A senior executive (or a person of comparable authority) shall oversee 2

the IG program and delegate responsibility for information management
to appropriate individuals.

Transparency | An organization’s business processes and activities, including its IG 2
program, shall be documented in an open and verifiable manner, and that
documentation shall be available to all personnel and appropriate,
interested parties.

Integrity An IG program shall be constructed so the information assets generated
by or managed for the organization have a reasonable guarantee of
authenticity and reliability.

Protection An |G program shall be constructed to ensure an appropriate level of
protection to information assets that are private, confidential, privileged,
secret, classified, essential to business continuity, or that otherwise
require protection.

Compliance An |G program shall be constructed to comply with applicable laws, other
binding authorities, and the organization’s policies.

Availability An organization shall maintain its information assets in a manner that
ensures their timely, efficient, and accurate retrieval.

Retention An organization shall maintain its information assets for an appropriate
amount of time, taking into account its legal, regulatory, fiscal,
operational, and historical requirements.

Disposition An organization shall provide secure and appropriate disposition of 2
information assets no longer required to be maintained, in compliance
with applicable laws and the organization’s policies.

1.3 EIM Strategy Objectives

The challenges and risks identified in the Assessment Report are not uncommon among the
public, private, and not-for-profit sector organizations with which Ergo has worked. Our
experience has demonstrated that significant improvements can be made with appropriate
governance and organizational support, the development/enhancement and implementation of
tools for IM best practices, an emphasis on training, and the strategic use of supportive
technologies.

The objectives of the EIM Strategy are:

4 http://c.ymedn.com/sites/www.arma.org/resource/resmgr/files/Learn/2017 _Generally Accepted Reco.pdf
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1. Support implementation of the Region’s Strategic Plan. See Appendix 3 for the RIM/EIM
linkages to the Region’s Strategic Plan.

2. Support compliance with the Region’s legislative/regulatory requirements for managing
information. See Appendix 4 for information on those requirements.

3. Build on the RIM Program/EIM strengths, capitalize on the RIM Program/EIM
opportunities, and propose solutions to address the noted RIM Program/EIM
weaknesses and threats.

4. Outline recommendations and deliverables for the lifecycle® management of the
Region’s corporate information® in the following formats:

a) Paper
e Active records at desks/in offices at the Region’s facilities.
¢ Inactive records in the on-site Records Retention Centre (RRC) or the off-
site commercial record centre.
e Archival (historical) records in the RRC.
b) Unstructured electronic files (e.g. word-processed documents, spreadsheets,
PDFs, etc.) in the following locations:
o Personal network drives.
e Shared network drives.
¢ Portable electronic storage such as USBs, CDs, etc.
¢ Intranet (the Insider).
e Stored on and/or accessed using mobile devices such as smartphones.
c) E-mail messages and their attachments in the Region’s e-mail system, including
the e-mail archive.
d) Public/external website content at durham.ca.
e) Social media content.

5. Provide a prioritized 5-year work plan to enable the Region to achieve Level 3

(Essential) for each Principle in the IG Maturity Model by the end of 2023.

Note: Implementation of the EIM Strategy would enable the Region to achieve Level 4 in
some cases (e.g. the development and implementation of a comprehensive employee
training program). Figure 4 provides the criteria for each of Levels 3 and 4.

> The lifecycle runs from the time records/information are created/received until they are disposed of. It includes all
activities/processes required to manage the records/information (e.g. classification, storage, retention, etc.).

® The EIM Strategy addresses the records/information created/received and maintained by Region departments
(CAQ’s Office, Corporate Services, Finance, Health, Planning and Economic Development, Social Services, Transit,
and Works). It excludes the records/information created/received and maintained by Region agencies, boards, and
commissions, and Durham Regional Police Service.

Ergo March 9, 2018 Page | 6
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Figure 4 — IG Maturity Model Level 3 and Level 4 Criteria

Principle

Definition”’

Level 3 (Essential)®

Level 4 (Proactive)’

Accountability

A senior executive (or a
person of comparable
authority) shall oversee
the information
governance program
and delegate
responsibility for
information
management to
appropriate individuals

A senior executive (or person of comparable
authority) is both responsible for and actively
engaged in setting strategy for managing
information.

The information manager role is recognized within
the organization, and the person in that role is
responsible for the tactical operation of the
established Information Management (IM)
Program on an organization-wide basis.

The IM Program is responsible for electronic, as
well as paper, records.

The information manager is occasionally engaged
in strategic IM initiatives with executive
management.

Senior management is aware of the IM Program
and its value to the organization.

The organization envisions establishing a broader-
based Information Governance (IG) Program to
direct various information-driven business
processes throughout the organization.

The organization has created specific goals
related to accountability for records assets and
information-driven business processes.

All employees receive training regarding their IM
responsibilities, but only during orientation.

A senior executive (or person of comparable
authority) is responsible for and involved in setting
the strategy for managing all of the organization’s
information assets.

The organization has appointed an IG professional
who oversees the IM Program.

The information manager is a senior officer
responsible for all tactical and strategic aspects of
the IM Program, which is an element of the IG
program.

An |G stakeholder committee, representing all
functional areas, meets periodically to review
disposition policy and other IG-related issues.

All employees receive ongoing, documented
training regarding their IM responsibilities.

7

As obtained from http://c.ymcdn.com/sites/www.arma.org/resource/resmgr/files/Learn/2017 Generally Accepted Reco.pdf

8 As extracted from Appendix B, Information Governance Maturity Model in the following ARMA International publication: Implementing the Generally Accepted
§ecordkeeping Principles® (ARMA International TR 30-2017)

Ibid.
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Principle Definition’ Level 3 (Essential)® Level 4 (Proactive)’
Transparency | An organization’s Transparency in business practices and IM is Transparency is an essential part of the corporate
business processes and | taken seriously, and information is readily and culture.
activities, including its systematically available, when needed. ) o )
information governance _ _ _ _ _ Ona r_egular bas_ls, the organization monitors
program, shall be The_re is a written policy r_egardmg transparency in | compliance with its transparency policy.
documgnted In an open business operations and in M. Documentation of business and IM processes is
and verifiable manner, Employees receive training about the importance monitored and updated consistently.
and that doqumenta‘uon of transparency and the specifics of the ) ,
shall be available to all organization’s commitment to transparency, but All employees receive ongoing, documented
personnel and only during orientation. training gpout the importance of transparency and
appropriate, interested the specifics of the organization’s commitment to
parties The organization has defined specific goals transparency.
related to IG transparency. ) .
Requests for information from regulators, the
Business and IM processes are documented. courts, potential business partners, investors,
o buyers, or other entities are managed through
The organization can accommodate most routinized business processes.
requests for information from regulators, the
courts, potential business partners, investors,
buyers, or other entities.

Integrity An information The organization has a formal process to ensure For all systems, business applications, and
governance program that chain of custody and the required levels of records, there is a clear definition of metadata
shall be constructed so | authenticity can be integrated into its systems and | requirements that will ensure the authenticity of
the information assets processes. information assets.
generated by or o . o ) .
managed for the The organization captures the appropnatg The o.rgan.|zat|on’s metadata requirements include
organization have a m.eta.data glgments to demonstrate compliance security, signature, and chain of cugtpdy
reasonable guarantee with its policies. safeguards to demonstrate authenticity.
of authenticity and All employees receive training related to ensuring | Metadata-related processes are an integral part of
reliability the integrity of information assets, but only during | IM practices.

orientation. ) )
All employees receive ongoing, documented
The organization has specific goals related to training related to ensuring the integrity of
integrity. information assets.
Ergo March 9, 2018 Page | 8
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Principle Definition’ Level 3 (Essential)® Level 4 (Proactive)’

Protection An information The organization has a formal written policy for The organization has implemented systems that
governance program protecting information assets, and it has provide for the protection of information assets.
shall be constructed to centralized access controls. For example, Firewalls are in place, ant-virus software is
ensure an appropriate firewalls are in place, anti-virus software is installed across the enterprise, there are
level of protection to installed, information is backed up regularly, and centralized access controls, information is backed
information assets that | the breach response and business continuity up routinely, and the breach response and
are private, confidential, | plans are documented. business continuity plans are reviewed and
privileged, secret, ) o ) ) ) updated regularly.
classified, essential to Confidentiality and privacy considerations for
business continuity, or information assets are well-defined throughout the | Employees receive ongoing, documented training
that otherwise require organization. about how to protect information assets.
protection The importance of chain of custody is defined. Auditing of compliance and protection measures is

] o conducted regularly.
Employees receive training about how to protect
information assets, but only during orientation.
Information asset audits are conducted in
regulated areas of the business; audits in other
areas may be conducted, but they are left to the
discretion of each functional area.
The organization has created specific goals
related to information asset protection.
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Principle Definition’ Level 3 (Essential)® Level 4 (Proactive)’
Compliance | Aninformation The organization has identified key compliance The organization has implemented systems to
governance program laws and regulations. capture, protect, and dispose of information assets
shall be constructed to ) ) ) in a legally defensible manner.
comply with applicable Information creation and capture are, in most _ _ _
laws, other binding cases, systematically carried out in accordance Records are linked with the metadata, which are
authorities, and the with IM principles. used to demonstrate and measure compliance.
organization's policies The organization has a code of business conduct Employees receive ongoing, documented training
that is integrated into its overall IG structure and about the importance of compliance with IM
policies. policies and processes.
All employees receive training about the Training and audit-related information is available
importance of compliance with IM policies and for review.
processes, but only during orientation. . ) . )
Lack of compliance is consistently remedied by
Compliance is highly valued, and it is measurable | defined corrective actions.
and verifiable. , .
Legal, audit, and other processes that require
The information hold process is integrated into the | producing information assets are well-managed
organization’s IM and discovery processes, and it | and effective, with defined roles and repeatable
is generally effective. processes that are integrated into the
L . organization’s IG Program.
The organization has created specific goals
related to compliance. The organization is at low risk of adverse
L consequences from poor IM and IG practices.
The organization’s exposure to adverse
consequences from poor IM and IG practices is
reduced.
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Principle Definition’ Level 3 (Essential)® Level 4 (Proactive)’
Availability An organization shall There is a best practice for where and how IG policies have been clearly communicated to all
maintain its information | information assets are stored, protected, and employees and other parties.
assets in a manner that | made available. ) )
ensures their timely, _ - _ AII_e_mponees receive ongoing, docum_ented _
efficient, and accurate There are clearly defined policies for handling training about how and where to store information.
retrieval information assets. o )
There are clear guidelines and an inventory that
Information asset retrieval mechanisms are identify and define information assets and
consistent and effective. systems, so information assets are consistently
. o and readily available, when needed.
All employees receive training about how and
where to store information, but only during Appropriate systems and controls are in place for
orientation. discovery and other requests for information
. o . assets, including the use of automation for
Most of the time, it is easy to determlng where.to consistent processing of requests.
find the authentic, final version of any information
asset.
Discovery and information asset request
processes are well-defined and systematic.
Systems and infrastructure contribute to the
availability of information assets.
The organization has created specific goals
related to the availability of information assets.
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Principle Definition’ Level 3 (Essential)® Level 4 (Proactive)’

Retention An organization shall The organization has instituted a policy for the Employees understand how to classify records
maintain its information | retention of information assets; a formal records and other information assets appropriately.
assets for an retention schedule that is tied to rules and ) )
appropriate amount of | regulations is consistently applied throughout the | All émployees receive ongoing, documented
time, taking into account | organization. training about the requirements for keeping or
its legal, regulatory disposing of the information assets they create
fiscal, operational, and All employetesfre(;(eive.training abogt thef " and receive.
historical requirements | requirements for keeping or disposing of the ) ,

a information assets they create and receive, but Records retention schedules are reviewed on a

only during orientation. regular basis and there is a process to adjust
retention schedules, as needed.

The litigation hold process is in place and ) . . ) .

compliance is monitored. The appropriate retention of information assets is
a major organizational objective.

The organization has created specific goals

related to information asset retention.

Disposition An organization shall Official policy and procedures for the disposition of | All employees receive documented, ongoing
provide secure and information assets have been developed. training about their information disposition
appropriate disposition L , , responsibilities.
of information assets no Qfﬁcml_ pohcy gnd proqedures for suspending the _ _ N
longer required to be disposition of information assets have been Information asset disposition procedures are
maintained. in developed. applied consistently throughout the organization.
comlphag;cei with dth Although policies and procedures for the The process for suspending the disposition of
appiicable a,ws alr_l | the disposition of information assets exist, they may information assets is defined, understood, and
organization’s policies not be standardized throughout the organization. used consistently throughout the organization.

All employees receive training about their Information assets are disposed of in a manner
information disposition responsibilities, but only appropriate to the assets’ content, media, and
during orientation. format in accordance with retention policies.
The organization has created specific goals
related to the disposition of information assets.
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2. EIM Vision

Recorded information is a critical and strategically important asset. Like financial and human
resources, recorded information must be effectively managed using defined principles reflected
in documented practices, policies, standards, procedures, business rules, and facilitating tools
and technologies. Recorded information must also be managed in compliance with legislated/
regulatory requirements.

The Region’s information will be managed throughout its lifecycle in accordance with law, policy,
standards, and procedure to support program and service delivery, foster informed decision-
making, facilitate accountability, transparency, and collaboration, and maintain and ensure
access to information for the benefit of present and future generations.

A cultural shift will be required to achieve this vision:

e The ‘Records and Information Management Program (RIM Program)’ will be
repositioned as the ‘Information Management Program (IM Program)’ and the names of
existing RIM Program positions, documentation, and tools (e.g. RIM Implementation
Projects) will be changed accordingly.

e The Region will embrace an information governance culture in which multiple
stakeholders work together to holistically manage the Region’s information assets.

¢ New and improved IM practices and facilitating tools and technologies will be
implemented and sustained to provide a standardized and defensible approach for
reliably managing the Region’s information, both in paper and electronic formats.
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3. EIM Strategic Priorities, Goals, and Objectives

This section describes the goals of each EIM strategic priority. Action plans for achieving the
objectives (and sub-objectives, where applicable) for each goal are provided in Section 4 and a
high-level timeline for the prioritized and phased implementation of the EIM Strategy is provided
in Section 5. Estimated EIM Strategy implementation costs are provided in Section 6.

A strateqic priority is an overarching area of activity. There are four EIM strategic priorities:

Information Governance.

IM Program Services and Staffing.
IM Processes.

Technology.

OO w»

A goal is a general statement of the end toward which the Region’s resources will be directed.
A strategic priority typically has more than one goal.

An objective is a general description of the action(s) required to achieve a goal. More than one
objective may be required to achieve a goal. The objectives arise from the desired future state
descriptions. An objective may have one or more sub-objectives.

Figure 5 lists the goals and objectives for each EIM strategic priority. Each objective (and sub-
objective where applicable) has been assigned to one of four priority levels as described and
colour-coded in Figure 11.
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Figure 5 — EIM Strateqgic Priorities and Goals

Strategic Priority

Goal

Goal

Objective # Objective

(and Sub-objective if applicable)

Information
Governance

A.l

Develop, Implement, and
Sustain an Information
Governance Culture

Appoint Senior Management Oversight for Information Governance

Establish the IG Steering Committee (IGSC)

Establish IG Steering Committee Project Teams

Rename the RIM Program

Continue the IM Program Reporting Structure

| Rename and Renew the Records Liaison Role

Appoint the IM Manager to Region Committees

A.2

Develop, Implement, and
Maintain IM policies

Develop and Implement an IM Policy

Develop and Implement Additional IM Policies

Review and Revise Existing Region Policies for IM Consistency

Review and Revise Policies Every Two Years

IM Program
Services and
Staffing

B.1

Reprioritize IM Program
Services

Improve the IM Implementation Project Methodology

Promote Best Practices for Managing Electronic Records

Prioritize the Delivery of IM Consulting Services

Prioritize the Delivery of IM Training

Prioritize the Delivery of IM Performance Measurement and
Compliance Auditing

Develop, Approve, Implement, and Periodically Review IM
Performance Measures

Periodically Audit IM Compliance

B.2

Optimize IM Program Staffing

Create and Staff a Senior IM Analyst Position

Accelerate the Reassignment of 1.5 Records Analyst Positions

Create and Staff Temporary IM Implementation Technician
Positions

B.2.4 Participate in Master’s Level Degree Program Co-op Placements
and Practicums

B.2.5 Engage Consultants to Provide Additional Skills

Continue to Hire Temporary Employees and Summer Students

Create/Revise JIQs and the IM Manager Job Description

Expand the Competency of IM Program Employees Through
Education and Certification

IM Processes

Cl

Improve Information Creation,
Capture, and Declaration

Review Records Creation, Capture, and Declaration Provisions in
Business Processes

Train Employees to Identify ‘Official’ vs. ‘Transitory’ Records

Ergo
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Strategic Priority | Goal Goal Objective # Objective
# (and Sub-objective if applicable)
Cc.2 Improve Information Develop and Implement a Function-based Records Classification
Classification, Search, and Scheme
Retrieval C.2.2 Train Employees in Electronic File Naming Conventions
C3 Improve Information Storage C31 Accelerate the Speed of Inactive Records Transfer and Destruction
Processing
C.3.2 Specify and Promote the Purposes of Electronic Records Storage
Locations
Plan and Complete IM Clean-up Projects
Schedule Annual IM Clean-up Days
C.35 Assess the Cost-Benefit of Continued Records Retention Centre
Operations
C.4 | Improve Information Security —I Finalize and Implement an Information Security Classification
C.4.2 Continue to Use Lockable Courier Bags to Transport Inactive Files
C.4.3 Continue to Provide Locked Shred Bins
C5 Improve Business Continuity | Identify and Protect All Vital Records
Reduce the Retention of Annual Back-ups
‘ Develop and Periodically Test a Disaster Recovery Plan for
Records
C.6 Improve Information Retention ‘ Include Retention Periods in the Function-based Corporate
and Disposition Classification Scheme
C.6.2 Improve the User-friendliness of the Citation Tables
C.6.3 Prepare Annual, Comprehensive Citation Table Revisions
C.6.4 Continue to Prepare an Annual Records Retention Schedule
Revision for Council Approval
C.6.5 Develop and Implement a Documented Records Hold Procedure
C.6.6 Reduce the Retention of Archived E-mail Messages
C.6.7 Promote Greater Records Retention Schedule Compliance
C.6.8 Ensure Employee Offboarding Processes Include IM Requirements
Cc.7 Improve the Management of c71 Comprehensively Identify, Preserve, and Make Accessible Archival
Archival Records and Artefacts Records and Artefacts
C.7.1.1 | Develop and Approve an Archives Strategy
C.7.1.2 | Implement the Archives Strategy
C.7.2 Preserve Digital Information
C.7.2.1 | Develop and Approve a Digital Preservation Strategy
C.7.2.2 | Implement the Digital Preservation Strategy

Ergo
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Strategic Priority | Goal Goal Objective # Objective
# (and Sub-objective if applicable)
Technology D.1 Build the Business Case for an | Research ECM Systems

Promote the Interim Use of Shared Network Drives for Document
Collaboration

Enterprise Content
Management (ECM) System

Document the Region’s ECM Requirements

Assess the Region’s Readiness to Implement ECM

Prepare an ECM Business Case

D.2 Implement an ECM System Conduct a Competitive Procurement Process

Develop an ECM Implementation Plan

Implement the ECM

D.3 Manage Content as Records Manage Social Media Content as Records

Manage Website Content as Records

Manage Intranet Content as Records

D.4 Monitor and Evaluate D.4.1 Monitor the Information Governance Implications of Emerging
Technology from an Technology
Information Governance D.4.2 Consider Information Governance when Evaluating Proposed
Perspective Technology
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A. Information Governance
The information governance goals and their corresponding objectives are described below.

A.1 Develop, Implement, and Sustain an Information Governance Culture

The effective management of any organization’s recorded information depends on a holistic,
integrated, and collaborative approach as well as demonstrated stakeholder commitment.
Several of the weaknesses and threats in the Assessment Report reveal the lack of both at the
Region today:

e Ad hoc practices in some departments/divisions do not manage the lifecycle of all
records/information in accordance with internal policies and RIM best practices.

e A culture of creating independent and somewhat overlapping silos/systems of
information (e.g. personal drives, shared drives, e-mail system, Intranet, etc.) rather than
considering information holistically.

¢ Inconsistent terminology, conflicts with the CCS and RIM best practices, and non-
implementable IM requirements in some policy/procedure documents developed by
departments/functions other than the RIM Program.

e Challenges in securing RIM-related revisions to existing policies or procedures for which
other departments are responsible.

e Lack of understanding across the organization of the importance and benefits of RIM,
the legislated requirements for ‘good’ RIM, and the risks of poor RIM practices.

e The siloed culture and independence of Department Heads may be a barrier to the
development, adoption, and/or enforcement of corporate RIM standards and best
practices.

IM should not (and cannot) operate in a vacuum given its mandate to support the Region’s
efficient and effective lifecycle management of information and its intersection with allied
functions such as IT, legal, privacy, and security. Consequently, a paradigm shift is required.
The individual and collective expertise of information stakeholders must be recognized,
departments must take ownership for managing the information they create/receive and
maintain, and departments/functions must work together to ensure their IM practices are
standardized, consistent, and compliant with both Regional and legislated requirements. This
new approach is called ‘information governance’.

Information governance is a “strategic, cross-disciplinary framework composed of standards,
processes, roles, and metrics that hold organizations and individuals accountable for the proper
handling of information assets. The framework helps organizations achieve business
objectives, facilitates compliance with external requirements, and minimizes risk posed by sub-
standard information handling practices.”*°

10 ARMA International, Glossary of Records Management and Information Governance Terms, 5™ edition.
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The Information Governance Reference Model or IGRM (see Figure 6) graphically illustrates a
holistic and integrated framework for information governance which requires the active
participation of several, equally weighted, stakeholders of which IM (called RIM in the model) is
one. The other information governance (IG) stakeholders are IT, Legal, Privacy and Security,
and the Business.

Figure 6 —Information Governance Reference Model

Information Governance Reference Model (IGRM)

POLICY INTEG R -
¢ oy

WA PRIVACY &

SECURITY

DuTY ASSET

IT
Efficiency

Duty: Legal abligation Value: Utility or Asset: Specific container
for specific information business purpose of of information
specific information

The objective of the integration is to “bring process transparency to stakeholders so they can
see what value and duty exist against information assets at any point in time. They can then
perform their functions against these assets without adding unintentional risk to the
organization.” ' Implementing the IGRM will facilitate communication and co-operation among
stakeholders, drive cross-functional processes, and align IG goals across the Region. Further,
IGRM implementation will enable the Region to leverage the opportunity to introduce
information governance prior to the implementation of new computer systems/technologies to
ensure they comply with the Region’s IM policies and best practices while also providing a
defence against two threats noted in the SWOT analysis in the Assessment Report:

o RIM Program expansion and achievement of high rates of RIM Program compliance will
fail unless there is a sustainable and enforced RIM governance structure and a
compelling vision that employees can embrace.

o Potential for even more siloed information as employees continue to implement ad hoc
RIM processes (particularly for electronic records) in the absence of a holistic, all-media,
corporate IM Program.

M hitps://www.edrm.net/papers/igrm-it-viewpoint/
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As described below, several objectives must be met to achieve the goal of developing,
implementing, and sustaining an IG culture at the Region.

A.1.1 Appoint Senior Management Oversight for Information Governance

The accountability principle in the Generally Accepted Recordkeeping Principles® states “A
senior executive (or a person of comparable authority) shall oversee the information governance
program and delegate responsibility for information management to appropriate individuals.”*?
We recommend assigning senior management oversight for IG to the Commissioner of
Corporate Services because:

¢ The Commissioner of Corporate Services position is a senior-level position with access
to other Department Heads to facilitate 1G, and specifically IM improvements, across the
Region.

¢ |G is an organization-wide function for which centralized, high-profile control is required
to establish legally defensible requirements and standardized best practices that will be
implemented by all employees.

e Four IG stakeholders (IT, Legal, Privacy™ and Security, and IM) report to this position.

Exercising executive management oversight for IG will not be a full-time responsibility, although
the Commissioner of Corporate Services will devote time during the early stages of EIM
Strategy implementation when governance, staffing, and compliance mechanisms are being
established. The Commissioner of Corporate Services will be involved with strategic aspects of
IG (e.g. securing approvals, funding, etc.) and bring IG matters (e.g. proposed policies, etc.) to
Department Heads or Council if/as required.

The Commissioner of Corporate Services will also regularly report to Department Heads on I1G
matters. Department Heads will provide Region-wide IG coordination, ensure IG is
appropriately prioritized with the Region’s strategic objectives, authorize appropriate resources
for IG success, and be responsible for IG and EIM Strategy implementation within their
respective departments. Without continuous Department Heads involvement, the Region’s IG
initiatives are at risk for failure.

The Region’s approach to IG and, specifically IM, will be client-driven, based not so much on
one individual or group having direct control of recorded information, but rather on effective
communication of requirements, client-focused training, and the provision of expert advisory
services. Therefore, the renewed IM Program will focus on best practices, consulting, training,
performance measurement and auditing, and client support based on a system of voluntary
compliance, education, quality service, and responsible enforcement. Departments will
continue to be responsible for their day-to-day management of recorded information in
compliance with applicable Region policies.

2 hitp:/ic.ymedn.com/sites/www.arma.org/resource/resmgr/files/Learn/2017 _Generally Accepted Reco.pdf

3 Excluding the privacy function in the Health Department which reports to the Medical Officer of Health.
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A.1.2 Establish IG Steering Committee (IGSC)

The establishment of an IG Steering Committee (IGSC) is recommended to provide high-level
strategic priorities, oversight, and coordination for managing the Region’s information assets.
The committee’s establishment will provide a formal governance structure to link IM with the
Region’s other IM functions (e.g. data management) and initiatives (e.g. open data) while also
promoting collaboration to ensure the consistent and standardized management of the Region’s
information. By focusing on IG, the Region will embrace a more holistic, integrated, and
enterprise approach to managing information.

While the charter* (to be developed by the IGSC) will describe the committee’s duties, it is
anticipated that the IGSC’s primary duties, from the IM perspective, will be:

a) Provide advice and guidance during implementation of the EIM Strategy.

b) Provide advice and guidance during the investigation, planning, or implementation of
future practices or technologies for managing the Region’s recorded information.

c) Review new/revised Region policies, standards, or guidelines for managing information
(or which affect the management of information) to ensure they meet business needs
while complying with legislated/regulated requirements and mitigating risk prior to the
new/revised policies, standards or guidelines being submitted to the applicable
individual/committee for approval.

d) Establish, sponsor, and charter project teams for specific I1G initiatives.

e) Advocate the importance of IG.

The IGSC will report to the Commissioner of Corporate Services and make presentations to
Department heads, Council, and other Region committees if/as applicable.

The IGSC will meet monthly (at least initially). The following IGSC membership is
recommended:

e IT: Chief Information Officer
e Legal: Director of Legal Services
e Privacy and Security:
0 Manager, Corporate Privacy Office (once the position is filled)
o0 Manager, Information, Privacy and Security (Health Department)
0 Supervisor, Security and Networking (CS-IT)
e RIM: Manager, IM
e Director, Legislative Services/Regional Clerk
¢ Business: 1 management representative (Director level) from each department
e Ex officio member: Commissioner of Corporate Services

" The IGSC charter will include additional information such as mission, organization, qualification for members, and

membership (departments/areas and position titles).
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A.1.3 Establish IG Steering Committee Project Teams

The IGSC will establish, sponsor, and charter project teams if/as needed. For example, a
Privacy Project Team may be established to allow stakeholders (both selected IGSC members
and other Region employees with a responsibility for privacy) to draft a list of privacy criteria
which would be assessed whenever the Region is contemplating the purchase of new software.

A.1.4 Rename the RIM Program

‘Records and Information Management Program’ (or RIM Program) is the current name of the
program which is responsible for the management of the Region’s recorded information.

It is recommended that program’s name be changed to ‘Information Management Program’ (or
IM Program) because:

a) The term ‘records’ is often considered to apply only to information in paper format;
however, an ever-increasing volume of the Region’s records are ‘born digital’.

b) The act of ‘records management’ is often equated with ‘filing’; however, the effective
lifecycle management of information requires the completion of many more tasks than
just filing.

c) Some view ‘records management’ as solely a clerical/administrative activity; however,
every Region employee creates/receives and maintains records (i.e. every employee is
a ‘records manager’).

Note: The implementation of this recommendation would also be reflected in revised names for
existing IM Program positions such as Manager, IM (formerly Manager, RIM) and IM Analyst
(formerly Records Analyst).

A.1.5 Continue the IM Program Reporting Structure

No changes to the IM Program reporting structure are recommended. The program will
continue to report to the Director of Legislative Services/Regional Clerk and the Manager, IM
will continue to manage the IM Program.

Note: The MFIPPA/PHIPA responsibilities of the Manager, IM will be transferred to the
Manager, Privacy in the Corporate Privacy Office when that new management position is filled.

A.1.6 Rename and Renew the Records Liaison Role

Below is a description of the Records Liaison role today.

¢ One Records Liaison appointment per department. Most Liaisons hold clerical/
administrative positions.

e A Liaison’s primary duty is to receive and co-ordinate the distribution of Records
Destruction Lists and occasionally distribute RIM Program-supplied information to co-
workers; however, the RIM Manual lists 14 responsibilities, most of which pertain to
Corporate Classification Scheme (CCS) use and maintenance, the identification and
processing of inactive records, and the disposition of records.

e Records Liaison meetings are rarely held.
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It is recommended that the role be renamed ‘IM Liaison’ in keeping with the renaming of the
RIM Program.

It is also recommended that the IM Liaison network be expanded to one Liaison appointment
per division and that IM Liaison responsibilities be recast to provide greater and higher profile
divisional accountability for IM. IM Liaisons would:

a) Serve as the primary resource for IM in his/her division.
b) Report periodically on IM to the leadership team of his/her division.
c) Promote IM policy, procedures, standards, and best practices to ensure the lifecycle
management of the division’s records (e.g.):
e Records are properly categorized and classified using the CCS.
o Records identified on legal hold are secured.
e Records are retained in compliance with the RRS.
¢ Records not on hold and which have met their approved retention requirements
are appropriately destroyed.
d) Provide input during EIM Strategy implementation (e.g. the development/revision of IM
policies) and the planning of IM Implementation Projects.
e) Co-ordinate the identification and submission of departmental CCS or RRS revision
requests.
f) Attend quarterly IM Liaison meetings.

Given the renewed responsibilities, IM Liaison appointments should be made at the supervisor/
manager level within each division.

A.1.7 Appoint the IM Manager to Region Committees

As the Region’s subject matter expert in IM, it is recommended that the IM Manager be
appointed to Region committees whose mandate (e.g. the Cloud Strategy Review Committee™)
has IM implications.

The IM Manager’s expertise was recognized in this regard when the Manager was invited to the
inaugural meeting of the Open Data Team.

> The Information Technology — Cloud Computing Review and Update report to the Finance and Administration

Committee (report # 2016-A-11) recommended the establishment of a Cloud Strategy Review Committee to a)
provide insight and advice/direction concerning contractual implications relating to the acquisition, implementation or
selection of IT acquisitions, b) investigate the Region’s data security needs, formulate a data security strategy for on-
premises and cloud computing, and monitor the strategy’s implementation, and c) serve as a cross-departmental
advisory body on nine issues related to cloud computing such as privacy, and data retention and ownership. The
report does not include a list of proposed committee members.
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A.2 Develop, Implement, and Maintain IM Policies

Succinct, user-friendly policies are required to communicate IM requirements and provide a
mechanism for their enforcement.

As described below, several objectives must be met to achieve the goal of establishing and
maintaining IM policies.

Note: Prior to developing/revising IM policies or policies in which IM/IM-related terms are
defined, the IM Program would develop an authoritative list to standardize terminology and
definitions.

A.2.1 Develop and Implement an IM Policy

The Region has humerous policies for various operational functions, including several CS-IT
policies that refer to RIM/IM/recordkeeping. However, unlike many other municipalities and
other organizations, the Region does not have an approved RIM Policy.

It is recommended that a RIM Policy (renamed IM Policy) *° be developed to:

a) Establish the Region-wide mandate of the IM Program.

b) Define (at a high-level) the Region’s requirements for the lifecycle management of
recorded information.

c) Assign IM accountabilities and responsibilities™’.

d) Specify requirements for employee training and for IM performance measurement and
auditing.

e) Allow penalties for non-compliance.

A.2.2 Develop and Implement Additional IM policies

The foundational IM Policy would be supported by additional IM policies if/as required. At this
time, it is recommended that the Region develop and implement the following additional IM
policies:

a) Information Security Classification Policy: A policy specifying the information security
classification requirements. See Section 3, sub-section C.4 for information about the
Information Security Classification.

b) Information Hold Policy: A policy specifying the requirements and process for placing
and revoking a written ‘hold’ to suspend the scheduled disposition of recorded
information in the event of (or in anticipation of) litigation, government/regulatory
investigation, or audit.

16 Ergo did not review the draft policy which the Manager, RIM developed after Ergo had completed its

documentation review in fall 2017.

" All accountabilities and responsibilities should be contained within the policy for user-friendliness and to eliminate
any confusion or uncertainty that may arise if the reader is required to reference a separate document as is now the
case with the ‘RIM Program Definition — Responsibilities’ section of the RIM Manual in which the reader is directed to
“See the Municipal Act, 2001 — Part VI, Practices and Procedures, Municipal Organization and Administration,
Sections 224-229 for responsibilities” (s. 2.01) of the Head (Regional Chair), Chief Administrative Officer, and
Regional Clerk.
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Note: The need for more IM policies will be determined if/when appropriate in the future. For
example, an Archives Policy would be developed after the Region decides how its archival
records and artefacts will be managed.

A.2.3 Review and Revise Existing Region Policies for IM Consistency

As stated in the Assessment Report, there are instances of inconsistent terminology, conflicts
with the CCS and RIM best practices, and non-implementable IM requirements in some of the
policy documents developed by departments/functions other that the RIM Program. For
example, employees cannot comply with the prohibition in the Data Protection (policy # 14.20, s.
3.04) against the duplication (photocopying or scanning) of confidential/restricted information
“on devices that will retain an imprint of the original” because a copy of the original is stored in
the device’s memory.

All existing Region policies should be reviewed (and revised if/as necessary) to correct
inconsistent terminology, conflicts with the CCS and RIM best practices, and non-implementable
IM requirements and address (or more fully address) IM implications such as information
classification and retention. For example, the Social Media Policy would be revised to direct
employees in the management of the records created and stored in the Region’s social media
accounts.

A.2.4 Review and Revise Policies Every Two Years

All IM policies and all policies which involve or affect IM should be reviewed every two years
(unless an operational or legislative change necessitates an earlier review) and revised if/as
required to ensure they continue to reflect IM, business, and technology requirements and
satisfy legislated requirements.
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B. IM Program Services and Staffing

The IM Program services and staffing goals and their corresponding objectives are described
below.

Note: No changes are recommended to the vision statement or mission statement of the RIM
Program (to be renamed the IM Program).

e Vision: “A dedicated team of professionals leading the way in Information Management
governance, best practices and service excellence”

e Mission: “To promote and provide Information Management best practices to our
customers for informed business decision making”

B.1 Reprioritize IM Program Services

The Assessment Report revealed that the Region’s well-established RIM Program provides the
essential infrastructure for the best practices management of paper records, i.e. internal subject
matter expertise, a CCS which also includes records retention periods, numerous procedures,
on-site (RRC) and off-site storage and management of inactive records, Versatile Enterprise
software, and a RIM Implementation Project methodology focused on improving the
management of paper records. Considerable RIM Program resources are devoted to managing
paper records and the Region’s paper records are generally well-managed, although some
challenges were identified.

It is a commonly held perception that the Region’s official records need to be in paper/hard
copy. However, the Region — like all other organizations — operates in a world in which an ever-
increasing volume of its records are ‘born digital’. This has led to a hybrid environment in which
the records for a project, activity, or transaction are often kept in both paper and electronic
formats with the resulting challenges and inefficiencies of locating the full, complete, and
authoritative record across multiple repositories.

The RIM Program has developed some tools (e.g. Guidelines for Managing Electronic Records)
to assist departments/divisions/programs to manage electronic records; however, those tools
are not widely known or used. The Region also lacks technologies to support or facilitate
electronic recordkeeping and has a culture of creating independent and somewhat overlapping
silos/systems of information (e.g. personal drives, shared drives, e-mail system, Intranet, etc.)
rather than considering information holistically. Consequently, most electronic records are
managed in ad hoc ways which do not comply with Region policy. In the words of one survey
respondent, the time has come for the Region to “Completely rethink recordkeeping because
the current system is based on 1970’s technology using paper records”.

The RIM Program currently provides infrequent and limited consulting and training*® services
and minimal auditing services because of the long-term vacancies arising from the challenges in
filling vacant Records Analyst positions, the assignment of 30% of the existing Records Analyst

8 Current training topics are a) RIM awareness and best practices training and b) Versatile Enterprise training.
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positions to MFIPPA/PHIPA duties'®, and the time-consuming RIM Implementation Projects
which give minimal attention to improving the management of electronic records.

As described below, several objectives must be met to achieve the goal of reprioritizing IM
Program services to focus more on the management of electronic records and on the delivery of
IM consulting, training, and performance measurement and auditing services.

Note: See Section 3D for the Technology strategic priority.

B.1.1 Improve the IM Implementation Project Methodology

A RIM Implementation Project is intended to provide a business unit with the assistance
required to begin managing paper records according to the CCS and to utilize RIM best
practices. As stated above, minimal attention is given to improving the management of
electronic records. There are 5 steps in the RIM Implementation Project methodology:

a) Preliminary analysis (document needs, complete a high-level assessment of current
records and equipment, and develop and obtain approval of the project charter).

b) Business analysis (questionnaire, record series inventory, workflow analysis, and project
plan development).

¢) Comprehensive inventory and analysis (detailed review of the quantity, function, and
organization of records to integrate the records into the CCS, creating new record series
if/as required).

d) RIM system development (findings and recommendations report, development of
policies and procedures for the business unit, and employee training).

e) RIM system implementation evaluation (develop an implementation plan, apply the new
system, perform a preliminary audit, and perform a compliance audit).

An implementation may take more than a year to complete depending on the size of a business
unit, the diversity and volume of its records, and the availability of a Records Analyst. Although

conducted for several years, RIM Implementation Projects have not begun or been completed in
many divisions/programs.

Challenges are experienced in the delivery of RIM Implementation Projects, as described in the
Assessment Report:

e The project methodology is comprehensive and, therefore, time-consuming to complete.
Workflow, particularly, can be very time-consuming to complete. Further, some Records
Analysts are concerned that a business unit may not see the value in having a workflow
analysis conducted.

e Many projects become stalled for various reasons:

0 Business unit staff may not be (made) available to meet with the Records
Analyst, provide feedback on project deliverables, attend training, etc.

9 1 5 of the 5 Records Analyst positions are assigned to the following duties: processing MFIPPA requests,
processing PHIPA requests (excluding Health Department requests), updating the General Classes of Records and
Personal Information Banks, and providing privacy training (excluding privacy training for Health Department
employees).
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0 Most projects have a very large volume of legacy records which need to be
inventoried, coded, and entered into Versatile Enterprise and then either kept in
the office, moved to inactive storage, or destroyed. It is very time-consuming to
process legacy records.

0 Many business units lack clerical/administrative staff to assist with the
implementation (e.g. input files into Versatile Enterprise) or are unable (or
unwilling) to make clerical/administrative staff available to support the project.
Some business units expect the RIM Program will (or should) provide clerical/
administrative staff to complete the implementation, with the business unit being
responsible only for staffing its ongoing maintenance.

¢ The long-term duration of most projects and Records Analyst staffing constraints may
preclude the completion of a compliance audit at the end of a project.

It is recommended that the purpose(s) of an IM Implementation Project be revisited and the
project methodology for paper records be accordingly streamlined to ensure only essential tasks
would be completed in the most efficient manner, ‘quick wins’ would be realized, and project
durations would be reduced. For example, if the primary purpose of an IM Implementation
Project for paper records was determined to be the classification of those records and their
coded entry into Versatile Enterprise, then a high-level inventory would likely suffice in place of
the current comprehensive inventory and it may be unnecessary to complete workflow analysis.

It is also recommended that the IM Implementation Project methodology be expanded to
provide greater attention to improving the management of electronic records, particularly
electronic records in shared network drives, because an ever-increasing volume of the Region’s
records are ‘born digital’ and most of those records are currently managed in ad hoc ways.

Additional staffing is also recommended to allow the IM Program to assist business units to
compete the implementations. (See Section 3B.2 for information on the additional staffing)

B.1.2 Promote Best Practices for Managing Electronic Records

The RIM Program has developed several tools (list below) to assist departments/divisions/
programs to manage electronic records; however, these tools are not widely known or used.
For example, the frequency with which survey respondents and focus group participants
requested the establishment of naming convention for electronic records suggests that
employees are unaware of the Guidelines for Managing Electronic Records.

a) E-mail Quick Reference: A flowchart decision tree for determining how to identify an e-
mail’s status (i.e. ‘official record’ or ‘transitory record) and a procedure for managing e-
mail, including the identification of responsibilities for saving an e-mail (e.g. the Sender
is to keep the official record of an e-mail sent internally or to external parties).

b) Family Services Scanning Policy and Procedure: Guidance on scanning and uploading
client documentation to Caseworks in compliance with national and international
scanning standards. It addresses topics such as how to prepare documents for
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scanning and how to perform quality control of scanned images. Note: Although
developed for Family Services, the best practices are applicable to any Region
department/division/program which scans paper documents.

¢) Guidelines for Managing Electronic Records: This document describes and gives
examples of ‘official’ and ‘transitory’ records and provides the following: naming
conventions for electronic records (including the adoption of the ISO standard YYYY-
MM-DD date format), instructions for saving ‘official record’ e-mails to a shared network
drive in the appropriate folder (if they are not printed and filed), tips for cleaning up an e-
mail Inbox, and instructions for sharing files using hyperlinks. Given the frequency with
which survey respondents and focus group participants requested the establishment of
naming conventions for electronic records, it does not appear that these guidelines are
widely known at the Region.

d) Tips for Managing Electronic Records: This document provides 5 tips such as allocating
responsibility to one employee per division to monitor the shared drive, maintain the file
structure, create new top-level folders, and oversee a periodic clean-up if/as necessary
with all other employees in the division doing their part to keep it current because they
all file and use records on the drive.

It is recommended that the IM Program promote best practices for managing electronic records
by making them prominently available to all employees and including the best practices in
training. Further, the IM Analysts should leverage the best practices when completing future IM
Implementation Projects.

Note: Prominent availability would also apply to the IM Program'’s other best practices.

B.1.3 Prioritize the Delivery of IM Consulting Services

The RIM Program aspires to provide consulting services to business units (see examples
below); however, today, the Records Analysts provide only infrequent and limited consulting
services with most consulting services being provided by the Manager, RIM.

o Research, develop, co-ordinate, and implement corporate RIM initiatives.

o Perform special studies in more complex areas as they apply to RIM.

e Provide consulting services to departments (e.g. document imaging guidelines, best
practices for managing network drives, etc.).

o Collaborate with stakeholders on corporate initiatives that have a RIM connection (e.g.
cloud computing, open data, etc.).

Priority must be given to the delivery of consulting services if the IM Program is to be
recognized and respected internally for its expertise. Prioritizing the delivery of IM consulting
services would also assist the IM Program to realize its vision (“A dedicated team of
professionals leading the way in Information Management governance, best practices and
service excellence”) and mission (“To promote and provide Information Management best
practices to our customers for informed business decision making”).
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B.1.4 Prioritize the Delivery of IM Training

Today, the RIM Program primarily trains administrative/clerical employees and RIM is not
addressed in the Region’s new employee orientation program beyond including the RIM
Program brochure in the package of information that is distributed to new hires. All RIM
Program training is provided in the classroom. Online training is not given.

Because every Region employee creates/receives and manages records, every employee
should be trained in IM. [IM training would also promote IM and help anchor the desired culture
and habit changes necessary for successful EIM Strategy implementation. As stated in the 1SO
records management standard, “The training program should be ongoing and include training
on requirements, policies, practices, roles and responsibilities for managing records, and should
be addressed to all members of management and personnel, as well as any other individuals
responsible for any part of business activity involving the creation, capture and management of
records.”®

It is recommended that an IM training plan be developed for each group of employees such as
Department Heads, directors, managers/supervisors, IM Liaisons, all other employees, and new
employees. Each training plan would be modular, including the basic (or minimum) training
required for every employee group and customized modules for an employee group’s
responsibilities for each IM function. Where possible, the training would be specific to the
operations of individual departments/divisions/programs.

The training plans would be developed in stages because IM policies, procedures, and other
tools would be developed/revised/expanded and implemented incrementally.

Each training plan would:

¢ Include an outline, specifying the learning objectives, duration, content, Trainer
activities, and Learner activities and indicating the amount of time to be allocated to
each subject/activity (e.g. a training program on how to use the CCS may allocate 10
minutes to an overview of records classification, 5 minutes to the benefits of using the
CCS, and 20 minutes to exercises in using the CCS).

¢ Identify the optimum delivery method for the training (e.g. in-class sessions, lunch and
learns, podcasts, etc.). Ideally, most training will be delivered online (e.g. podcasts) to
give greater flexibility in completing the training.

e Incorporate best practices in adult education to create engaging training, the content
and style of which would be tailored to the Region’s culture and IM Program.

e Where possible, focus the record examples and exercises on the most common/
recurring records that the training participants create/receive and use (e.g. a training
session for HR employees would focus on that division’s common/recurring records).

%0 |SO 15489-1:2016, Section 6.5.
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It is recommended that IM training be given during a new employee’s initial orientation. If
sufficient time cannot be allocated to IM in the agenda of HR’s new employee orientation
program?, it is recommended that the IM Program develop an online training module that each
new employee would be required to complete within 1 week of hire. This introductory training
would focus on topics such as the importance and benefits of IM for both the Region and
individual employees, legislated requirements for ‘good’ IM, the risk of poor IM practices, and
the Region’s IM requirements.

Pre-recorded webinars/podcasts should be used extensively to provide an economical and
flexible vehicle for training employees who do not work at Regional HQ and to give all
employees the ability to complete the training on their own schedules. The availability of
webinars/podcasts would also enable employees at any location to refresh or ‘brush up’ their
knowledge of a given topic/task if/as required in the future. In-person training should be limited,
occurring only where feasible and economical.

Note: The Assessment Report revealed an overall need for more IM training. It also revealed a
need for training in several specific IM topics (e.g. the identification of ‘official’ vs. ‘transitory’
records). Objectives for addressing those topics are provided throughout the EIM Strategy.

B.1.5 Prioritize the Delivery of IM Performance Measurement and Compliance Auditing

The RIM Program performs very little performance measurement or auditing today.

e For paper records not tracked in Versatile Enterprise and for all electronic records:

o No auditing of the use of or accuracy in using the CCS to classify the records.
o0 No auditing of the use of or compliance with the RRS to manage retention.

e An audit of a division/program’s use of or accuracy in using the CCS to classify active
paper records or its use of or compliance with the RRS to manage the retention and
disposition of active paper records is only completed once at the end of a RIM
Implementation Project; however, the long-term duration of most implementation
projects and Records Analyst staffing constraints may preclude the audit's completion.
Further, RIM Implementation Projects have not begun or been completed in many
divisions/programs.

¢ RRC staff perform random spot checks to assess the classification accuracy of inactive
paper records transferred to storage.

e RRC staff can run Versatile Enterprise reports to identify and monitor inactive paper
records which have exceeded their retention period due to a legal hold or other reason.

The Principle of Accountability in the Generally Accepted Recordkeeping Principles® states,
“The information management program is structured for auditability as a means of
demonstrating that the organization is meeting its obligations to internal and external parties.
Auditing is the process designed to prove the information governance program is accomplishing

2 Today, consideration of RIM is limited to including the RIM Program brochure in the package of information that is

distributed to new hires.
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its goals and to identify areas for improvement to further protect the organization and its
information assets.”*

The 1SO 15489-1:2016 standard also specifies auditing requirements: “Criteria should be
established to monitor and evaluate records policies, systems, procedures and processes. The
creation, capture and management of records should be regularly monitored and evaluated with
the involvement and support of records professional, information technology professionals, legal
professionals, auditors, business manager and senior managers as appropriate. Monitoring and
evaluation should be designed to ensure that:

a) records systems and processes are implemented according to authorized policies and
business requirements;

b) records systems and processes operate as defined and designed,;

c) changes to records requirements are met; and

d) there is continuous improvement in the management of records.

Systems and processes provided by third party providers should also be monitored and
evaluated, using contractual requirements relating to the management of records as evaluation
criteria.”*®

B.1.5.1 Develop, Approve, Implement, and Periodically Review IM Performance Measures

It is recommended that measures to evaluate IM performance be developed, approved,
implemented, and periodically reviewed for each IM policy, procedure, tool, or technology. The
development of the performance measurement methodologies would be incremental, with a
methodology being designed as each IM policy, procedure, tool, or technology was developed
and implemented, thus ensuring performance measurement was ‘baked in’.

Some performance measurement would be ongoing (e.g. monitoring RRS use) while other
performance measurement would be performed only when/as required (e.g. a review of a
records hold after the hold has been revoked). A combination of resources would conduct the
performance measurement such as IM Program staff, IM Liaisons, etc. and the gathering of
performance measurement data would be automated where possible. Consideration should
also be given to including IM criteria in (annual) performance management reviews.

When designing the performance measures for an IM policy, procedure, tool, or technology,
care must be taken to neither over- nor under-measure and to ensure the availability of
appropriate resources to monitor performance at the anticipated frequencies. Targets would
also be established if/as appropriate (e.g. a target of accurately classifying 95% of the files/
records in a shared drive).

The proposed performance measures would be approved by the IGSC prior to implementation
and the measures would be reviewed periodically to ensure they remain sufficient.

22 ARMA International, Implementing the Generally Accepted Recordkeeping Principles® (ARMA International TR

30-2017), p. 19.
3 SO 15489-1:20186, s. 6.4.
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The performance measurement data would identify any challenges/constraints or poor
performance so remediation plans could be developed and implemented. The IM Manager
would report the performance measurement results to the IGSC (quarterly or semi-annually).
Performance measurement results would be shared with Department Heads if/as appropriate
(e.g. in an annual progress review of EIM Strategy implementation).

Note:

1. Beginning in 2018, the Region will begin a 1-year trial of a cloud-based software tool that
will provide a dashboard for tracking and reporting on key performance indicators (KPIs)
in the Region’s 2015 — 2019 Strategic Plan. Should the pilot prove successful, it may be
possible for the IM Program to use that software to track the IM KPIs that will be
established.

2. In addition to monitoring the performance of each IM policy, procedure, tool, or
technology, the Region’s overall IM could be benchmarked (say, every year) using the
IG Maturity Model. Ergo’s use of that model to asses the Region’s RIM Program and
EIM practices would provide a baseline for the Region’s next use of the model.

B.1.5.2 Periodically Audit IM Compliance

The Principle of Compliance in the Generally Accepted Recordkeeping Principles® states, “An
information governance program should be constructed to comply with applicable laws, other
binding authorities, and the organization’s policies.”** Therefore, the Region should periodically
audit its IM compliance.

As an alternative to engaging an IM consultant to conduct an audit, the Region could use ARMA
International’s Next Level Information Governance Assessment software® which is based on
the Generally Accepted Recordkeeping Principles®. According to the website, this tool will
“identify, monitor and measure information risks”, thus enabling an organization to “establish
baselines, set benchmarks and drive improvements”.

The proposed IM compliance auditing methodology (or methodologies) and auditing frequency
would be shared with the IGSC for review and feedback prior to implementation.

In addition, Internal Audit should be encouraged to report to the IM Manager any instances in
which IM deficiencies are encountered during an internal audit (e.g. records which were
unavailable or which could not be located quickly). Such information would help identify
potential areas of non-compliance for investigation by IM Program staff. It is also recommended
that the Region explore if/fhow the external auditor can support the Region’s IM compliance
auditing.

Complete IM compliance audit findings would be reported to the IGSC and an overview would
be reported to Department Heads. Division/program-specific deficiencies would be reported to

24 ARMA International, Implementing the Generally Accepted Recordkeeping Principles® (ARMA International TR

30-2017), p. 22.
% For more information or to request a demo, visit http://nextlevel.arma.org/
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the appropriate management employee for remediation. Upon request, IM Program staff would
assist division/program management in developing remediation plans.

B.2 Optimize IM Program Staffing

The RIM Program staff complement (Figure 7) has not changed since the 1990's.

Figure 7 — Current RIM Program Staffing

Position Number Status Salary Range
of
Positions
Manager, RIM 1 Filled $77,368 - $96,710
Records Analyst 4 1 vacancy $61,838 - $68,705

1 pending retirement (2018)

1 Analyst as back-up26 to the Records

Analyst — FOI
Records Analyst — FOI 1 Filled $61,838 - $68,705
Clerk 3 2 Filled $51,300 - $56,999
Clerk-Steno 1 Filled $51,300 - $56,999

For the most part, the RIM Program has been running with three full-time Records Analysts.
Each Analyst has multiple departments under his/her portfolio given the 3:8 ratio of Analysts to
Region departments. Since 2013, none of the additional RIM Program position requests have
been included in final departmental budget submissions.

Opportunities for promotion within the RIM Program are limited in the absence of a Supervisor
position and the existence of only one level of Records Analyst position. Many municipalities
with similarly sized (or larger) RIM Programs have Records Analyst and Senior Records Analyst
positions and/or a Supervisor position.

The Region seeks to establish itself “as an employer of choice which enhances the Region’s
ability to attract and retain talented people.”?” Unfortunately, it has been challenging to attract
suitably qualified and experienced candidates to fill Records Analyst vacancies. The
recruitment challenges arise from several factors:

e There is a very small pool of individuals with the requisite qualifications and experience.
o The Region’s location in the far northeast of the GTA is inconvenient for many potential
applicants.

% The Records Analyst provides back-up during employee absences (e.g. vacation) and when needed due to
workload.

" This is one of the purposes of the Region’s Alternative Work Arrangements Program, as stated in the Alternative
Work Arrangements Reference Guide

Ergo March 9, 2018 Page | 34
Information Management Consulting



Regional Municipality of Durham
Enterprise Information Management (EIM) Strategy

¢ Many potential applicants, particularly more recent graduates of RIM/RIM-related
education programs, are not attracted to the position because the RIM Program is
predominantly focused on managing paper records.

e The vacation entitlement for this unionized position is non-negotiable so an applicant
who has accrued more vacation in his/her current position is usually unwilling to accept
the Region’s reduced vacation entitlement.

o The salary is lower than the salary for a comparable position at the Region’s
comparators (Region of Peel and Region of York).

The above-noted challenges (particularly salary as compared to similar positions at the Region’s
comparators) may also arise when the Manager, RIM position is next advertised.

As described below, several objectives must be met to achieve the goal of optimizing IM
Program staffing.

B.2.1 Create and Staff a Senior IM Analyst Position

A Senior IM Analyst position is recommended to lead the delivery of IM training and provide IM
consulting, performance measurement, and auditing services. The Senior IM Analyst would
also be assigned responsibility for a smaller department (e.g. CAQ’s Office) to assist in
rebalancing the Analyst portfolios more equitably.

The establishment of this position, with requirements for education and/or experience in
consulting, performance measurement and auditing, and adult education, would provide the
expertise needed to deliver those prioritized services while also creating a pathway for
promotion within the IM Program.

B.2.2 Accelerate the Reassignment of 1.5 Records Analyst Positions

It is anticipated that the Corporate Privacy Office will be established in 2018 with 1 Manager and
1 Privacy Officer. Itis also anticipated that 1 full-time Records Analyst will continue to assist in
processing requests while a second Records Analyst will provide back-up for that Analyst until
the second Privacy Officer is hired (hopefully in 2019). Therefore, the establishment of the
Corporate Privacy Office would not — as currently planned — result in Records Analyst time
becoming available in the short-term for the delivery of IM Program services.

The Establishment of a Corporate Privacy Office report (report # 2016-COW-42) recognizes
that, due to the assignment of Records Analysts to MFIPPA/PHIPA duties, the RIM Program
“has not progressed due to the lack of resources for this program.”

To support implementation of the EIM Strategy, it is recommended that the full-time Records
Analyst (to be retitled IM Analyst) be reassigned to the IM Program immediately upon the hiring
of the Privacy Officer. It is recognized that implementing this recommendation would require the
Privacy Officer to spend most of his/her time MFIPPA/PHIPA requests processing, thus
preventing the delivery of some other Corporate Privacy Office services until the second Privacy
Officer is hired.
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It is also recommended that the part-time Records Analyst be reassigned to the IM Program as
soon as possible and no later than January 2020.

B.2.3 Create and Staff Temporary IM Implementation Technician Positions

Despite the establishment of a project charter which, among other things, specifies the tasks a
Records Analyst will complete and the tasks that department/division employees will be asked
to complete during a RIM Implementation Project, many business units will continue to lack
clerical/administrative staff to assist with the implementation (e.g. input files into Versatile
Enterprise) or be unable (or unwilling) to make clerical/administrative staff available to support
the project. As stated in the Assessment Report, many implementation projects become stalled
due to business unit staffing challenges and the time-consuming processing of legacy records?.

It is recommended that the IM Program create and staff temporary IM Implementation Project
Technician positions to provide business units with full-time implementation assistance. A
business unit would, however, be required to dedicate staff time to assist in completing the
implementation tasks with the amount of time contributed being calculated based on the
business unit’s clerical/administrative staff complement. By providing experienced, full-time
Technicians, it is anticipated that more IM Implementation Projects would be completed (with
assistance from business unit employees) more quickly, thus eliminating the delays and
frustration now encountered with the long-term duration of many of these projects. Business
units would continue to be solely responsible for staffing the completion of post-implementation
tasks.

Note: There should be a 1:1 ratio in the number of IM Analyst positions (including the proposed
Senior IM Analyst position) to the number of temporary IM Implementation Project Technician
positions so one Technician would work with one Analyst on every IM Implementation Project.

B.2.4 Participate in Master's Level Degree Program Co-op Placements and Practicums

To date, the RIM Program has not participated in the paid co-op placement or unpaid practicum
programs offered by master’s level degree programs in library science/information
management. University of Toronto students enrolled in the Master of Information Co-op Option
are available to complete two consecutive 12-week, full-time, paid work terms while Master’s
students studying RIM at Western University are available throughout the year through a paid
co-op program. The University of Toronto also offers the Information Professional Practicum
whereby students are available during the school year for unpaid placements that should take
the equivalent of at least three weeks of full-time work (i.e. 105 hours).

To augment IM Program staffing on a project basis, it is recommended that the IM Manager
explore the feasibility of participating in paid co-op placement and unpaid practicum programs
for master’s level degree program students. An added benefit would be introducing potential
future candidates for IM Analyst positions to the Region and its IM Program.

B.2.5 Engage Consultants to Provide Additional Skills

% Most projects have a very large volume of legacy records in paper format which need to be inventoried, coded,

and entered into Versatile Enterprise and then either kept in the office, moved to inactive storage, or destroyed.
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It is recommended that the IM Program engage consultants when additional skills are required
to implement the EIM Strategy. For example, because current IM Program employees do not
have professional qualifications in archives, the IM Manager may wish to engage a consulting
Archivist to develop the Archives Strategy (See Section 3C.7).

B.2.6 Continue to Hire Temporary Employees and Summer Students

Over the years, the RIM Program has hired temporary employees and summer students for
special projects if/when funding permitted. For example, an individual with archives experience
was hired as a Clerk 3 to transfer archival records to acid-free folders/boxes and prepare a
basic inventory of the archives collection.

To support implementation of the EIM Strategy, it is recommended that the IM Program
continue to hire temporary employees and summer students if/when funding permits. It is also
recommended that the IM Manager identify any (government) programs which may offset some
of the payroll costs, particularly in the hiring of summer students.

B.2.7 Create/Revise JIQs and the IM Manager Job Description

Approved JIQs for existing, unionized RIM Program positions are not dated and draft revised
JIQs were prepared for those positions in November 2016. The approved job description for the
Manager, RIM position is dated January 2012 and a draft revised job description was prepared
for the position in August 2017. The draft revised documents are pending review and approval
within CS-LS/Corporate Services prior to the documents being submitted to HR.

It is recommended that draft revised JIQs for the existing, unionized positions and the manager
position be prepared to reflect current responsibilities and add tasks, where applicable, from the
EIM Strategy. It is also recommended that a JIQ be prepared for the proposed Senior IM
Analyst position and the proposed IM Implementation Technician positions. The new/revised
documents would be approved internally and then submitted to HR for compensation
evaluation.

B.2.8 Expand the Competency of IM Program Employees Through Education and
Certification

Given the RIM Program’s historical focus on the management of paper records, IM Program
employees (IM Analysts and IM Manager) would benefit from education and, potentially,
certification in both information governance and the management of electronic records.
Education in managing electronic records and, particularly enterprise content management
(ECM) systems, would enable them to better support the recommended implementation of an
ECM system. Examples of potentially beneficial education programs include:

e The AlIM Enterprise Content Management (ECM)? and the Modern Records
Management (MRM)* programs at the Specialist level (2 days) and the Master level (4
days). Both programs can be completed online. Public classes (i.e. open registration)
are usually held in Toronto once per year. If an organization has five or more employees

2 For more information, visit http://www.aiim.org/Education-Section/Deep-Dives/Deep-Dive-ECM

° For more information, visit http://www.aiim.org/Education-Section/Deep-Dives/Deep-Dive-MRM
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to train, a private class (i.e. registration limited only to the organization’s staff) held in the
organization’s meeting space is usually more economical.

 Information governance training from the Institute for Information Governance®. A
variety of courses are offered online and in classroom, although the in-classroom
offerings are typically held in US cities.

e The RIMtech EDRMS Implementation Methodology (2-day seminar)®. Led by Bruce
Miller (a best-selling author and world leading expert in electronic recordkeeping), the
seminar works through a 12-step methodology for successfully implementing EDRMS
technology. Public classes are held throughout the year, including Canadian cities.
Private classes can also be scheduled.

Examples of relevant certifications include:

e The Certified Information Professional (CIP)*® designation from AlIM.

e The Information Governance Professional (IGP)** certification from ARMA International.

¢ The Certified Records Analyst (CRA) and Certified Records Manager (CRM)
certifications from the Institute of Certified Records Managers®.

Once a certification has been achieved, it is necessary to maintain the certification through the
payment of (annual) membership fees and the completion of specified types of educational
activity within a set certification maintenance cycle (2 years for the IGP, 3 years for the CIP, and
5 years for the CRA and CRM). Because attendance at education programs (e.g. ARMA
chapter events, conferences, etc.) may be counted towards certification maintenance
requirements, additional costs should be anticipated to maintain any certifications held.

Note: It would be beneficial if the IGSC representatives from IT, legal, and privacy and security
also completed training in information governance and if selected IT employees completed
training in EDRMS (ECM) implementation. Private classes scheduled at the Region’s office
would be even more economical if registration was expanded beyond IM Program staff.

31
32
33
34
35

For more information, visit https://www.igtraining.com/home.html

For more information, visit http://www.rimtech.ca/seminar---edrms-implementation-1.html
For more information, visit http://www.aiim.org/Education-Section/CIP

For more information, visit http://www.arma.org/page/Certifications

For more information, visit http://www.icrm.org
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C. IM Processes

The IM processes goals and their corresponding objectives are described below.

Note: See Section 3D.1 for information collaboration, workflow, and sharing.

C.1 Improve Information Creation, Capture, and Declaration

Various Region policies require records to be created. The requirements in the Corporate
Complaint Handling Policy & Guidelines (policy # 2.14, s. 1.01), for example, are particularly
detailed regarding the records to be created for receiving and recording complaints about the
Region’s services and actions.

Regarding the capture and declaration of records, several focus group participants said it is not
always clearly understood which records should be created or who is responsible for ensuring
their addition to the Region’s filing systems. Knowing who is responsible for capturing a record
is particularly challenging for project teams and collaborative work involving several employees.
Questions also arise in determining whether a record is ‘official’ or ‘transitory’.

Focus group participants were asked whether they routinely print and file a paper copy of an
electronic document that they create or receive and if so, why. Several participants said they
print and file a paper copy because they believe the Region'’s official records are kept in paper.
For example, information received from a client in the body of an e-mail or in an attachment to
an e-mail is printed and filed in the client’s file because the official client file is hard copy. For
some focus group participants, the belief that paper records constitute the Region’s official
records stems from the fact that the Region uses Versatile Enterprise only to manage paper
records.

As described below, several objectives must be met to achieve the goal of improving
information creation, capture, and declaration.

C.1.1 Review Records Creation, Capture, and Declaration Provisions in Business Processes

As stated in the 1ISO 15489-1 standard, “Business rules, processes, policies and procedures
which control the creation, capture and management of records . . . should be implemented and
documented to ensure the authenticity® of records.”®

It is recommended that the IM Program develop a methodology that departments/divisions/
programs would use to review their business processes to ensure all necessary records are
being created, that they contain the necessary information, that records are not being created
unnecessarily, and that responsibility is assigned for capturing the records into the appropriate
recordkeeping system (whether paper or electronic). After completing the reviews,

% 130 15489-1:2016, s. 5.2.2.1 describes an ‘authentic’ record as a record “that can be proven to: a) be what it

purports to be; b) have been created or sent by the agent purported to have created or sent it; and c¢) have been
created or sent when purported.”
" Ibid.
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departments/divisions/programs would update their policies/procedures accordingly. IM
Analysts would be available as resources to answer questions during the reviews.

C.1.2 Train Employees to Identify ‘Official’ vs. ‘Transitory’ Records

The RIM Program developed Official and Transitory Records: A Guide for Region of Durham
Employees to describe and give examples of ‘official’ and ‘transitory’ records, specify roles and
responsibilities, and discuss the secure disposition of transitory records. Appendices provide a
decision tree for determining whether to file or destroy a record, tips for controlling and
disposing of transitory records, and acceptable/unacceptable usage criteria for locked shredding
bins®. It does not appear that this guide is widely known at the Region given the frequency with
which focus group participants reported encountering challenges in distinguishing between
‘official’ and ‘transitory’ records and requested assistance in determining the retention of
transitory records such as drafts.

It is recommended that all employees be trained to identify and manage ‘official’ vs. ‘transitory’
records. Armed with this knowledge, employees would be dispose of transitory records as soon
as possible after use, thus helping to reduce the volume of records kept by the Region. They
would also be able to better identify the official records that should be classified using the CCS
and retained according to the RRS.

C.2 Improve Information Classification, Search, and Retrieval

The Region’s Corporate Classification Scheme (CCS) is based on the subject-based alpha-
numeric TOMRMS classification scheme which is used by many Ontario municipalities
(particularly smaller local municipalities who often cannot afford to hire staff dedicated to RIM)
because of its one-size fits all approach, minimal purchase price as compared to the cost of a
custom developed CCS, and modestly priced annual update service.

The Region has modified (and continues to modify) TOMRMS to meet its needs. Many record
series have been revised to reflect new and discontinued services/programs, the realignment of
services, the renaming of departments, and other organizational elements. The CCS is usually
updated once per year.

Departments are expected to arrange files logically within a series to meet their specific needs
and assign the secondary heading/file titles; however, Records Analysts provide file
arrangement guidance upon request or during a RIM Improvement Project.

CCS awareness is low among survey respondents with 63% being unaware that the Region has
a CCS for organizing records. Employees who use the CCS report using it predominantly to
classify paper records.

% These bins are for the secure disposal of confidential or sensitive transitory materials that cannot go into regular
recycling.
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The survey revealed that classification, search, and retrieval challenges figure prominently in
the top three challenges experienced by survey respondents in their management records as
summarized in Figure 8.

Figure 8 — Challenges in Classifying, Searching For, and Retrieving Records

Challenge Paper Electronic E-mails
Records Records
Ranked # 1
Ranked # 1 Ranked # 1
Retrieving (or locating) records 43% 42% 40%
Organizing records (classification) 37% N/A 35%
Duplication 32% 20% 21%
Version control 32% 25% N/A
Inconsistent naming practices N/A 55.5% N/A
Inability to access records when working remotely N/A 42.5% N/A

The survey revealed most employees spend 15 minutes or less each work day searching for
information in the following formats/storage locations (where used):

Paper records in office areas.

Paper records in storage.

The employee’s personal network drive/directory.

A shared network drive/directory to which the employee has access.
An e-malil in the employee’s e-mail account.

As described below, several objectives must be met to achieve the goal of improving
information classification, search, and retrieval.

C.2.1 Develop and Implement a Function-based Records Classification Scheme

The CCS provides a subject-based superstructure for classifying records by aggregating related
records into series. While that approach is helpful from a records retention perspective (a
Record Series Code determines the records’ retention period), there are disadvantages to this
method of classification. The disadvantages include:

The 13 subject headings are intended to represent subjects, not departments; however,
many headings are either the name of a department (e.g. Social Services), a division
(e.g. Human Resources), or a section/area within a department or division (e.g.
Administration). Consequently, the reader may erroneously assume that s/he will find all
records for a given business unit within one subject heading (e.qg. all records for which
Health is responsible will be found under ‘P’).
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¢ Providing only high-level classification direction because there is no specification of the
method(s) by which the different records within a series should be organized (e.g.
chronologically by date, alphabetically by name, etc.).

¢ Requiring departments/divisions to classify the records of a project under numerous
Record Series Codes rather than keeping the records of a project together under one
code.

¢ Itis not a function-based classification scheme as recommended by the 1ISO 15489
standard.

It is recommended that the IM Program develop a function-based CCS to replace the
TOMRMS-based system. Function-based records classification is endorsed by the 1ISO 15489-
1:2016 records management standard and is the preferred records classification approach of
the Canadian federal government, many provincial governments (including Ontario), and many
private sector organizations.

A function-based CCS would organize records into categories based on a top-down view of the
Region’s functions and activities, not the department/division where the records are created or
maintained. It answers the question, “Why are records created and used?” because it classifies
records based on work processes, not by subjects or department names.

The many benefits of a function-based CCS include:

¢ Directly linking records with the Region’s functions and activities.

¢ Being relatively stable over time because an organization’s functions and what it does
(its activities) remain relatively stable over time as compared to subjects and department
names which change more often.

¢ Eliminating the siloed view of information and the dispersal of identical (or related)
records across different categories/headings as is now the case.

¢ Helping to reduce the time spent retrieving information, particularly in response to
MFIPPA/PHIPA requests or in the event of litigation, investigation, or audit, because
records would be organized and described at a more granular level than in the current
subject-based superstructure in which records are grouped in large categories.

e Being suitable for organizing both paper and electronic records, resulting in one system
for employees to learn and use.

e Providing a basis for implementing an information security classification and a more
granular RRS.

e Being able to easily adapt to future changes in business operations and organization

The function-based CCS would be based on a top down view of the Region’s operations and
services to identify the core functions representing the Region’s primary activities (e.g. Regional
Council administration) and the functions which support those activities (e.g. finance, human
resources, etc.). Records would be organized using a set pattern of divisions in a hierarchical
(or tiered) structure from the general to the specific and by function. The CCS would also
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specify the best way to organize each type of information (e.g. by date, then subject).
Consultation with department/division/program representatives would ensure the accurate
classification of records and their optimum organization/arrangement. A retention period would
also be assigned to each record group/series in recognition of the records’ value(s) to the
Region.

It is also recommended that the format of the function-based CCS would be more user-friendly
than the current CCS because a hyperlinked index would be provided in which record series
and the record types therein classified were listed alphabetically by name. The inclusion of the
record types would include program, project, committee, and other names to provide yet
another potential retrieval point. By providing the hyperlinked index as an appendix in the same
electronic file as the function-based CCS, a user could look up a record, click on its Record
Series Code, and be taken directly to the corresponding CCS entry. This would eliminate the
current practice whereby the user needs to know (or determine) the applicable subject heading
and then skim through the list of series for that heading until s/he finds the correct entry.

The IM Program would develop the function-based CCS in consultation with department/
division/program representatives who would also validate their respective parts of the draft CCS
to ensure a logical, consistent, easy to use, and unambiguous structure (i.e. it should be
possible to classify a record in only one part of the CCS). The IM Program would continue to
administer a process for requesting, approving, and implementing CCS revisions to ensure its
integrity over time.

C.2.2 Train Employees in Electronic File Naming Conventions

The RIM Program developed the Guidelines for Managing Electronic Records to provide
employees with instruction in naming electronic records, including use of the recommended
YYYY-MM-DD date format (the ISO standard date format). It does not appear that these
guidelines are well known or used by Region employees.

The Region-wide use of the same naming conventions would create understandable,
consistent, and predictable electronic file names and help employees to identify and track
versions®. Using standardized electronic file naming conventions would improve retrieval
speed and accuracy and facilitate the disposition of versions which are no longer required.
Specifically, electronic file naming conventions would:

o Help employees easily identify the file(s) they are looking for.

¢ Enable employees to browse file names more effectively and efficiently.

¢ Help employees distinguish one electronic file from others on the same (a similar) topic.

o Increase the likelihood that employees would be able to interpret file names without
needing to open the files to confirm their purpose/contents or having to consult with the
file creator.

% This protocol is not required for files in Microsoft SharePoint or an Enterprise Content Management (ECM) system

because those systems provide automated version control provided a user uploads a revised file of the same name.

Ergo March 9, 2018 Page | 43
Information Management Consulting



Regional Municipality of Durham
Enterprise Information Management (EIM) Strategy

o Make file naming easier because an employee who followed the conventions would not
have to ‘re-think’ the naming process each time s/he named a file.

e Allow sorting of documents in a logical sequence (e.g. by date).

¢ Eliminate the confusion and delays often experienced when attempting to distinguish
between different versions of a draft document, between drafts and final/approved/
published documents, and between final approved versions over time (e.g. a policy
which has been superseded).

¢ Reduce the likelihood that an obsolete version would be used or distributed.

The use of electronic file naming conventions would be particularly helpful in shared network
drives/directories because the current lack of standardized naming conventions often results in
ad hoc file names which have little (or no) meaning to anyone other than the file creator.

Using electronic file naming conventions in conjunction with a CCS would bring greater
precision to the organization of electronic records, particularly in the near-future until the Region
implements an enterprise content management (ECM) system (or similar technology) in which
versioning is automated and a ‘record type’ can be captured in a filename via a drop-down box
during the file saving process.

The naming conventions would be included in IM training, used in IM Implementation Projects,
and be implemented during the electronic records clean-up projects referenced elsewhere in the
EIM Strategy.

Note: The Guidelines for Managing Electronic Records provide minimal version control (i.e. a
protocol for sequentially numbering drafts as ‘REV’ followed by a number and labelling the final
version of a document as ‘FINAL’). It is recommended that the IM Program develop a more
robust version control protocol to differentiate between ‘draft’ and ‘final’ documents (typically the
term ‘draft’ or ‘d’ is included in a filename to indicate its draft status and ‘version’ or ‘v’ is
included to visually identify that ‘finality’ has occurred) and to differentiate between proposed
revisions to a previously ‘final’ document and the issuance of the next ‘final’ instance of the
document as occurs, for example, when an approved policy is reviewed and subsequently
revised.

C.3 Improve Information Storage

Insufficient storage space figures prominently in the top 3 challenges experienced by survey
respondents in their management of paper records with 82.5% of the respondents who
experienced such challenges ranking insufficient storage space as their # 1 or # 2 challenge.
Departments are encouraged to review records at least once per year to identify the records
that should be transferred to the RRC or destroyed as per the RRS.

Storing inactive records in the RRC*® frees up records storage space in offices and reduces
filing equipment costs. However, several focus group participants reported that RRC space

“°" The RRC is located on the lower level of Regional HQ directly below the Council chambers.
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shortages sometimes delay the transfer of boxed records for several weeks (or months)
resulting in operational constraints and unsafe accumulations of boxes in office areas.

More than 10,000 boxes of records are stored in the RRC and approximately 4,000 boxes of
infrequently accessed records subject to longer retention periods are stored off-site at a
commercial record centre. Each year, RRC staff retrieve approximately 5,000 files/boxes,
accept and process for storage approximately 2,000 boxes of records, and co-ordinate the
secure shredding of approximately 1,400 boxes. Commercial record centre storage and
retrieval costs will increase in the future because the volume of annual transfers to the RRC
exceeds the amount of storage space freed up by annual destructions. This will more frequently
accessed records to be stored off-site in the future. Every box (and every file within a box) in
the RRC and at the commercial record centre is tracked in Versatile Enterprise.

800 boxes of records in the RRC were damaged by a flood from an overflowing toilet on the
floor above. Many recovered records are water marked and brittle. Storm and sanitary drains
in the RRC pose a continual danger to the records. The RRC is equipped with a ceiling-
mounted fire suppression system, a moisture detection alarm (installed after the flood), and a
temperature and humidity monitor. The recently installed humidifier is not yet operational. Daily
temperature and humidity readings are taken.

While the Region creates/receives and maintains a sizeable collection of paper records, its
collection of electronic records is considerable and will continue to grow as more and more
Region business is conducted electronically in the future. Below are statistics from the Region’s
October 20, 2017 Data Inventory Report:

e 25.34 TB consisting of more than 22 M unstructured* data items.
0 Most data was ‘last accessed’ 1-2 years ago (43.5%) and almost 39% was ‘last
accessed’ 2+ years ago.
0 Most data was ‘last modified’ 2-5 years ago (31.5%).
¢ ‘Documents’ (followed by ‘images’ and ‘other’) constitute the largest number of items.
e Many of the top 10 departments by storage consumption create/receive and store very
large files such as plans and drawings.
e 7,128 user accounts, of which more than 3,000 are inactive or disabled accounts
containing records/information.

As described below, several objectives must be met to achieve the goal of improving
information storage.

*L The Data Inventory Report loosely defines ‘unstructured data’ as “information that cannot be represented in the

row and column format of traditional databases (which are considered structured). Examples of this information
include metadata and text content contained in files, emails, and content management systems such as SharePoint.”
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C.3.1 Accelerate the Speed Inactive Records Transfer and Destruction Processing

A limited number of shelving bays in the RRC are designated for the storage of incoming
transfers of inactive records awaiting processing and shipments of inactive records destructions
awaiting collection by the shredding service. As stated above, operational constraints and
unsafe accumulations of boxes in office areas result when records transfers are delayed for
several weeks (or months) due to RRC space constraints.

It is recommended that the number of designated shelving bays be increased to provide enough
space to house the average monthly volume of incoming transfers and outgoing destructions.

It is also recommended that incoming transfers be reviewed within 5 business days to identify
any boxes that should stored off-site and that those boxes be shipped off-site as soon as a
sufficient volume of boxes (returns and transfers) has accumulated to minimize servicing costs.

It is also recommended that the number of destructions be increased to a minimum of 6 per
year (up from 3-5) to limit the number of boxes awaiting collection by the shredding service.

C.3.2 Specify and Promote the Purposes of Electronic Records Storage Locations

As stated above, the Region has (and will continue to accumulate) a considerable volume of
electronic records. At present, there is a multiplicity of storage locations for electronic records
and a lack of rules governing the type of information to be kept in each location (e.g. in a
personal vs. a shared drive, on the Intranet, etc.).

It is recommended that the purpose of each electronic records storage location be specified and
promoted so employees would understand what information to store in each location (and what
they would, therefore, expect to be able to access from each location). Specifying the purpose
of each electronic storage location would also likely reduce duplication across the locations,
thus reducing overall electronic storage volume and the confusion that invariably results when
multiple copies of information are found.

C.3.3 Plan and Complete IM Clean-up Projects

The IM Program would work with IM Liaisons to plan records clean-up projects which would
include:

e Paper records: In individual offices/at workstations and in central filing areas within
divisions/programs.

e Electronic records: In personal and shared network drives/directories and e-mail
accounts.

It is recommended that the clean-ups be scheduled in phases, with paper records clean-ups
being completed first. We also recommend two phases of electronic record clean-ups:

o Phase 1: The application of electronic file haming conventions, deletion of ROT
(redundant, obsolete, or transitory information), and review and disposition of the
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contents of orphan folders on shared drives (e.g. folders that belong to departed
employees).

o Phase 2: The application of the CCS and the RRS and moving from personal network
drives/directories to shared network storage any files of interest/benefit to other
employees.

Employees would be trained to complete the following tasks and IM Analysts would be available
as resources to answer questions during the clean-ups:

a) Identify backlogged paper records that should be immediately transferred to the RRC or
destroyed as per the RRS.
b) Identify electronic records that should be deleted as per the RRS.

Completion of the paper and electronic records clean-ups would provide several benefits:

a) Improved the organization/classification of records.

b) Eliminate a sizeable volume of valueless information or ‘ROT’.

c) Reduce the time required to locate records in the future because there would be a
smaller volume to search.

d) Alleviate records storage space constraints, particularly for active paper records.

e) Achieve a higher rate of RRS compliance.

Apart from these immediate efficiency and risk mitigation benefits, the electronic records clean-
ups would also reduce the amount of time required to run (or restore) back-ups and support the
future implementation of an ECM system (or similar technology) by introducing order and
standardization.

C.3.4 Schedule Annual IM Clean-up Days

Annual records clean-ups (IM Days)* of paper and electronic records are recommended to
maintain a high profile for good IM practices, reinforce the importance and benefits of IM (both
to the Region and to individual employees), and support employees in being compliant with the
RRS and other IM policies/procedures.

We encourage the Region to make clean-up day participation mandatory and strive to add some
perks and levity to the day (e.g. provide refreshments, hold contests, etc.). The IM Manager
would develop mechanisms for collecting statistics on IM Clean-up Day outcomes to support
reporting on IM compliance.

C.3.5 Assess the Cost-Benefit of Continued Records Retention Centre Operations

The RRC occupies a large space at Regional HQ. It is staffed by two full-time IM Program
employees (Clerk 3 positions) whose primary responsibilities also include updating Versatile

*2 These clean-ups would become unnecessary iffwhen the Region implemented an enterprise content management

(ECM) system (or similar technology), trained employees to use the system, and regularly monitored system use and
compliance.
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Enterprise, initializing the set up of that software for departments, and providing support to
Versatile Enterprise users.

It is recommended that a cost-benefit analysis be completed to determine whether the IM
Program should continue to operate the RRC in addition to using a commercial record centre or
whether the storage (and, therefore, the retrieval and destruction) of inactive records should be
completely outsourced to a commercial record centre. The cost-benefit analysis of moving to
100% commercial record centre storage would factor in the need for IM Program employees to
co-ordinate and monitor commercial record centre services and continue to update and support
Versatile Enterprise.

C.4 Improve Information Security

The Region places considerable emphasis on security, particularly the security of computer
systems, electronically stored information, and portable electronic storage media. Information
security is addressed in several Region policies for which departments/divisions/programs other
than the IM Program are responsible.

As described below, several objectives must be met to achieve the goal of improving
information security.

C.4.1 Finalize and Implement an Information Security Classification

The RIM Program drafted a Records Security Classification which “aims to establish a
procedure for assessing the sensitivity and importance” of Region records (s. 1.0). It
recommends classifying each record into one of eight categories to reflect the level of
confidentiality required. The levels are:

i) Internal — Senior Management — Confidential.

ii) Internal — Management — Confidential.

iii) Internal — Individual — Open to an individual.

iv) Internal — Division — Open to all in a division.

V) Internal — Department — Open to all in a department.
Vi) Internal — Corporate — Open to all in the corporation.

vii) Public — All — Non-published.
vii)  Public — All — Published.

By default, a Region record is to be classified as ‘Internal — Corporate — Open to all in the
corporation’ unless reclassified by the responsible business unit. Examples of records falling
under each category are provided and exemptions are discussed.

Finalization and approval of the Information Security Classification is recommended; however, a
shorter list of security classifications is recommended for clarity and ease of implementation.
Most Information Security Classifications have three or four distinct categories. For example,
the Government of Alberta’s model uses four categories: public, protected, confidential, and
restricted.
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It is also recommended that the Information Security Classification be expanded to specify the
precautions to be taken to keep confidential information secure in each security classification
level (e.g. prohibiting the faxing of records in certain circumstances).

As described below, several objectives must be met to achieve the goal of improving
information security.

C.4.2 Continue to Use Lockable Courier Bags to Transport Inactive Files

The RRC uses custom-made, lockable, blue canvas courier bags to securely transport
requested inactive files through interoffice mail, thus ensuring their contents are not tampered
with or disclosed to unauthorized individuals. Departments are asked to return requested files
to the RRC in sealed manila envelopes unless the department has its own locking courier bags.

It is recommended that the RRC continue using the lockable courier bags.

C.4.3 Continue to Provide Locked Shred Bins

Locked shred bins are provided throughout Region offices for the secure disposal of confidential
or sensitive transitory materials that should not be put into regular recycling.

It is recommended that locked shred bins continue to be provided.

C.5 Improve Business Continuity

‘Vital records’ are essential to the continuation or resumption of Region business in the event of
a disaster. Their availability, both during and after a disaster, would allow the Region to fulfill its
obligations to taxpayers, employees, other levels of government, and outside interested parties.
The Records Management Procedures (Schedule D of by-law # 65-2017, s. 5.1b) require the
Manager, RIM to “Ensure that reasonable measures are implemented to protect the Region’s
records from inadvertent destruction or damage, taking into account the nature of the record to
be protected, including the creation of new classification codes and retention periods pending
Council approval.” Most of the Region’s vital records are identified in the CCS. Vital records in
electronic format are captured on back-ups; however, vital records in paper format are not
protected.

CS-IT is responsible for the backup and recovery of the Region’s electronic records. Full and
incremental back-ups and specialized back-ups for databases, Microsoft Exchange, Microsoft
SharePoint, and OpenVMS are run. Generally, incremental back-ups are run daily and full
back-ups are run weekly, monthly, quarterly, and annually. Back-ups are stored on a storage
area network (SAN), run through a de-duplication process, and written to tape which is stored
off-site at a commercial record centre. Generally, daily and weekly back-ups are kept for a
month, monthly back-ups are kept for one year, and annual back-ups are kept for 7 years. The
7-year retention of annual back-ups conflicts with the RRS because many of the records that
would be kept for 7 years should have been disposed of much sooner.

The Region does not have a disaster recovery plan for records.
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As described below, several objectives must be met to achieve the goal of improving business
continuity.

C.5.1 Identify and Protect All Vital Records

As stated above, most of the Region’s vital records are identified in the CCS and vital records in
paper format are not protected. However, because the informational value of vital records is so
great and the consequences of their loss, damage, or inaccessibility so severe, special
protection is justified for all vital records at the Region.

It is recommended that all Region records in paper format be reviewed to assess their ‘vitality’,
that the CCS be updated accordingly, and that appropriate protection methods (e.qg. fire-
resistant file cabinets) be researched and implemented to protect those records.

It is also recommended that the Region ensure all vital records in electronic format are included
in the back-ups which are run by CS-IT.

C.5.2 Reduce the Retention of Annual Back-ups

Generally, daily and weekly back-ups are kept for a month, monthly back-ups are kept for one
year, and annual back-ups are kept for 7 years. The 7-year retention of annual back-ups
conflicts with the RRS because many of the records kept for 7 years should be disposed of
much sooner.

It is recommended that the 7-year retention of annual back-ups be reduced (perhaps 1-2 years)
to better reflect the duration of their utility in restoring computer systems. It is highly unlikely

that the Region would restore 7 years of annual back-ups in the event of a disaster.

C.5.3 Develop and Periodically Test a Disaster Recovery Plan for Records

As stated above, the Region does not have a disaster recovery plan for records. Part of an
organization’s overall disaster recovery planning, a disaster recovery plan for records would
document the storage location and method of accessing the Region’s vital records and
document the actions to be taken to recover damaged or threatened records immediately
following a disaster.

It is recommended that the Region develop and periodically test a disaster recovery plan for
records.
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C.6 Improve Information Retention and Disposition

Records retention periods are included in the CCS, thus providing one document for
determining both the classification and retention of a record. The Official Record Holder is
responsible for implementing the retention period (as listed in the ‘Active Retention’, ‘Inactive
Retention’, and ‘Total Retention’ columns of the RRS) while any department/division which
keeps a copy of the records may use the suggested ‘Copy Retention’ period. A revised RRS is
submitted for Council approval once per year (approximately); however, Council approval is not
required for any revision which does not affect the retention of a record.

Of the 80% of survey respondents who are aware that the CCS specifies how long records
should be kept, 70% said they use the retention periods to determine if/when they can destroy/
delete some (or all) of the records for which they are responsible. They predominantly use it to
determine the retention of paper records. Knowing now long to keep records is a challenge
experienced by many survey respondents with respondents who experienced challenges in
managing records ranking retention as their # 1 or # 2 challenge for paper records (68%), as
their # 1 or # 2 challenge for e-mails (67%), and as their # 1 or # 2 challenge for electronic
records (65%).

Staffing constraints have prevented a review of the complete Citation Table against the CCS for
several years. The Citation Table is appended to the RRS by-law. The IM Analysts have
access to two resources for accessing recordkeeping requirements: Carswell's Records
Retention: Statutes and Regulations service for the Canadian federal jurisdiction and the
Province of Ontario and freely available Internet resources provided by the Department of
Justice (Canadian federal jurisdiction) and the Province of Ontario. Often department staff will
advise the Analysts of upcoming changes to legislation affecting their departments’ records.

Electronic Communications Systems (policy # 14.10) requires CS-IT to delete upon
management request “dormant accounts when authorized users are no longer employed or
conduct business with the Region”; however, it does not appear that management often makes
these requests given the sizeable number of inactive user accounts (2,443 disabled accounts as
of October 20, 2017).

The Region does not have a documented records hold procedure.

As described below, several objectives must be met to achieve the goal of improving
information retention and disposition.

C.6.1 Include Retention Periods in the Function-based Corporate Classification Scheme

As stated above, retention periods are included in the CCS.

It is recommended that retention periods also be included in the function-based CCS which
would be developed to replace the current CCS.
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C.6.2 Improve the User-friendliness of the Citation Tables

The user-friendliness of the Citation Table would be greatly increased if it included the verbatim
extract of each cited retention requirement, thus eliminating the need for the user to have to look
up the cited legislation/other document to locate the specific requirement (assuming s/he could
locate the document). Another user-friendly addition would be to hyperlink each citation number
in the ‘Remarks and/or Citation by # column in the CCS to the corresponding entry in the
expanded Citation Table, thus allowing the user to quickly access the full-text of each citation.

It is recommended that these user-friendliness improvements be made in the next annual
Citation Table revision.

C.6.3 Prepare Annual, Comprehensive Citation Table Revisions

The Manager, RIM advised that staffing constraints have prevented the complete Citation Table
from being reviewed against the CCS for several years. In the past, a legal student was hired to
review the Citation Tables but the RIM Program either has not had funds for this work in recent
years or the work was not considered a priority given other demands on the RIM Program
budget. Consequently, citation changes are addressed on the fly as the Records Analysts
create new series or revise existing record series in the CCS.

Further, several Citation Table deficiencies were noted in the Assessment Report:

e Many citations are only to the name of an act/its regulation and do not specify the
specific section(s) in the act/regulation which pertain to records retention.

e Some of the cited URLs do not work.

e Some of the cited documents are obsolete.

e URLs are not provided for all publicly available standards/guidelines or other documents
such as the Canada Revenue Agency information circular.

e The number of Canadian federal statutes cited (3) is curiously very low. It is likely that
additional federal legislation applies to the Region’s operations and, therefore, to the
retention of its records.

It is recommended that applicable Canadian federal and Province of Ontario statutes and
regulations and other applicable documents (e.g. recordkeeping standards or guidelines issued
by regulatory health colleges in Ontario such as the dental recordkeeping guidelines published
by the Royal College of Dental Surgeons of Ontario) be researched to prepare annual revisions
to the Citation Tables. The first annual review and revision would be more time-consuming to
complete (likely 20-30 days) because that revision would also include correction of the above-
noted deficiencies and implementation of the above-noted user-friendliness improvements.
Going forward, we estimate that an IM Analyst trained in researching legislated recordkeeping
requirements should be able to complete an annual Citation Table review and update in 7 — 10
days.
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C.6.4 Continue to Prepare an Annual Records Retention Schedule Revision for Council
Approval

The RRS requires annual revision to address changes in retention periods due to changes in
business needs and legislated requirements. The RRS also needs to be updated to include
new records, otherwise no disposition authority would be in place for those records.

It is recommended that the IM Program continue to annually prepare a revised RRS for Council
approval. By continuing to do so, the Region would ensure that up-to-date direction was given

for the retention and disposition of all records.

Note: The current practice whereby Council approval is not required for any revision which does
not affect the retention of a record would also be continued.

C.6.5 Develop and Implement a Documented Records Hold Procedure

The Region’s records are subject to various types of production requests. When the Region
‘reasonably anticipates’ a production request due to litigation, regulatory investigation, or audit,
in the context of an arbitration, or for some other legal/regulatory reason, a records hold process
should be immediately implemented.

It is recommended that the process for placing and removing (revoking) a records hold be
documented. The procedure would set out in detail the individuals to be engaged and the
processes to be followed in responding to a production request. There are three primary
components to the hold process: notification, preservation process for the affected records, and
ongoing preservation obligations. The Region would likely find it beneficial to also develop a
Record Hold Notice Template and a Record Hold Notice Revocation Template.

In addition to adding to the defensibility of the Region’s IM Program, a documented records hold
process would minimize legal and business risk with respect to ensuring the preservation of

records potentially subject to production.

C.6.6 Reduce the Retention of Archived E-mail Messages

E-mail messages are automatically kept in the archive for 2,465 days (7 years less 90 days from
active mailbox). While the e-mail archive will be discontinued when the Region implements
Microsoft Exchange Online and archived messages will be moved to the new environment, the
Region plans to use Microsoft Legal Hold (a function of Exchange) to apply the same default
retention period to e-mails in the new environment.

This arbitrary default retention period conflicts with the RRS because many messages subject to
a shorter retention period are being over-retained resulting in RRS non-compliance. Therefore,
it is recommended that a shorter default retention period (say 1 year) be implemented.
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C.6.7 Promote Records Retention Schedule Compliance

Organizations with a low rate of retention schedule compliance typically retain two-thirds more
paper records than necessary in active or office storage areas (i.e. approximately one-third of
those records should be moved to inactive storage and approximately one-third of those records
are eligible for immediate disposition as per the RRS). Low rates of RRS compliance also result
in the retention of considerable volumes of valueless records in electronic format, resulting in
electronic records storage constraints and increasing the amount of time required to back-up
and restore those records. If the Region is like other organizations, it is likely that a significant
volume of its electronically stored information is ‘ROT’ (redundant, obsolete, or transitory).
Greater retention schedule compliance would alleviate those challenges.

It is recommended that the IM Program promote greater RRS compliance, particularly for
electronic records. Various methods can be used (e.g.):

e Highlight the requirements for and benefits of RRS compliance in IM training.

e Develop (or purchase) posters highlighting the importance of and benefits of RRS
compliance.

e Schedule annual IM Clean-up Days to encourage Region employees to review records
and dispose of them appropriately.

C.6.8 Ensure Employee Offboarding Processes Include IM Requirements

The Manager, RIM proposed revisions to address RIM in the Manager Offboarding Checklist,
Employee Offboarding Checklist, and Knowledge Transfer Template (e.g. requiring supervisors/
managers to ensure a departing employee saves official records (including e-mail) prior to
his/her departure by either printing and filing the records or storing them on the appropriate
network drive); however, the Manager’s proposed revisions were not incorporated.

The Manager, RIM has not been successful in securing the development of a process to ensure
records (and particularly electronic records) are appropriately managed upon an employee’s
termination or transfer to another Region department/division/program. While the Electronic
Communications Systems (policy # 14.10) requires CS-IT to delete upon management request
“dormant accounts when authorized users are no longer employed or conduct business with the
Region”, those requests are made infrequently given that 2,443 (or 48%) of the Region’s user
accounts are classified as ‘disabled’ in the Region’s 2017 Data Inventory Report. The disabled
accounts presumably contain orphaned records/ information.

It is recommended that consideration of IM in employee offboarding processes be augmented to
require an employee’s immediate supervisor/manager to ensure that the recorded information in
the custody/control of a departing employee (including an employee who is transferring to
another Region department/division/program) is appropriately processed prior to his/her
departure (e.g. review paper records to identify any to be transferred to inactive storage, review
and cull e-mail messages, etc.). In the event of a sudden departure (e.g. dismissal for cause,
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death, etc.), it would be the responsibility of the employee’s immediate supervisor/manager to
complete the records processing.

C.7 Improve the Management of Archival Records and Artefacts

Archival records are “Materials created or received by a person, family, or organization, public
or private, in the conduct of their affairs that are preserved because of the enduring value
contained in the information they contain or as evidence of the functions and responsibilities of
their creator.”® According to the Regional Archives brochure published by the RIM Program,
“Records in the Regional Archives are selected because they document important decisions,
reveal the history of services provided by the Region and offer insight into the changing
landscape of the Region and who the decision makers were. This includes photographs, paper
documents (such as minutes of Council, by-laws or reports), video and audio recordings and
engineering plans.” While most of the archival records date from the Region’s formation in
1974, the Regional Archives also houses County of Ontario records dating back to 1852.
Donations* to the Regional Archives are encouraged; however, it is not known whether the
Region has prepared a donation agreement.

While ‘archival records’ connote documents rather than artifacts or published materials,
collections of archival records may contain artifacts and books. The Regional Archives includes
artifacts such as the Durham County Council of England coat of arms which was presented to
Regional Chairman Walter Beath in 1978 and a framed poster of ex-Wardens of Ontario County
dating from 1902. The RIM Program has not been involved in the identification, collection, or
storage of any artefacts (e.g. plaques from former Region buildings) which may be kept in a
Works Department storage facility.

The Records Management Procedures (Schedule D of By-law # 65-2017, s. 5.1c) require the
Manager, RIM to ensure any record “deemed to be of archival significance . . . is transferred to
the custody and control of the Regional Archives.” The RIM Program does not, however, have
an Archivist on staff and has not retained the services of a professional Archivist to identify the
Region’s archival records. Instead, Records Analysts — in consultation with the Manager, RIM —
identify records with archival value when proposing retention periods. Records so designated
are identified as ‘Archival’ in the ‘Remarks and/or Citation by # column of the CCS. The Region
has not developed an archives collection development or acquisition policy™.

. Society of American Archivists, Glossary of Archival and Records Terminology

https://www?2.archivists.org/glossary/terms/a/archival-records

* The Regional Archives brochure highlights the types of materials the archives is particularly interested in
obtaining: “Significant Regional documents; objects that reference the Region’s history badges, mugs, gavels, pins,
etc.; Regional maps, plans, drawings, diagrams, photographs and paintings of the Region or Regional employees;
audio/video of the Region or Regional employees; books about the Region or local municipalities, etc.”

> The Glossary of Archival and Records Terminology defines an ‘acquisition policy’ as “An official statement issued

by an archives or manuscript repository identifying the kinds of materials it accepts and the conditions or terms that
affect their acquisition. It serves as a basic document for the guidance of archival staff and organizations and
persons interested in donating their records or papers.” The Glossary defines ‘collection development’ as “The
function within an archives or other repository that establishes policies and procedures used to select materials that
the repository will acquire, typically identifying the scope of creators, subjects, formats, and other characteristics that
influence the selection process.”
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The Regional Archives collection is stored on metal shelving in a designated, 4-bay area of the
RRC. Because that area is not walled off from the rest of the room, the archival records receive
the same temperature and humidity control as the inactive records which occupy most of the
space. Low-level lighting is, however, used in the archival records section of the RRC to help
protect the records from deterioration. At present, the Regional Archives houses approximately
4,000 files/artefacts and just over 400 boxes of archival records.

As described below, several objectives must be met to achieve the goal of improving the
management of archival records and artefacts.

C.7.1 Comprehensively Identify, Preserve, and Make Accessible Archival Records and
Artefacts

For any organization, archival records provide continuity, evidence of continuing rights and
obligations, access to experience, expertise, and knowledge, and an historical perspective.
Many archival records are unique, one-of-a-kind items which are irreplaceable if lost or
damaged. Therefore, unless archival records are properly identified, preserved, and made
available, an organization’s history and culture — and that of a society in the case of a public
institution — may ultimately be lost. Society expects public sector organizations to acquire,
manage, preserve, and make accessible records of significance that reflect their activities and
decisions. By doing so, public sector organizations foster government accountability and
transparency, and allow the public to engage with their documentary heritage.

C.7.1.1 Develop and Approve an Archives Strateqy

In the absence of a professionally trained Archivist and an acquisition policy, the Region does
not have a strategy for comprehensively identifying, preserving, and making accessible its
archival records and artefacts. Therefore, the development of an Archives Strategy is
recommended to determine the optimum future management of the Region’s archival records
and artefacts.

The strategy will:

e Assess the benefits of preserving the Region’s archival records and artefacts, the risks
of not preserving them, and the uses to which an archives could be put in the Region’s
ongoing operations.

e Assess the potential for expanding the Regional Archives to include archival records and
artefacts from the Region’s lower tier municipalities, particularly where a lower tier
municipality does not currently manage its archival records and artefacts.

¢ Identify resource requirements (e.g. space, staff, procedures, etc.) and estimated costs
for more effectively identifying, preserving, and making accessible the Region’s archival
records and artefacts taking into consideration any grants which may be available for
each of two options:

0 Expansion of the Regional Archives (whether just for the Region’s archival
records and artefacts or whether the Regional Archives would also house
archival records and artefacts from the Region’s lower tier municipalities)
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o0 Loan/donate the Region’s archival records and artefacts to a university archives
or a reputable local, provincial, or national archival institution.

C.7.1.2 Implement the Archives Strateqy

Implementation of the Archives Strategy would result either in the development and staffing of a
formal Archives Program (including the functions of acquisition and appraisal, arrangement and
description, preservation, use, and promotion) or the negotiation and implementation of loan/
donation agreement(s).

C.7.2 Preserve Digital Information

An ever-increasing volume of the Region’s records are in electronic format and there is
interest in converting additional paper records to digital format. However, electronic
records are at significant risk of becoming inaccessible over time due to software,
hardware, and storage media obsolescence, as well as data corruption. Therefore, digital
continuity is required.

C.7.2.1 Develop and Approve a Digital Preservation Strateqy

The National Archives (United Kingdom) describes digital continuity as follows*®: “Digital
continuity is the ability to use digital information in the way that you need, for as long as
you need. If you do not actively work to ensure digital continuity, your information can
easily become unusable. Digital continuity is about making sure that your information is
complete, available and therefore usable for your business needs. Your information is
usable if you can: a) find it when you need it, b) open it as you need it, ¢) work with it in
the way you need to, d) understand what it is and what it is about, and e) trust that it is
what it says it is.”

The need for digital continuity is particularly acute for archival records in electronic formats
and non-archival records with long-term retention periods (decades). Unless proactive
measures are taken, the Region risks having few such records in the future given the
ever-increasing amount of Region business that is transacted electronically and it is
unlikely that non-archival records with long-term retention periods would remain
accessible for as long as they need to be kept.

The development of a Digital Preservation Strategy is recommended to ensure digital
continuity, both of archival records in electronic formats and non-archival electronic
records with very long-term retention periods. The strategy should also strive to ensure
digital continuity in compliance with the requirements of The Accessibility for Ontarians
with Disabilities Act (AODA).

C.7.2.1 Implement the Digital Preservation Strateqy

*®" The National Archives (United Kingdom) http://www.nationalarchives.gov.uk/information-management/manage-

information/policy-process/digital-continuity/what-is-digital-continuity/
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Implementation of the Digital Preservation Strategy would likely involve a combination of
processes and technology.
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D. Technology
The technology goals and their corresponding objectives are described below.

D.1 Build the Business Case for an Enterprise Content Management (ECM) System

The Region has an ever-growing volume of electronic records, with many records being ‘born
digital. The Region also continues to have a sizeable collection of paper records and continues
to conduct some business only in paper. RIM Program employees and stakeholders (including
some survey respondents) have expressed interest in moving to a ‘less paper organization’ in
which electronic records are recognized as the Region’s official records.

Ad hoc ways of managing electronic records, their ever-increasing volume, the multiplicity of
electronic storage locations, duplication, and the need to rely on humans to identify and retrieve
records have been identified by Region employees as particular challenges when responding to
a request for records under MFIPPA or in response to litigation or regulatory investigation.
Employees have said it is not uncommon for differing collections of records to be produced
when employees are asked to search for records in response the same records request.
Differences in the collections (e.g. one employee provides 5 relevant records while another
provides 10, not all of which are included in the collection of 5 records) may arise for various
reasons such as different search processes and the retention of varying amounts of records due
to the application of different retention rules.

As discussed in the Assessment Report, the Region currently uses several technologies which
have RIM/EIM implications. Figure 9 lists and briefly describes each of those technologies.

Figure 9 — Region Technology with RIM/EIM Implications

Technology Description

Cloud The Information Technology — Cloud Computing Review and Update report to the
Computing Finance and Administration Committee (report # 2016-A-11) recommended the adoption
of a ‘cloud-first’ strategy for all new and replacement IT initiatives and recommended the
establishment of a Cloud Strategy Review Committee.

Document It is possible to image (scan) a paper document using a multi-function device. A few
Imaging areas such as Finance and Administration Department have standalone scanners. Some
departments engage an external service provider to scan paper documents (e.g. the
Health Department’s immunization clinic forms are scanned by a service provider). The
RIM Program developed Best Practices for Document Imaging (Using Outside Scanning

Vendor).
E-mail E-mail messages are automatically moved to the e-mail archive after 90 days. Archived
Archive messages cannot be deleted by users. All messages and attachments in the archive are

automatically deleted after 2,465 days (7 days less 90 days from active mailbox). The
archive will be discontinued when the Region implements Microsoft Exchange Online.
Messages in the archive at that time will be moved to the new environment.
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Technology Description

Instant According to Email (policy # 14.13, s. 4.011), instant messaging “should not be used for

Messaging Regional business purposes, except where required in Emergency situations.” The policy
further states that instant messaging is “not subject to message content filtering*’ or
message retention”.

Intranet The Intranet is a home-grown solution which does not have a content management

(The system (CMS). It appears to be used primarily as an information sharing tool (e.g.

Insider) provide information about Region events), a place to access Region information of
common interest (e.g. the corporate policies, forms, and job postings), and a gateway to
various applications (e.g. Works Department employees access a time reporting tool
through the Intranet). It is also home to the very popular swap shop. The Intranet is also
set as the default Internet homepage on every Region computer

Microsoft The Region plans to migrate to Microsoft Exchange Online, part of the Microsoft Office

Exchange 365 suite of products. Exchange Online is a hosted messaging application that provides

Online organizations with access to the full-featured version of Exchange. Employees will
continue to have access to e-mail, calendar, contacts, and tasks. The Region also plans
to use Microsoft Legal Hold (a function of Exchange) to apply the 7 years less 90-day
retention period to e-mails.

Microsoft It is used by 3 departments/divisions/programs: CS-IT uses it internally, Finance

SharePoint | Department uses the cloud-based version for some project records, and Planning and
Economic Development Department uses a pilot version. It is also the basis of two
Region applications, one for immigration and another for transit. Use of Microsoft
SharePoint is not being expanded to additional areas at this time.

Open Data The Region recently approved Open Data (policy # 14.22) which designates the Regional
Clerk and Chief Information Officer (or their delegates) “as corporate leads for Open Data
awareness, training and issue resolution” (s. 5.01). Itis the responsibility of Department
Heads “to provide final approval to the release of datasets for publication and to ensure
the preservation and access to all datasets” (s. 5.01). Preservation of datasets includes
the “archiving of superseded datasets if required” (s. 4.02). The policy also establishes
an Open Data Team under the leadership of CS-IT. The Manager, RIM was invited to the
Open Data Team’s inaugural meeting in January 2018.

Social Corporate Communications Office uses Facebook, Twitter, and LinkedIn and sometimes

Media posts videos to YouTube. The Health Department uses Facebook, Twitter, and YouTube

Content plus Instagram and Pinterest. Most, if not all, of the content that the Region posts to its

social media channels originates from news releases, public service announcements, or
content posted on durham.ca and the Region links back to originating content where
possible. During an emergency or an emerging issue (e.g. a watermain break affecting a
major intersection), the Region will post as-it-happens updates which have been
approved for sharing by program staff. Those updates are usually posted to Facebook
and Twitter.

47

The policy describes ‘content filtering’ as follows: “CS-IT shall reserve the right to scan the content of every email

message that passes through the Region of Durham servers (inbound or outbound) based on predetermined criteria.
The message body and attachments within an email shall be scanned for content that may contain specific words or
expressions that are deemed inappropriate or represent a risk for the Region of Durham. Users should check their
junk email and report missing messages to CS-IT.”
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Technology Description
Versatile The RIM Program has used Versatile Enterprise since the 1990's to manage the Region’s
Enterprise paper records from creation to final disposition. Specifically, it is used to control the

creation, classification, maintenance (including legal/operational holds), retention, and
destruction of records and to manage the RRC’s operations (transfers, retrievals, and
destructions of files/boxes). Requests for the retrieval of files/boxes from the off-site
commercial record centre are also managed through Versatile Enterprise. Because not
every user needs access to the system’s full functionality, Versatile Web Enterprise
access is given to selected users who need to search for inactive records (files and
boxes) and send electronic requests to the RRC for the retrieval of those records.

Website The new website launched on December 11, 2017. The website has gone from 4,000+
Content pages to approximately 460 pages, each of which has an expiry date to ensure content is
(durham.ca) | periodically reviewed and either refreshed or deleted. Some of the content is original,
existing only on the website while other content is extracted from or distilled from existing
documents. Some content is the publication of a document which resides in a
department (e.g. Council minutes maintained by CS-LS).

ZyIMAGE ZyIMAGE is a text search and retrieval software application available through the
Region’s Intranet. Itis used to search for and retrieve by-laws, Council and committee
reports and minutes, and official plan amendments.

Missing from this list are three technologies often used by organizations to better manage
electronic records: workflow*®, document collaboration, and Enterprise Content Management
(ECM) system. Note: ECM systems typically provide document collaboration at least minimal
workflow functionality. Workflow functionality may also be used to automate the classification
and retention of records.

A workflow is a process in which tasks, information, or documents are passed from one
participant to another for action according to a set of procedural rules (e.g. obtaining a series of
signatures to approve a purchase, processing a request for service, etc.). Many focus group
participants participate in any manual (i.e. paper-based) workflows in which a paper document
such as an invoice, agreement, or report is circulated for review and approval to several
employees via internal mail or hand delivery (‘sneaker mail’). Typically, a routing sheet
accompanies the document to specify the order of the positions to whom the document should
be circulated. One division uses e-voting to secure agreement on contract wording and then
circulates the final version of the contract in hardcopy for review and approval.

A workflow system is “The technology of implementing business processes as a controlled and
conditional sequence of steps, ad hoc or business rule-based, each having tasks to be
performed by users or other applications where information has to be analyzed and new
information is fed into a system.”*

48 \Workflow is the definition, execution and automation of business processes where tasks, information or

documents are passed from one participant to another for action, according to a set of procedural rules. An example
of a simple workflow is the process by which a document is routed to a series of individuals for review and approval.

49 ARMA International (2016), Glossary of Records Management and Information Governance Terms, 5™ edition.
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Enterprise content management (ECM) is “a set of defined processes, strategies and tools that
allow a business to effectively obtain, organize, store and deliver critical information to its
employees, business stakeholders and customers.”® The lack of an ECM at the Region was
called out in the Establishment of a Corporate Privacy Office report as one of the challenges® in
processing MFIPPA/PHIPA information requests. The report states, “A further complication in
processing requests for information is the fact that the Region does not have an Electronic
Content Management software solution in place, only a paper records management system
(Versatile) and consequently it is extremely difficult to determine if we have provided all
applicable information/data when responding to MFIPPA/PHIPA requests.”

Several departments/divisions have expressed interest in gaining access to additional
technology to help them better manage electronic records. Some focus group participants have
worked in organizations where there has been an ECM while other employees are aware of this
technology. Some survey respondents also identified ECM/similar technology as a desired
RIM/EIM improvement.

As described below, several objectives must be met to achieve the goal of building the business
case for an ECM system.

Note: Because “A successful electronic recordkeeping project requires a significant emphasis
on business culture and organizational change, concrete measurement of goals and outcomes,
and complete command of the software technology’s capabilities and limitations, all within a
consistent governance framework”>?, the Region may wish to use the twelve-step
implementation methodology developed by RIMtech to significantly increase the likelihood of
successful ECM implementation. That methodology is based on the three-stage governance
framework in Figure 10 below.

%0 As defined at http://searchcontentmanagement.techtarget.com/definition/enterprise-content-management-ECM

' The other challenges are “minimal corporate privacy training being delivered and at times, departmental staff have
not been able to meet the legislated timelines to respond to information requests”.

52 RIMtech http://www.rimtech.ca/rimtech-edrms-implementation-methodology.html
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Figure 10 — The RIMtech Governance Framework for EDRMS2 Implementation
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D.1.1 Research ECM Systems

An IGSC Project Team would conduct research to become familiar with ECM systems from a
functional and technical perspective. The research process would include identifying ECM
vendors/products and gathering authoritative evaluations/references. Gartner's Magic Quadrant
for Content Services Platforms (last published in October 2017) would be a helpful starting
point.

Note: The research would include Microsoft SharePoint given its current, limited use at the
Region. While some consider Versatile Enterprise to be a basic ECM system, the research
would also include two Versatile Enterprise modules (list below) which the Region has not yet
implemented. When used in conjunction with Versatile Enterprise, these modules create a ‘one-
stop’ repository from which the user can search for and retrieve scanned images and electronic
records and search for and retrieve information about paper records in a single search request.

¢ Versatile ERMS (the electronic records management module) which allows users to
store electronic records such as e-mails, word-processed documents, and scanned
images in a secure repository in which an organization’s classification, retention, and
information security rules are applied.

e Versatile Imaging which manages the capture, indexing, and storage of scanned
documents, thereby allowing them to be retrieved upon authorized request within the
same system in which related paper/hard copy records are managed.

>3 Note: RIMtech’s methodology is for implementing an EDRMS (electronic document and records management

system). Most software vendors instead use the term ‘ECM’ or ‘enterprise content management’. Therefore,
references in RIMtech’s methodology to ‘EDRMS’ can be read as ‘ECM'.

% RIMtech http://www.rimtech.ca/rimtech-edrms-implementation-methodology.html
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D.1.2 Promote the Interim Use of Shared Network Drives for Document Collaboration

Many focus group participants collaborate with other employees to prepare documents such as
agreements, briefing notes, letters, and reports. Distributing a document as an e-mail
attachment and receiving revised versions of the document by return e-mail is the most
common method of collaboration; however, that method is very inefficient because the leader of
the collaborator must reconcile many different submissions into the next iteration of the
document and then circulate that version for review and approval. That process often spawns
one (or more) additional iterations and re-circulations. While those challenges were recognized
by some focus group participants, they also agreed there is often no alternative collaboration
method because all parties to a collaboration may not have access to the same shared network
drive.

Document (or file) collaboration tools/systems allow multiple individuals to work together
efficiently on a single electronic document to achieve a single, final version. They can see each
other's comments and suggested changes as the document evolves to its final form. They may
work on a document at the same time (known as ‘realtime’ or ‘synchronous’ collaboration) or at
different times (known as ‘asynchronous’ collaboration).

As an interim measure until document collaboration technology is implemented (potentially
through an ECM), it is recommended that shared network drives be promoted as the primary
method for document collaboration. In this scenario, the leader of a collaboration®® would send
an e-mail containing a hyperlink to a document in a shared drive to which all collaborators have
access on the understanding that each collaborator would incorporate his/her proposed
revisions or additional content using tracked changes. Circulating a draft document and
receiving revisions via e-mail attachment would be the fall-back document collaboration method
when any of the individuals collaborating on a document do not have access to the same
shared drive.

Greater use of shared drives for document collaboration would help reduce the volume of
documents which are circulated internally via e-mail.

Note: Employees would be trained to set up hyperlinks. Given the comments by many focus
group patrticipants, the ability to set up a hyperlink to a document in a shared drive is not a
commonly known skKill.

D.1.3 Document the Region’s ECM Requirements

The Region’s functional, technical, and user requirements would be identified and prioritized.
Requirements would be identified as mandatory or discretionary and within the discretionary
category, requirements would be classified as high, medium, or low priority.

% The leader of the collaboration may set up the file to prevent more than one person from accessing it at the same

time, thus preventing the creation of duplicate copies.

Ergo March 9, 2018 Page | 64
Information Management Consulting



Regional Municipality of Durham
Enterprise Information Management (EIM) Strategy

The specification would most likely include requirements for document collaboration, workflow,
and auto-classification. It would potentially include requirements for electronic (digital)
signatures. The specification would also address iffhow an ECM would replace or integrate with
the following technologies now used by the Region:

¢ Document imaging.

o Intranet (The Insider).

¢ Microsoft Exchange Online.
e Microsoft SharePoint.

e Versatile Enterprise.

e ZyIMAGE.

The requirements definition would also identify the requirements for capturing and managing the
Region’s social media and website content unless provision had been made to otherwise
manage that content. Given the Region’s ‘cloud first’ strategy, the technical requirements would
likely specify a cloud-based ECM.

D.1.4 Assess the Region’s Readiness to Implement ECM

An Readiness Assessment would be completed to determine the Region’s readiness to
implement an ECM. Below are examples of the topics that would be addressed.

1. Document and assess the Region’s current environment for managing the in scope
information
o Policy/procedures, practices, staffing and technology for managing the in scope
information and any challenges, constraints, and risks presently experienced.
o0 Intradepartmental and departmental requirements for accessing/sharing the in
scope information.
o Electronic document/file/record collaboration requirements.

2. Describe the future environment for managing the in scope information in an ECM
o ECM functionality that would most benefit the Region.
0 ECM technological environment (high-level only).
o0 How an employee’s day-to-day management of records would change.

3. Assess the Region’s readiness for the introduction of an ECM on five dimensions
o Technological.

Policy/procedure/process.

Staffing.

Financial.

Cultural (includes change management).

O o0 o0 oo
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D.1.5 Prepare an ECM Business Case

An ECM Business Case would be prepared to present:

1. The strategic case (i.e. why an ECM is required and the business needs it will satisfy,
ECM strategic objective(s), ECM benefits including any opportunities to automate
business processes, ECM limitations, and any constraints or dependencies with other
change initiatives at the Region).

2. The economic case (i.e. summary of ECM benefits and high-level, estimated costs to
purchase, implement, and maintain an ECM).

3. The funding case (i.e. determination whether the available sources of funding are
sufficient for ECM implementation and maintenance and contingency plans to account
for different levels of funding if/as applicable).

4. The commercial case (i.e. plan for ECM procurement and procurement of any
technology and/or services required to support ECM implementation or maintenance).

5. The project management case (i.e. governance arrangements for the ECM project,
summary of ECM implementation milestones, and high-level identification of
implementation and maintenance resource requirements).

D.2 Implement an ECM System

Assuming Department Head/Council support for and approval of the ECM Business Case and
Council commitment to fund an ECM to an upset dollar limit, the Region would proceed with
ECM implementation. The goal would be to select and purchase the ECM which best meets the
Region’s requirements while satisfying the Region’s funding parameters.

As described below, several objectives must be met to achieve the goal of implementing an
ECM system.

D.2.1 Conduct a Competitive Procurement Process

The Region would prepare a RFP and conduct a competitive procurement process. Given the
potential magnitude of the financial investment and the anticipated high volume of bids, it is
anticipated that the procurement process would take several months to complete.

D.2.2 Develop an ECM Implementation Plan

The Region would prepare an implementation plan. Below are examples of the topics that
would be addressed.

1. Identify and describe pre-requisites for successful ECM implementation
o0 Management commitment and governance.
o High-level identification of new/upgraded technology to support the ECM or its
integration with any databases/computer systems used by the Region.
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@]

IM infrastructure requirements (i.e. new/updated policy or procedures for
managing records in an ECM).

Staffing requirements, including capacity, competencies and training.

ECM support requirements (both technological and functional).

Change management.

Performance measurement to determine whether the ECM is meeting goals/
targets.

O O O O

2. ldentify ECM implementation risks.

3. Provide a high-level implementation plan showing milestones and the sequence of tasks
to prepare for, purchase, and implement an ECM. The implementation plan will also
identify where the Region may require assistance from external resources.

Note: Because the preferred ECM vendor would be integral to the successful implementation,
we recommend the Region review (and revise if/as necessary) the implementation plan with the
vendor prior to putting the plan into action. This would ensure the most appropriate fit with both
the specific ECM application and the ECM vendor’s customary installation and implementation
processes.

D.2.3 Implement the ECM

The Region would implement the ECM as per the ECM Implementation Plan. Given the
Region’s size, multiple offices, and the complexity of ECM functionality, implementation would
likely be phased.

D.3 Manage Content as Records

The Region’s social media content, website content at durham.ca, and Intranet (The Insider)
content need to be managed as records.

As described below, several objectives must be met to achieve the goal of managing content as
records.

D.3.1 Manage Social Media Content as a Record

Social Media Policy (policy # 2.11) recognizes Records management and retention (s. 7):
“Social media posts can be deemed to be a record of The Regional Municipality of Durham,
requiring their retention pursuant to the Records Retention By-law. All staff designated to use
social media will be responsible for maintaining records for their program area’s social media
activities. For clarification, staff can reference the Records Retention By-law.”

The Region’s social media content (and any responses to that content such as ‘comments’) is
stored on the servers of the social media platform providers (e.g. Facebook), meaning the
Region cannot control how its content is displayed, how long it remains available, or how long it
is retained by the platform provider. Similar to content on the Region’s public website, it may be
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necessary for legal or other purposes to be able to demonstrate what content was — and was
not — communicated on the Region’s social media channels on a certain date.

The protocols do not require that a record be kept of any content which has been removed;
however, the Corporate Communications Office typically captures a screenshot of a negative
post prior to ‘hiding’ or deleting the content from the respective platform. Health Department
staff determine whether to respond to or remove comments or questions that relate to
controversial or sensitive topics on the department’s social media channels. The department
may decide to keep a copy of the removed content.

Because the Region does not have the technology®® to capture its social media content as it
appeared on a social media channel, the Region must rely on continued access to its social
media accounts (access is at the discretion of the social media channel provider) and is subject
to any retention periods which a social media channel provider may arbitrarily establish or
change over time.

It is recommended that the Region implement technology to capture, store, and manage the
retention of its social media records. Implementation of this technology would allow social
media records to be captured, securely preserved in a searchable/accessible format, and
retained as per the Region’s approved retention periods. An additional benefit would be
eliminating the need to rely on the currency of a social media platform or attempting to gain
access to a platform provider’s back-ups to respond to a question or challenge about the
Region’s past social media content.

D.3.2 Manage Website Content as Records

As stated above, some of the content on the website is original, existing only on the website.
Other content is extracted from or distilled from existing documents. Some content is the
publication of a document which resides in a department (e.g. Council minutes maintained by
CS-LS). Each page on the new website has an expiry date to ensure content is periodically
reviewed and either refreshed or deleted; however, it is not known whether there is any
connection between the expiry dates and the retention periods in the RRS. Removed content is
‘hidden’ or ‘unpublished’; however, authorized individuals can access the removed content from
the back-ups.

The Region does not capture screenshots of the website; therefore, the Region would be unable
to reproduce an exact image of specific content as it appeared on the site on a specific day
unless the requested content had been captured by the third-party Internet Archive Wayback
machine (for example, it saved content at durham.ca 446 times from December 23, 2007 to
December 15, 2017). It may be necessary for legal or other purposes for the Region to be able
to demonstrate what content was — and was not — on its website on a certain date.

* The Health Departments uses Sprout Social to develop, implement, and measure its social media presence;

however, that product does not capture the department’s social media content as it appeared on a social media
channel.
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It is recommended that the Region implement technology to capture, store, and manage the
retention and disposition of its website content.

D.3.3 Manage Intranet Content as Records

The Intranet is a home-grown solution which does not have a content management system
(CMS).

Ergo did not receive any documentation describing the Intranet’s purpose or the types of
information to be posted on the site; however, it appears that the Intranet is primarily an
information sharing tool (e.g. provide information about Region events), a place to access
Region information of common interest (e.g. the corporate policies, forms, and job postings),
and a gateway to various applications (e.g. Works Department employees access a time
reporting tool through the Intranet). It is also home to the very popular swap shop.

There is no policy for the retention of information/records on the Intranet. Removed content
(except PDF files) is *hidden’ or ‘unpublished’; however, authorized individuals can access
removed content from the back-ups.

It is recommended that the Region implement technology to capture, store, and manage the
retention of its Intranet content.

D.4 Monitor and Evaluate Technology from an Information Governance Perspective

In any organization, there is a risk that a business unit - provided it has the necessary funds -
will purchase technology outside of the organization’s standard procurement process, that a
technology purchase will be positioned as the sole responsibility of IT given that functional
area’s responsibility for implementing and maintaining technology, and that the legal, privacy,
and RIM implications of new/upgraded technology will not be considered.

The introduction of e-mail systems is a good example of the latter risk. When those systems
were introduced, the focus was on the communications benefits they would provide. Very few
organizations had the foresight to plan to manage the large volume of records that would be
generated by and stored in those systems. The resulting accumulation of hundreds of
thousands (or millions) of messages which are organized in ad hoc ways and indefinitely
retained present IG challenges on several fronts (e.g. the application of retention periods).

As described below, several objectives must be met to achieve the goal of monitoring and
evaluating technology from an information governance perspective.

D.4.1 Monitor the Information Governance Implications of Emerging Technology

It would be beneficial if the Region monitored emerging technology (e.g. open data®’,
blockchain, etc.) and updated software applications from an information governance

*" Information Technology — Cloud Computing Review and Update report to the Finance and Administration

Committee (report # 2016-A-11) discusses, among other things, the benefits and risks of cloud computing. MFIPPA
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perspective. This proactive action would equip the Region with an understanding of the IT,
legal, privacy and security, and RIM implications of the technology/updated software
applications.

The Region’s move to Microsoft Exchange Online is an example of updated software with IG
implications. It will allow significantly larger mailboxes (100 GB is possible); therefore, it is
imperative for employees to become disciplined in identifying and deleting transitory and
personal messages to help minimize account size, ensure only messages of value to the
Region are archived, and facilitate speedy and efficient searches of e-mails.

D.4.2 Consider Information Governance when Evaluating Proposed Technology

By developing, implementing, and sustaining an information governance culture, the Region
would be well-positioned to evaluate proposed technology from an information governance
perspective, thus ensuring that any proposed technology would meet business needs but also
satisfy the requirements of the other |G stakeholders. This approach would also ensure that IG
was ‘baked in’ and not addressed (if addressed at all) as a post-implementation afterthought.

The Region’s future cloud computing plans are a case in point. A policy/protocols are required
to address IM requirements (i.e. storing, retaining, and disposing of data/information/
documents/records in cloud computing applications). In particular, the policy/protocols would
require the adequacy of the IM provisions in a cloud computing agreement to be assessed,
resulting in either the satisfactory renegotiation of any provisions the Region deemed insufficient
(assuming renegotiation was possible) or the selection of a different provider who is capable of
executing the Region’s requirements. This process is required because, while the Region-
generated data/information/documents/records in third party applications are not in the Region’s
custody or direct control, they remain the Region’s responsibility. Indeed, Ann Cavoukian,
Ontario’s previous Information and Privacy Commissioner, has stated: “the critical question for
institutions which have outsourced their operations across provincial and international borders is
whether they have taken reasonable steps to protect the privacy and security of the records in
their custody and control. | have always taken the position that you can outsource services, but
you cannot outsource accountability.”*®

Note: The Business Systems Information Management Assessment Tool recently developed by
RIM Program is a good starting point for evaluating the IM and privacy implications of proposed
technology. The tool assesses the IM and privacy provisions of proposed systems which will

process or capture Region records. It includes 22 assessment factors for any business system
and 18 additional criteria for assessing a business system that would use cloud type services to

concerns are one of six risks identified in the report, specifically: unauthorized processing for secondary purposes,
processing information requests, and covert surveillance. The report does not, however, mention any concern or
risk regarding the retention of Region records in the cloud such as applying the RRS to those records or ensuring
that the records will be accessible to the Region for the duration of an approved retention period.

® Office of the Information and Privacy Commissioner (Ontario), Privacy Investigation Report PC12-39, Reviewing
the Licensing Automation System of the Ministry of Natural Resources [June 27, 2012]
https://www.ipc.on.ca/images/Findings/2012-06-28-MNR _report.pdf
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store or process Region records. The Region could expand that tool to include the
requirements of IT, legal, and security to provide a comprehensive evaluation document.
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4. EIM Strategy Action Plans

This section provides an action plan for the prioritized achievement of the objectives (and sub-
objectives where applicable) of each EIM goal. To a significant extent, the prioritized order
reflects the nature of the relationships between the goals (and their objectives) and an ordered
approach to EIM Strategy implementation.

All objectives are important and their collective accomplishment will ensure the successful EIM
Strategy implementation; however, it is helpful to assign a priority to each objective for planning
purposes. Each objective has been assigned to one of four priority levels as described and
colour-coded in Figure 11 below.

Figure 11 — Prioritization of EIM Strateqy Objectives

Colour Priority Definition

Low An objective whose implementation can be deferred until later in the 5-
year implementation timeline with no negative effect

Medium An objective which is not otherwise categorized

High An objective which should be completed first because it establishes
(or assists in establishing) the foundation for successful EIM Strategy
implementation

Quick Win An objective with low implementation effort and low cost and whose
implementation will provide an immediate benefit

Note: When more than one department/function/position is listed in the ‘Responsibility’ column
of an action plan, the accountability for leading the objective rests with the first department/
function/position listed.
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A. Information Governance

Below is the action plan for implementing the goals and corresponding objectives for the Information Governance strategic priority.

STRATEGIC PRIORITY: INFORMATION GOVERNANCE

GOAL #: A1

To develop, implement, and sustain an information governance culture

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Appoint Senior Management Oversight CAO - recommend Senior management oversight has been appointed and is
for Information Governance appointment to Council | being executed
by by-law
Commissioner
Corporate Services —
execution
Establish the IG Steering Committee Commissioner Committee has been established and has begun to meet
(IGSC) Corporate Services
Establish IG Steering Committee Project A.l.2 IGSC Project teams have been established if/where required

Teams

and have begun to meet

Rename the RIM Program

Director Legislative
Services/Regional
Clerk

Program and existing program documentation have been
renamed

Program name change will be reflected in Region policies
when they are next revised

Program name change will be reflected in JIQs for
existing positions and the Manager job description when
those documents are next revised

Continue the IM Program Reporting
Structure

Director Legislative
Services/Regional
Clerk

IM Manager

Current reporting structure is continued
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Objective
#

Objective

Dependencies
(if any)

Responsibility

Key Performance Indicator(s)

Rename and Renew the Records Liaison
Role

Commissioner
Corporate Services

IM Manager

Role is renamed and renewed, Liaisons are executing
their responsibilities, and Liaison meetings are being held

A.1.7 Appoint the IM Manager to Region Commissioner of IM Manager is appointed to Region committees and
Committees Corporate Services begins attending meetings
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STRATEGIC PRIORITY: INFORMATION GOVERNANCE

GOAL #: A2

To develop, implement, and maintain IM policies

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Develop and implement an IM Policy A.l1.2 IM Manager IM Policy has been developed and implemented
B.2.1
IGSC
IM Analysts and Senior
IM Analyst
Develop and implement additional IM A.l.2 IM Manager Additional IM policies have been developed and
policies B.2.1 implemented
IGSC
IM Analysts and Senior
IM Analyst
Review and revise existing Region A.l.2 IM Manager Existing Region policies have been reviewed and revised
policies for IM consistency A.l13 if/as required for IM consistency
Policy Owner
IGSC Project Teams
IGSC
Review and revise policies every two A.l.2 IM Manager Policies are reviewed and revised if/as required every two
years A.13 years
A21 Policy Owner
A22
A.2.3 IGSC Project Teams
IGSC

Ergo
Information Management Consulting

March 9, 2018

Page | 75




Regional Municipality of Durham
Enterprise Information Management (EIM) Strategy

B. IM Program Services and Staffing

Below is the action plan for implementing the goals and corresponding objectives for the IM Program Services and Staffing strategic
priority.

STRATEGIC PRIORITY: IM PROGRAM SERVICES AND STAFFING

GOAL #:B.1

To reprioritize IM Program services

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
B.1.1 Improve the IM Implementation Project A.1.6 IM Manager IM Implementation Project methodology has been
Methodology B.2.1 improved and is being used to complete new projects

IM Analysts and
Senior IM Analyst

IM Liaisons

B.1.2 Promote Best Practices for Managing B.2.1 IM Manager Best practices for managing electronic records are being

Electronic Records promoted
IM Analysts and

Senior IM Analyst

Prioritize the Delivery of IM Consulting B.2.1 IM Manager Delivery of IM consulting services has been prioritized and
Services more IM consulting services are being provided
Senior IM Analyst

Prioritize the Delivery of IM Training B.2.1 IM Manager Delivery of IM training has been prioritized and expanded

Senior IM Analyst and
IM Analysts
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Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Prioritize the Delivery of IM Performance Measurement and Compliance Auditing
Develop, Approve, Implement, and A.l1.2 IM Manager IM performance measures are developed, approved,
Periodically Review IM Performance B.2.1 implemented, and periodically reviewed
Measures Senior IM Analyst
IGSC
IM Analysts
Periodically Audit IM Compliance B.2.1 IM Manager IM compliance is periodically audited

Senior IM Analyst
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STRATEGIC PRIORITY: IM PROGRAM SERVICES AND STAFFING

GOAL #:B.2

To optimize IM Program staffing

Objective
#

Objective

Dependencies
(if any)

Responsibility

Key Performance Indicator(s)

Create and Staff a Senior IM Analyst
Position

Director of Legislative
Services/Regional
Clerk

IM Manager

A Senior IM Analyst position has been created and is
staffed with a suitably qualified individual

Accelerate the Reassignment of 1.5
Records Analyst Positions

Director of Legislative
Services/Regional
Clerk

Reassignment of 1.5 Records Analyst positions from
MFIPPA/PHIPA duties to the IM Program has been
accelerated with 1 Analyst being reassigned immediately
upon the Privacy Officer’s hiring and the 0.5 Analyst being
reassigned no later than January 2020

Create and Staff Temporary IM
Implementation Project Technician
Positions

Director of Legislative
Services/Regional
Clerk

Temporary IM Implementation Project Technician
positions have been created and are staffed by suitably
qualified individuals

and Summer Students

IM Manager
Participate in Master’s Level Degree IM Manager Participate in Master’s level degree program co-op
Program Co-op Placements and placements if/when suitable projects are identified and
Practicums approved by the university, and when funding permits
Participate in Master’s level degree program practicums
(unpaid) ifiwhen suitable projects are identified, approved
by the university, and selected by students
B.2.5 Engage Consultants to Provide Additional IM Manager Consultants are engaged to provide additional skills
Skills iffwhen required and when funding permits
Continue to Hire Temporary Employees IM Manager Temporary employees and summer students continue to

be hired if/when required and when funding permits

Create/Revise JIQs and the IM Manager
Job Description

Director of Legislative
Services/Regional
Clerk

IM Manager

IM Analysts
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Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Expand the Competency of IM Program IM Manager Competency of IM Program employees has been
Employees Through Education and expanded through education and certification and
Certification IM Analysts certifications are being maintained
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C. IM Processes

Below is the action plan for implementing the goals and corresponding objectives for the IM Processes strategic priority.

STRATEGIC PRIORITY: IM PROCESSES

GOAL #: C.1

To improve information creation, capture, and declaration

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Review Records Creation, Capture, B.2.1 Departments Business processes have been reviewed for records
Declaration Provisions in Business creation, capture, and declaration provisions and process
Processes IM Liaisons documentation has been revised if/as required
IM Manager
IM Analysts and Senior
IM Analyst
Train Employees to Identify ‘Official’ vs. B.2.1 IM Manager Employees have been trained to identify ‘official’ vs.
‘Transitory’ Records ‘transitory’ records
Senior IM Analyst and
IM Analysts
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #: C.2

To improve information classification, search, and retrieval

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Develop and Implement a Function-based A.l.2 IM Manager A function-based Records Classification Scheme has
Records Classification Scheme A.1.3 been developed and implemented
IM Analysts

Department Employees

IGSC Project Team

IGSC
Train Employees in Electronic File B.2.1 IM Manager Employees have been trained to identify ‘official’ vs.
Naming Conventions ‘transitory’ records
Senior IM Analyst and
IM Analysts
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #: C.3

To improve information storage

IM Analysts and Senior
IM Analyst

IM Liaisons

IGSC

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Cc3.1 Accelerate the Speed of Inactive Records IM Manager The speed of inactive records transfer and destruction
Transfer and Destruction Processing processing has been accelerated
Clerk 3s
IM Liaisons
Department Employees
C.3.2 Specify and Promote the Purposes of A.l.2 IM Manager Purpose of electronic storage locations has been
Electronic Records Storage Locations A.1.3 specified and promoted
IGSC Project Team
IGSC
Plan and Complete IM Clean-up Projects IM Manager IM clean-up projects have been planned and completed
IM Analysts and Senior
IM Analyst
IM Liaisons
IGSC
Schedule Annual IM Clean-up Days B.2.1 IM Manager IM Clean-up Days have been scheduled

Assess the Cost-Benefit of Continued
Records Retention Centre Operations

IM Manager

The cost-benefit of continued Records Retention Centre
operations has been assessed with a) the existing hybrid
model continuing or b) all inactive records being stored
off-site at a commercial record centre after the RRC has
been closed
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #:C.4

To improve information security

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Finalize and Implement an Information A.l1.2 IM Manager An Information Security Classification has been finalized
Security Classification A.1.3 and is being implemented

IGSC Project Team

IGSC
Continue to Use Lockable Courier Bags IM Manager Lockable courier bags continue to be used to transport
to Transport Inactive Files inactive files
C.4.3 Continue to Provide Locked Shred Bins IM Manager Locked shred bins continue to be provided
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #:C5

To improve business continuity

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Identify and Protect All Vital Records A2.1 IM Manager All vital records have been identified and are being
protected

IM Analysts and Senior
IM Analyst
CS-IT

Reduce the Retention of Annual Back-ups Chief Information The retention of annual back-ups has been reduced
Officer
IM Manager

Develop and Periodically Test a Disaster A.l1.2 IM Manager A Disaster Recovery Plan for records has been

Recovery Plan for Records A.1.3 developed and is being periodically tested

IGSC Project Team

IGSC
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #: C.6

To improve information retention and disposition

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Include Retention Periods in the c21 IM Manager Retention periods are included in the function-based CCS
Function-based Corporate Classification
Scheme IM Analysts and Senior
IM Analyst
Improve the User-friendliness of the IM Manager The user-friendliness of the Citation Tables has been
Citation Tables improved
IM Analysts
C.6.3 Prepare Annual, Comprehensive Citation IM Manager Annual, comprehensive Citation Table revisions are being
Table Revisions prepared
IM Analysts
Legal
C.6.4 Continue to Annually Prepare a Revised IM Manager An annual RRS revision continues to be prepared for
Records Retention Schedule for Council Council approval
Approval IM Analysts
Legal
C.6.5 Develop and Implement a Documented Legal A documented Records Hold Process has been
Records Hold Process developed and is implemented if/when required
IM Manager
C.6.6 Reduce the Retention of Archived E-mail Chief Information The retention of archived e-mail messages has been
Messages Officer reduced
IM Manager
C.6.7 Promote Greater Records Retention IM Manager Greater RRS compliance is being promoted
Schedule Compliance
IM Analysts and Senior
IM Analyst
IM Liaisons
C.6.8 Ensure Employee Offboarding Processes IM Manager IM requirements are included in employee offboarding
Include IM Requirements processes
HR
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STRATEGIC PRIORITY: IM PROCESSES

GOAL #: C.7

To improve the management of archival records and artefacts

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
C.7.1 Comprehensively Identify, Preserve, and Make Accessible Archival Records and Artefacts
C711 Develop and Approve an Archives IM Manager An Archives Strategy has been developed and approved
Strategy
Consulting Archivist
CS-IT
IGSC

Department Heads
and/or Council

C.71.2 Implement the Archives Strategy cC711 IM Manager The Archives Strategy is being implemented

Consulting Archivist
if/as required

IM Analysts

C.7.2 Preserve Digital Information

Cc.721 Develop and Approve a Digital IM Manager A Digital Preservation Strategy has been developed and
Preservation Strategy approved

Consulting Archivist
CSs-IT

IGSC

Department Heads
and/or Council

C.7.2.2 Implement the Digital Preservation c.721 IM Manager The Digital Preservation Strategy is being implemented
Strategy
Consulting Archivist
if/as required

CS-IT
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D. Technology

Below is the action plan for implementing the goals and corresponding objectives for the Technology strategic priority.

STRATEGIC PRIORITY: TECHNOLOGY

GOAL #:D.1

To build the Business Case for an Enterprise Content Management (ECM) system

Department Heads/
Council - approval

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Research ECM Systems A.1.3 IM Manager ECM systems have been researched
IGSC Project Team
D.1.2 Promote the Interim Use of Shared A21 IM Manager Interim use of shared network drives for document
Network Drives for Document ] collaboration has been promoted and employees are
Collaboration Senior IM Analystand | using shared drives more frequently for document
IM Analysts collaboration
Document the Region’s ECM A.l1.2 IM Manager Region’s ECM requirements have been documented and
Requirements A.13 prioritized
D.1.1 ECM Consultant
IGSC
Assess the Region’s Readiness to A.l.2 IM Manager Region’s readiness to implement ECM has been
Implement ECM A.1.3 assessed
D.1.2 ECM Consultant
IGSC
Prepare and Approve an ECM Business A.l.2 IM Manager ECM Business Case has been prepared and approved
Case A.13
D.1.1 ECM Consultant
D.1.3
D.1.4 IGSC
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STRATEGIC PRIORITY: TECHNOLOGY

GOAL #: D.2

To implement an ECM system

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Conduct a Competitive Procurement Al.2 Procurement Business processes have been reviewed for records
Process creation, capture, and declaration provisions and process
IM Manager documentation has been revised if/as required

ECM Consultant

IGSC

Develop an ECM Implementation Plan

Al2 IM Manager

ECM Consultant

Employees have been trained to identify ‘official’ vs.
‘transitory’ records

IGSC
Implement the ECM Al2 IM Manager
A.1l.6
ECM Consultant
IM Liaisons
IGSC
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STRATEGIC PRIORITY: TECHNOLOGY

GOAL #:D.3

To manage content as records

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
Manage Social Media Content as Al2 IM Manager Social media content is being managed as a record
Records
Corporate
Communications Office
IGSC
Manage Website Content as Records A.l.2 IM Manager Website content is being managed as a record
Corporate
Communications Office
IGSC
Manage Intranet Content as Records A.l.2 IM Manager Intranet content is being managed as a record
Corporate

Communications Office

IGSC
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STRATEGIC PRIORITY: TECHNOLOGY

GOAL #:D.4

To monitor and evaluate technology from an information governance perspective

Objective Objective Dependencies Responsibility Key Performance Indicator(s)
# (if any)
D.4.1 Monitor the Information Governance Al2 IM Manager Information governance implications of emerging
A.1.3 technology are being monitored

Implications of Emerging Technology

IGSC Project Team

IGSC

D.4.2 Consider Information Governance when
Evaluating Proposed Technology

Al2
Al3

IM Manager

IGSC Project Team

IGSC

Information governance is considered when proposed
technology is being evaluated
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5. EIM Strategy Implementation Timeline

This section provides a high-level timeline for the prioritized and phased implementation of the
EIM Strategy (Figure 12). The timeline illustrates durations, some of which will be elapsed.

Some activities objectives would be completed on an ongoing basis. For example:

o While some policy development work would occur early in the timeline, other policies
would be developed in later years as additional areas of IM work were completed as in
the case of the Archives Policy which would be prepared following completion and
approval of the Archives Strategy.

e Activities such as promoting best practices for managing electronic records would be
ongoing.

e Once a new/revised policy or process has been implemented or a new/updated
technology has been introduced, administration/maintenance work would be ongoing.

The proposed timeline assumes the Region would implement the proposed expanded IM
Program model and engage consultants to provide additional expertise when needed. The
proposed timeline also assumes the availability and active participation of Region employees
and the timely approval of new/revised policies, processes, business cases, and other
documents.

Note: Year 1 in the implementation timeline begins on January 1, 2019.

Ergo March 9, 2018 Page | 92
Information Management Consulting



Regional Municipality of Durham

Enterprise Information Management (EIM) Strategy

Figure 12 — EIM Strateqy Implementation Timeline

Year Column Legend

X = Develop
= Implement (implementation would continue in the timeline after the first instance of implementation)
X = Review (or test, in the case of the disaster recovery plan)

Objective Objective Dependency Year
# (if any)
213 |4]|5
Appoint Senior Management Oversight for Information Governance
Establish IG Steering Committee (IGSC)
Establish IG Steering Committee Project Teams A.1l.2
Rename the RIM Program
Continue the IM Program Reporting Structure
Rename and Renew the Records Liaison Role
Appoint the IM Manager to Region Committees
Develop and implement an IM Policy A.1l.2
B.2.1
Develop and implement additional IM policies Al.2 X | X | X | X
B.2.1
Review and revise existing Region policies for IM consistency Al.2 X
A.1l.3
Review and revise policies every two years Al.2 X | X
A.1l3
A2.1
A.2.2
A.2.3
B.1.1 Improve the IM Implementation Project Methodology A.1.6
B.2.1
Promote Best Practices for Managing Electronic Records B.2.1
Prioritize the Delivery of IM Consulting Services B.2.1
Prioritize the Delivery of IM Training B.2.1
Prioritize the Delivery of IM Performance Measurement and Compliance Auditing
Develop, Approve, Implement, and Periodically Review IM Performance Measures Al.2 | | X [ XXX
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Objective Objective Dependency Year
# (if any)
2|3
B.2.1
X
Periodically Audit IM Compliance B.2.1
Create and Staff a Senior IM Analyst Position
Accelerate the Reassignment of 1.5 Records Analyst Positions
Create and Staff Temporary IM Implementation Project Technician Positions
B.2.4 Participate in Master’s Level Degree Program Co-op Placements and Practicums
B.2.5 Engage Consultants to Provide Additional Skills
B.2.6 Continue to Hire Temporary Employees and Summer Students
Create/Revise JIQs and the IM Manager Job Description
Expand the Competency of IM Program Employees Through Education and Certification
Review Records Creation, Capture, Declaration Provisions in Business Processes B.2.1 X X
C.1l2 Train Employees to Identify ‘Official’ vs. ‘Transitory’ Records B.2.1
Develop and Implement a Function-based Records Classification Scheme A.1l.2
A.l1l.3
C.2.2 Train Employees in Electronic File Naming Conventions B.2.1
C31 Accelerate the Speed of Inactive Records Transfer and Destruction Processing
C.3.2 Specify and Promote the Purposes of Electronic Records Storage Locations A.1l.2
A.l1l.3
Plan and Complete IM Clean-up Projects
Schedule Annual IM Clean-up Days B.2.1
Assess the Cost-Benefit of Continued Records Retention Centre Operations
Finalize and Implement an Information Security Classification A.1l.2 X
A.l1l.3
C.4.2 Continue to Use Lockable Courier Bags to Transport Inactive Files
C43 Continue to Provide Locked Shred Bins
Identify and Protect All Vital Records A2.1
Reduce the Retention of Annual Back-ups
Develop and Periodically Test a Disaster Recovery Plan for Records A.1l.2
A.l1l.3
Include Retention Periods in the Function-based Corporate Classification Scheme CcC21
C.6.2 Improve the User-friendliness of the Citation Tables
C.6.3 Prepare Annual, Comprehensive Citation Table Revisions
C.6.4 Continue to Annually Prepare a Revised Records Retention Schedule for Council Approval
C.6.5 Develop and Implement a Documented Records Hold Process
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Objective Objective Dependency Year
# (if any)
1123
C.6.6 Reduce the Retention of Archived E-mail Messages
C.6.7 Promote Greater Records Retention Schedule Compliance
C.6.8 Ensure Employee Offboarding Processes Include IM Requirements X
C71 Comprehensively Identify, Preserve, and Make Accessible Archival Records and Artefacts
Cc711 Develop and Approve an Archives Strategy
C.7.1.2 Implement the Archives Strategy CcC711
C.72 Preserve Digital Information
C.721 Develop and Approve a Digital Preservation Strategy
C.7.2.2 Implement the Digital Preservation Strategy C.7.21
Research ECM Systems A.1.3
Promote the Interim Use of Shared Network Drives for Document Collaboration A2.1
Document the Region’s ECM Requirements Al.2 X | X
A.l1l.3
D.1.1
Assess the Region’s Readiness to Implement ECM Al.2 X
A.l1l.3
D.1.3
Prepare and Approve an ECM Business Case Al.2 X
A.l1l.3
D.1.1
D.1.3
D.1.4
Conduct a Competitive Procurement Process Al.2 X
D.1.5
Develop an ECM Implementation Plan A.l.2 X
Implement the ECM Al.2
A.1.6
D.2.1
D.2.2
Manage Social Media Content as Records Al.2 X X
Manage Website Content as Records Al.2 X X
Manage Intranet Content as Records Al.2 X X
D.4.1 Monitor the Information Governance Implications of Emerging Technology Al.2
A.l1l.3
D.4.2 Consider Information Governance when Evaluating Proposed Technology Al.2
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Objective Objective Dependency Year
# (if any)
2 |3
A.1.3
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6. EIM Strategy Implementation Costs

Staff time comprises a significant, but unquantifiable, cost for implementing many of the EIM
Strategy objectives (and sub-objectives).

A significant amount of work must be completed by current and proposed new IM Program
employees. The EIM Strategy (and the estimated implementation costs in this section) are
predicated on the following staffing model.

e Retain the Manager, RIM position (to be renamed IM Manager) and the existing
complement of eight unionized RIM Program positions (RIM Program to be renamed IM
Program)>°.

o Accelerate the reassignment of 1.5 Records Analysts (to be renamed IM Analysts) to the
IM Program.

e Create and staff a Senior IM Analyst position.

o Create and staff temporary IM Implementation Project Technician positions.

¢ Participate in unpaid Master’s level degree program practicums where feasible.

e Engage consultants to provide additional skills (e.g. Consultant Archivist).

If that staffing model is not fully realized, successful EIM Strategy implementation would be at
risk. The risk could be mitigated by hiring additional temporary employees and consultants
(assuming funds permitted) and/or extending the duration of the EIM Strategy implementation
timeline. It is recognized, however, that implementation costs would be significantly higher if
consultants were engaged to complete the work that would be assigned to the proposed new IM
Program positions.

Some Region employees would be appointed (or reappointed) to the renewed IM Liaison role
while others would be invited to sit on IGSC Project Teams. Several employees would be
appointed to the IGSC and the Commissioner of Corporate Services would be appointed to the
IG oversight role.

IM Program customers (i.e. all Region employees) will be asked to do some new tasks (e.g.
attend IM training, perform IM clean-ups, etc.). They will also be asked to do some existing
tasks in a different way (e.g. use the standard date convention of YYYY-MM-DD when including
a date in the name of an electronic file instead of whatever convention they use currently). No
monetary compensation is anticipated for the performance of new or modified tasks. The
allocation of employee time to new tasks or from inefficient, ad hoc IM efforts to deliberate,
targeted, and Region-wide IM initiatives should increase overall productivity.

There are potential back-fill costs in various departments for individuals who may be seconded
to support the ECM initiative, particularly to achieve Goal D.2 (Implement an ECM).

Figure 13 lists the objectives for which the Region would likely incur some costs during EIM
Strategy implementation. In many cases, the implementation of an objective depends on

* The existing unionized RIM Program positions are Records Analyst (4), Records Analyst - FOI (1), Clerk 3 (2),

and Clerk-Steno (1).
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information that is not presently known (e.g. volumes). Some objectives require the completion
of a detailed analysis of requirements and options prior to deciding if/how to proceed.
Consequently, until a detailed business case is prepared, the cost to implement those objectives
cannot be reliably estimated.

Following the initial implementation of the EIM Strategy, many activities would continue
perpetually (e.g. IM training, IM performance measurement and compliance auditing, etc.).
Figure 13 does not include the costs, if any, for those perpetual activities.

Note:

1. Itis anticipated that the current IM Program budget would fund printing expenses (e.g.
IM training materials, posters, etc.).

2. Itis assumed that charge-backs would not be levied for the use of Region meeting

space (e.g. for IGSC meetings, etc.).

‘TBD’ in Figure 13 stands for ‘To be determined’.

4. The implementation of objective C.5.2 - Reduce the Retention of Annual Back-ups
should result in cost-savings because fewer back-up tapes would require replacement
over time and a smaller number of back-ups would be stored with an off-site vendor for a
shorter period than at present.

w
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Figure 13 — Summary of Estimated EIM Strateqy Implementation Costs

Objective
#

Objective

Cost Item(s)

Estimated Cost

Prioritize the Delivery of IM
Training

Technology to record IM training webinars/
podcasts

TBD depending on the technology requirements,
volume of webinars/podcasts, and vendor’s
pricing

Create and Staff a Senior
IM Analyst Position

Salary and benefits for a position that would be
compensated at a higher rate than the Records
Analyst position (annual salary currently
$61,838 to $68,705) and lower than the
Manager, RIM position (annual salary currently
$77,368 to $96,710)

TBD by Region’s compensation rating system

Work space (desk, chair, computer, telephone)

TBD by Region’s Facilities Management
Program

Professional development (education,
conferences, memberships)

Modest increase to the existing line item(s) in
the IM Program budget

Versatile Enterprise license

TBD (if any) depending on Region’s licensing
agreement and license pricing

Create and Staff
Temporary IM
Implementation Technician
Positions

Salary and benefits (if any)

TBD by Region’s compensation rating system

Work space (desk, chair, computer, telephone)

TBD by Region’s Facilities Management
Program

Versatile Enterprise license

TBD (if any) depending on Region’s licensing
agreement and license pricing

B.2.4 Participate in Master’s Co-op placements: Salary (and benefits, if any) | Co-op placement salary TBD by Region’s
Level Degree Program Co- compensation rating system and the total
op Placements and Practicums: Unpaid amount of salary paid TBD depending on
Practicums placement duration
Work space (desk, chair, computer, telephone) TBD by Region’s Facilities Management
Program
Versatile Enterprise license (if applicable) TBD (if any) depending on Region’s licensing
agreement and license pricing
B.2.5 Engage Consultants to Fees and expenses (if any) for the scope of TBD by a competitive procurement process
Provide Additional Skills work which would be determined in the future
B.2.6 Continue to Hire Salary and benefits (if any) Salary TBD by Region’s compensation rating
Temporary Employees and system and the total amount of salary paid TBD
Summer Students depending on employment duration
Work space (desk, chair, computer, telephone) TBD by Region’s Facilities Management
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Objective
#

Objective

Cost Item(s)

Estimated Cost

Program

Versatile Enterprise license (if applicable)

TBD (if any) depending on Region’s licensing
agreement and license pricing

Create/Revise JIQs and
the IM Manager Job
Descriptions

Potential for existing positions to be rated higher
when the revised JIQs are assessed

Salary change (if any) TBD by Region’s
compensation rating system

Expand the Competency of
IM Program Employees
Through Education and
Certification

Registration fees and travel expenses (if any) to
attend education programs

TBD by vendor’s fee schedule

(private classes at the Region’s office would be
more economical for some of the courses if at
least 5 employees were to be trained at the
same time)

Exam and certification maintenance fees for
certifications

TBD by vendor’s fee schedule

C.31

Accelerate the Speed of
Inactive Records Transfer
and Destruction
Processing

a) Increased number of shipments of paper
records to off-site storage at a commercial
record centre

b) Increased number of visits by shredding
service to collect paper records to be
destroyed

TBD depending on volume and vendor’s fee
schedule

Plan and Complete IM
Clean-up Projects

a) Increased number of boxes to house paper
records transfers and destructions

b) Increased amount of inactive records to be
moved to off-site storage at a commercial
record centre due to RRC space
constraints

¢) Increased amount of paper records that
have met/exceeded their retention periods
to be destroyed (shredding)

TBD depending on volume and vendor’s fee
schedule

Schedule Annual IM
Clean-up Days

a) Increased number of boxes to house paper
records transfers and destructions

b) Increased amount of inactive records to be
moved to off-site storage at a commercial
record centre due to RRC space
constraints

¢) Increased amount of paper records that
have met/exceeded their retention periods

TBD depending on volume and vendor’s fee
schedule
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Objective Objective Cost Item(s) Estimated Cost
#
0 to be destroyed (shredding)
C.35 Assess the Cost-Benefit of | Future funding requirements would be unknown | TBD
Continued Records until the cost-benefit analysis had been
Retention Centre completed
Operations
C.4.2 Continue to Use Lockable | Replacement of lost/ damaged bags TBD depending on quantity and vendor’s pricing
Courier Bags to Transport
Inactive Files
C.4.3 Continue to Provide Cost to continue servicing the existing shred TBD depending on vendor’s pricing
Locked Shred Bins bins
Cost to provide any additional bins which may TBD depending on volume and vendor’s pricing
be required (e.g. a new Region office)
Identify and Protect All Cost to implement protection methods for vital TBD depending on volume of records, protection
Vital Records records in paper format (e.g. fire-resistant file method, and vendor’s pricing
cabinets)
C.6.6 Reduce the Retention of
Archived E-mail Messages
C711 Develop and Approve an Fees and expenses (if any) for the scope of TBD by a competitive procurement process
Archives Strategy work which would be determined in the future (fees would likely exceed $20,000 + HST)
C.7.1.2 Implement the Archives Additional staffing (if any) and goods and/or TBD depending on the archives option selected
Strategy services required for implementation would be
determined by the strategy
(negotiating loan/donation agreements with
another institution to house and manage the
Region’s archives and artefacts would be
significantly less expensive than the cost to
develop, equip, and staff a formal Archives
Program at the Region)
C.7.21 Develop and Approve a Fees and expenses (if any) for the scope of TBD by a competitive procurement process
Digital Preservation work which would be determined in the future (fees would likely exceed $20,000 + HST)
Strategy
C.7.2.2 Implement the Digital Additional staffing (if any) and goods and/or TBD depending on the requirements of the
Preservation Strategy services required for implementation would be strategy
determined by the strategy

Research ECM Systems

Purchase of analyst reports/evaluations

$3,500
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Objective
#

Objective

Cost Item(s)

Estimated Cost

Document the Region’s
ECM Requirements

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Assess the Region’s
Readiness to Implement
ECM

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Prepare an ECM Business
Case

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Conduct a Competitive
Procurement Process

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Develop an ECM
Implementation Plan

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Implement the ECM

Fees and expenses (if any) for ECM Consultant
for the scope of work which would be
determined in the future

TBD by a competitive procurement process

Salary and benefits (if any) for any temporary
employee(s) hired for the ECM implementation
(e.g. Project Manager)

Salary TBD by Region’s compensation rating
system and the total amount of salary paid TBD
depending on number of positions and
employment duration

Work space (desk, chair, computer, telephone)
for any temporary employee(s) hired for the
ECM implementation

TBD by Region’s Facilities Management
Program

Purchase of ECM system

TBD by a competitive procurement process

Purchase of hardware

TBD by a competitive procurement process

Purchase of professional services from the ECM
vendor (e.g. training)

TBD by a competitive procurement process

Purchase of annual ECM system maintenance
beyond Year 1

TBD by vendor’s fee schedule

Manage Social Media
Content as Records

Purchase of technology and professional
services from vendor (if any)

TBD by a competitive procurement process

Manage Website Content

Purchase of technology and professional

TBD by a competitive procurement process
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Objective Objective Cost Item(s) Estimated Cost
#
as Records services from vendor (if any)
Manage Intranet Content Purchase of technology and professional TBD by a competitive procurement process
as Records services from vendor (if any)
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Appendix 1: Terms, Acronyms, and Abbreviations

The following terms, acronyms, and abbreviations are used in the EIM Strategy.

Figure 14 — Terms, Acronyms, and Abbreviations

Acronym Full Name

CAO Chief Administrative Officer

CCs Corporate Classification Scheme for the classification of records, as provided in
Schedule A of By-law # 65-2017

CS-IT Corporate Services — Information Technology Division

CS-LS Corporate Services — Legislative Services Division

EIM Enterprise information management

FOI Freedom of information

HR Corporate Services — Human Resources Division

IG Information governance

IGSC Information Governance Steering Committee

IM Information management

IM Program Information Management Program
(proposed new name for the Region’s RIM Program)

IT Information technology in the context of using computers, storage, networking and
other physical devices, infrastructure and processes to create, process, store,
secure and exchange all forms of electronic data

MFIPPA Municipal Freedom of Information and Protection of Privacy Act

PHIPA Personal Health Information Protection Act

RRC Records Retention Centre, a facility in the basement of Regional HQ for the storage
of inactive and archival records

RRS The Records Retention Schedule specifying how long records in a series shall be
kept, as provided by information in the ‘Active Retention’, ‘Inactive Retention’, ‘Total
Retention’, and ‘Copy Retention’ columns of the Corporate Classification Scheme
(Schedule A of By-law # 65-2017)

Region a) The Regional Municipality of Durham

b) Region of Durham

Regional HQ The Region’s headquarters at 605 Rossland Rd. E. in Whitby

RIM Records and information management

RIM Program Corporate Services — Legislative Services Division — Records and Information
Management
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Appendix 2: Key Findings

This appendix provides the key findings in the Records & Information Management (RIM)
Program and Enterprise Information Management (EIM) Practices Assessment Report.

Note: ‘Report Section Number’ and ‘Report Section Name’ in Figure 15 refer to the section
numbers and names in the Assessment Report.
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Figure 15 — Key Findings

Report
Section
Number

Report Section
Name

Key Findings

4.1

RIM Program
Governance

Confusion or uncertainty may arise in the absence of clearly stated RIM/EIM responsibilities in the ‘RIM Program
Definition — Responsibilities’ section of the RIM Manual.

The RIM Program reports to the Regional Clerk/Director of Legislative Services, a reporting structure which is not
documented in Region policy, but which presumably evolved from the Clerk’s responsibilities under the Municipal
Act, 2001 for managing and providing access to specific Council/Council-related records under his/her control.

A Council by-law designated the Regional Chair as Head of the Institution for MFIPPA and, in turn, the Regional
Chair designated the Regional Clerk as the Region’s MFIPPA Coordinator.

The Manager, RIM is responsible for the RIM Program’s day-to-day operations.

The Region does not have a RIM/EIM advisory, steering, or oversight committee.

4.2

RIM Program
Vision and
Mission

The RIM Program vision is aspirational: “A dedicated team of professionals leading the way in Information
Management (IM) governance, best practices and service excellence.”

The RIM Program mission strives to illustrate the relationship between best practices for managing information
and the Region’s operations, specifically informed decision making: “To promote and provide Information
Management (IM) best practices to our customers for informed business decision making.”

43.1

RIM Program
Policy

The Region does not have an approved policy to establish the corporate RIM Program, define the Region’s
requirements for managing recorded information throughout the lifecycle, assign RIM accountabilities and
responsibilities, specify requirements for auditing RIM compliance, and provide penalties for non-compliance.
‘RIM Program Definition — Policy Statement’ section of the RIM Manual lists RIM Program services, not policy
statements.

The RIM Program is responsible for 2 Region policies: a) the Corporate Classification Scheme (CCS) approved
by Council as by-law # 65-2017 and b) the Personal Information Privacy Policy which is pending revision.

In most cases, the Manager, RIM is not consulted during the development of policies for which other departments
are responsible and which contain direction on or references to managing records. This has resulted in definition
inconsistencies and conflicts with the CCS and RIM best practices.

The Manager, RIM has also found it challenging to secure RIM-related revisions to existing policies or procedures
for which other departments are responsible.

Some terms are inconsistently defined in RIM Program documents and the definitions of some RIM terms in
policies and other documents for which other departments are responsible sometimes conflict with definitions
used by the RIM Program.

4.3.2

RIM Program
Procedures
and Manuals

The RIM Program has developed 3 procedures or manuals, none of which were mentioned by the focus group
participants or survey respondents. They are a) the RIM Manual, b) the Directory of Records and Personal
Information Banks, and c) the draft Access and Privacy Manual.

A Records Analyst develops a departmental RIM policy and procedures document during each RIM
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Improvement Project.

Several focus group participants provided copies of written procedures or processes for managing
documents/information/records in their departments/divisions/programs, some of which were developed by a
Records Analyst during a RIM Improvement Project.

29% of survey respondents reported the development of procedures for naming electronic records at the
department/division/program level (e.g. a process for identifying a final/approved electronic record) and 72% of
those respondents said they (and their co-workers) consistently use the procedures.

4.3.3

RIM Program
Guidelines

The RIM Program has developed 6 guidelines, none of which were mentioned by the focus group participants or
survey respondents. The guidelines address e-mail management, the management of electronic records (e.g.
recommending adoption of the ISO standard YYYY-MM-DD date format), the identification and management of
‘official’ and ‘transitory’ records, a records security classification for classifying a record into one of eight
categories to reflect the level of confidentiality required, and guidance on scanning and uploading client
documentation to Caseworks in compliance with national and international scanning standards .

The guidelines do not appear to be widely known or used, with many focus group participants and survey
respondents requesting assistance with tasks addressed in the guidelines (e.g. naming conventions for electronic
records).

4.4

RIM Program
Staffing

The RIM Program staff complement of 1 full-time Manager and 8 full-time employees has not changed since the
1990's.

No requests for additional RIM Program positions were included in final departmental budget submissions since
2013.

Temporary employees and summer students are hired for special projects if/when funding is available.

From 1991 — 2010, 1 Records Analyst was allocated full-time to MFIPPA/PHIPA duties (primarily MFIPPA/PHIPA
requests processing excluding PHIPA requests for the Health Department). Due to the increased volume and
complexity of requests, 1 full-time Records Analyst and 1 part-time Records Analyst have been dedicated to those
duties from 2010 to date except for 2016 in which 1 additional full-time Records Analysts was allocated.

The 2018 establishment of the Corporate Privacy Office with 1 Manager and 1 Privacy Officer will — at least in the
short-term — not result in any additional Records Analyst time becoming available for the delivery of RIM Program
services because 1 full-time Records Analyst will be required to assist in processing requests and a second
Records Analyst will provide back-up for that Analyst until the second Privacy Officer is hired (hopefully in 2019).
Due to the ongoing challenges in filling Records Analyst vacancies and the dedication of Records Analysts to
MFIPPA/PHIPA duties, the RIM Program has been running (and will continue to run for the foreseeable future)
with 3 full-time Records Analysts, each of whom is assigned to multiple departments.

8 Although developed for Family Services, the best practices in the guide are applicable to any Region department/division/program which scans paper
documents.
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Opportunities for promotion within the RIM Program are limited in the absence of a Supervisor position and the
existence of only one level of Records Analyst position.

Draft revised job information questionnaires (JIQs) for the unionized positions and a draft revised job description
for the Manager, RIM position are pending review and approval within CS-LS/Corporate Services prior to their
submission to HR.

The challenges in filling Records Analyst vacancies (particularly salary as compared to comparable positions at
the Region of Peel or the Region of York) may also arise when the Manager, RIM position is next advertised.

4.5

Records

Liaisons and
Departmental
Coordinators

1 Records Liaison has been appointed for each department. This is a liaison role, not a reporting relationship to
the Manager, RIM.

The ‘RIM Program Definition — Responsibilities’ section of the RIM Manual lists 14 Records Liaison
responsibilities, most of which pertain to CCS use and maintenance, the identification and processing of inactive
records, and the disposition of records. Today, a Records Liaison’s primary duty is to receive and co-ordinate the
distribution of Records Destruction Lists. Occasionally, they are asked to distribute RIM Program-supplied
information to co-workers.

1 Departmental Coordinator has been appointed for each department. Again, this is a liaison role and not a
reporting relationship to the Manager, RIM.

Departmental Coordinators assist in processing MFIPPA/PHIPA requests (excluding PHIPA requests for Health
Department).

4.6

RIM Program
Services

The RIM Program provides 10 services: a) Archives, b) CCS Maintenance, c) Inactive Records Management, d)
MFIPPA and PHIPA Administration, €) RIM Auditing, f) RIM Consulting Services, g) RIM Implementation Projects,
h) RIM Program Communications, i) Training (RIM awareness and best practices, privacy®’, and j) Versatile
Enterprise Administration.

RIM Implementation Projects constitute a significant, time-consuming activity for the Records Analysts and
several challenges are experienced in delivering these projects which give minimal attention to improving the
management of electronic records.

The amount of time the Records Analysts spend on RIM Implementation Projects, the long-term vacancies which
often result from the challenges in filing vacant Analyst positions, and the dedication of Analysts to
MFIPPA/PHIPA requests processing (excluding PHIPA requests for Health Department) prevents the delivery of
some RIM Program services (e.g. auditing) and results in the infrequent delivery of other services (e.g. RIM
awareness training).

As per Finance Department policy, no department/division charge-backs are levied for any RIM Program services.

51

Information
Creation,

3 policies/other documents for which CS-IT is responsible assert the Region’s ownership of the recorded
information created/received by employees during their work. That assertion is not stated in any RIM Program

®1 The Manager, Information, Privacy and Security trains the Health Department employees.
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Capture, and
Declaration

document.

Various Region policies require records to be created.

The ‘E-mail Etiquette’ section of the Electronic Communications Systems — Policy Standards and Guidelines
developed by CS-IT provides guidance in the composition of e-mails and recommendations for making it easy for
a recipient to read and respond to an e-mail. The ‘Messaging System Usage Guidelines’ section in Email (policy
# 14.13) for which CS-IT is responsible provides 8 guidelines to observe when composing or responding to
messages.

Use of e-mail services such as Hotmail, Yahoo, or Gmail to conduct Region business is prohibited by Email
(policy # 14.13); however, some survey respondents and focus group participants use personal e-mail accounts
as a workaround for sending/receiving attachments which are too large for transmission by the Region’s e-mail
system.

Some focus group participants said it is not always clearly understood which records should be created or who is
responsible for ensuring their addition to the Region’s filing systems. Knowing who is responsible for capturing a
record is particularly challenging for project teams and collaborative work involving several employees.

Some focus group participants routinely print and file a copy of an electronic document they create or receive
because they believe the Region’s official records are kept in paper/hard copy. For some, that belief stems from
the fact that Versatile Enterprise only manages paper records.

521

The Corporate
Classification
Scheme

The CCS is based on the subject-based alpha-numeric TOMRMS classification scheme. Many record series
have been revised to reflect new and discontinued services/programs, the realignment of services, the renaming
of departments, and other organizational elements. The CCS is usually updated once per year.

Departments are expected to arrange files logically within a series to meet their specific needs and assign the
secondary heading/file titles; however, Records Analysts provide file arrangement guidance upon request or
during a RIM Improvement Project.

The CCS provides a subject-based superstructure for classifying records by aggregating related records into
series. Although helpful from a records retention perspective (a Record Series Code determines the records’
retention period), there are disadvantages to this method of classification.

The CCS’ user-friendliness would be greatly enhanced by providing a hyperlinked index in which record series
and the record types therein classified were listed alphabetically by name.

While by-law # 65-2017 does not explicitly state that employees must use the CCS to classify records, that
inference can be deduced from the statement “The Corporate Classification Scheme as set forth on “Schedule A”
attached to this by-law is hereby approved as the classification scheme for the records as described therein.”
CCS awareness is low among survey respondents with 63% being unaware of its existence. Of the 37% of
respondents who are aware, 58% use it to organize some (or all) of the records for which they are responsible. It
is predominantly used to classify paper records.

Most survey respondents who use the CCS agree it is easy to use and that it includes the records they need to
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classify. Only 59% of those respondents said they received adequate training in in its use.
Of the survey respondents who do not use the CCS, not knowing how to use it and not being responsible for
classifying records were the two most commonly given reasons for non-use.
The RIM Program does not audit the use of or the accuracy in using the CCS to classify records in electronic
format or paper records not tracked in Versatile Enterprise.
Any audit of a department/division/program’s use of or accuracy in using the CCS to classify active records would
only be completed once at the end of a RIM Implementation Project.
RRC staff perform random spot checks to assess the classification accuracy of inactive paper records being
transferred to storage.
5.2.2 Information 53% of survey respondents reported past difficulty when trying to locate a paper document/record, with not
Classification, knowing where a document/record was stored being the most frequently reported difficulty (69% of respondents
Search, and experienced that difficulty ‘occasionally’ or ‘often’) followed by being unable to locate the most current version of a
Retrieval: document record (67%) and not finding the document/record in the anticipated storage location (61%).
Paper Records Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey
Challenges respondents in their management of paper records with 82% of the respondents who experienced such
challenges ranking the retrieval of records as their # 1 or # 2 challenge followed by duplication (73%) and version
control (72%).
The RIM Program’s requirement to retroactively implement a record series amalgamation (2 or more series are
combined) or split (one series is split into two or more series) before transferring those records to the RRC places
a burden on departments/divisions due to staff constraints and the volume of records which may need to be
processed; however, day-forward implementation is recognized as problematic.
5.2.3 Information 57% of survey respondents reported past difficulty when trying to locate an electronic record in a shared
Classification, directory/drive to which they have access, with not remembering (or not knowing) the name of an electronic
Search, and file/record being the most frequently reported difficulty (76% of respondents experienced that difficulty
Retrieval: ‘occasionally’ or ‘often’) followed by not remembering (or not knowing) where the file/record was kept (73%) and
Electronic being unable to locate the most current version of the file/record (67%).
Records Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey
Challenges respondents in their management of electronic records with 78% of the respondents who experienced such
challenges ranking inconsistent naming practices and the retrieval of records (tied) as their # 1 or # 2 challenge
followed by version control (63%) and duplication (62.5%).
The ever-increasing volume of electronic records, the multiplicity of electronic storage locations, duplication, and
the need to rely on humans to identify and retrieve records pose challenges when searching for records to
respond to MFIPPA/PHIPA requests, litigation, or regulatory investigation.
5.2.4 Information 56% of survey respondents reported past difficulty when trying to locate an e-mail message in the Region’s e-mail
Classification, system, with not remembering (or not knowing) the information needed to locate a message being the most
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Search, and frequently reported difficulty (58% of respondents experienced that difficulty ‘occasionally’ or ‘often’) followed by

Retrieval: E- there being too many e-mails to search through (55%).

mail Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey

Challenges respondents in their management of e-mails with 70% of the respondents who experienced such challenges
ranking message retrieval as their # 1 or # 2 challenge followed by organizing messages (65%) and duplication
(59%).

5.25 Time Spent Most survey respondents spend 15 minutes or less each work day — on average — searching for
Searching for records/information.
Information
5.3 Information Many focus group participants collaborate with other employees to prepare documents such as agreements,

Collaboration, briefing notes, letters, and reports.

Workflow, and Distributing a document as an e-mail attachment and receiving revised versions by return e-mail is the most

Sharing common method of collaboration; however, that very inefficient method usually results in multiple copies of a
version being circulated and kept.

Other collaboration methods include printing a copy of an e-mail attachment and submitting a marked-up paper
copy to the collaboration leader, listing proposed revisions and/or providing additional content in the body of an e-
mail message, or sending an e-mail containing a hyperlink to a document in a shared drive to which all
collaborators have access on the understanding that each collaborator will incorporate his/her proposed revisions
or additional content using tracked changes.
Many focus group participants participate in manual workflows, i.e. a paper document such as an invoice,
agreement, or report is circulated via internal mail or hand-delivery (‘sneaker mail’) to a series of employees for
review and approval.
Access to the secure, cloud-based file transfer service for sharing “confidential, Personal Health Information and
other critical files” with external parties is restricted, due to licensing costs, to selected employees in each
department.
8.75% of survey respondents use cloud-based file storage or sharing applications for work-related purposes, with
Dropbox being used most often.
Cloud-based file storage or sharing applications are most often used to distribute a file which is too large to
transmit via the Region’s e-mail system or to collaborate on documents with an external party.

54.1 Information Active paper records are kept in departments/divisions/programs. The RIM Manual describes the standard types

Storage: Paper of filing equipment and supplies (e.g. file folders) to be used and procedures for their procurement.

Records Insufficient storage space figures prominently in the top 3 challenges experienced by survey respondents in their
management of paper records with 82.5% of the respondents who experienced such challenges ranking
insufficient storage space as their # 1 or # 2 challenge.
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The RRC on the lower level of Regional HQ provides secure storage for inactive records. Each year, RRC staff
retrieve approximately 5,000 files/boxes, accept and process for storage approximately 2,000 boxes of records,
and co-ordinate the secure shredding of approximately 1,400 boxes.

Records retrieval requests are generally filled within 24 hours of receipt and requested records are delivered to
the Mailroom within 36 hours of receipt. ‘Rush’ requests may be collected in-person from the RRC upon prior
arrangement.

The lack of swing space in the RRC (e.g. to store incoming transfers to be processed) reduces the amount of
records storage space.

Departments are encouraged to review records at least once per year to identify the records that should be
transferred to the RRC or destroyed as per the RRS; however, several focus group participants reported that
RRC space shortages sometimes delay the transfer of boxed records for several weeks or months resulting in
operational constraints and unsafe accumulations of boxes in office areas.

800 boxes of records were damaged by a flood from an overflowing toilet on the floor above the RRC. Many
recovered records are water marked and brittle. Storm and sanitary drains in the RRC pose a continual danger to
the records.

Due to RRC space constraints, approximately 4,000 boxes of infrequently accessed records subject to longer
retention periods are kept off-site at a commercial record centre. Commercial record centre storage and retrieval
costs will increase in the future because the volume of annual transfers to the RRC exceeds the amount of
storage space freed up by annual destructions.

Every box (and every file within a box) in the RRC and at the commercial record centre is tracked in Versatile
Enterprise. For security reasons, only full boxes are retrieved from off-site storage.

54.2

Information
Storage:
Electronic
Records

Several Region policies for which CS-IT is responsible (e.g. Removable Media policy # 14.12) specify
requirements for electronic records storage.
56% of survey respondents store the electronic records they create in a shared network drive/directory.
84% of survey respondents who experienced challenges in managing e-mails ranked insufficient storage space
as their # 1 or # 2 challenge.
The amount of e-mails an employee can store in his/her e-mail Inbox is limited by his/her position (500 MB default
for employees® and a 1 GB default for management employees). Once the limit is reached, an employee cannot
send or receive messages until s/he reduces the volume of stored messages. Ad hoc and frantic deletions of e-
mails likely occur when the limit is reached.
Statistics from the October 20, 2017 Data Inventory Report

0 Unstructured data volume of 25.34 TB consisting of more than 22 M unstructured data items.

0 7,128 user accounts, of which more than 3,00 are inactive or disabled accounts containing

62 CS-IT will increase this limit to 1 GB upon receipt of an approved request.
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records/information.

‘Documents’ constitute the largest amount of item types stored followed by ‘images’ and ‘other’.

Most data ‘last accessed’ 1-2 years ago (43.5%) and almost 39% ‘last accessed’ 2+ years ago.

Most data ‘last modified’ 2-5 years ago (31.5%).

Many of the top 10 departments by storage consumption create/receive and store very large files such as
plans and drawings.

There is a multiplicity of storage locations for electronic records and a lack of rules governing the type of
information to be kept in each location (e.g. in a personal vs. a shared drive, on the Intranet, etc.).

O O0O0O0

55

Information
Security

The Region places considerable emphasis on information security.

Information security is addressed in several Region policies for which other departments are responsible.

The RRC uses custom-made, lockable, blue canvas courier bags to securely transport requested files through
interoffice mail, thus ensuring their contents are not tampered with or disclosed to unauthorized individuals.
Departments are to return requested files to the RRC in sealed manila envelopes unless the department has its
own locking courier bags.

Locked shred bins are provided for the secure disposal of confidential or sensitive transitory materials that cannot
go into regular recycling.

Employees cannot comply with the Data Protection policy’s prohibition against the duplication (photocopying or
scanning) of confidential/restricted information “on devices that will retain an imprint of the original” because a
multi-function device stores a copy of each document which is duplicated.

5.6.1

MFIPPA/PHIPA
Requests
Processing

The Regional Chair designated the Regional Clerk as the Region’s MFIPPA Coordinator. The Regional Clerk is
also responsible for the administration of PHIPA access requests (excluding PHIPA requests for the Health
Department).

The Records Analyst — FOI and a designated Records Analyst as back-up managed the Region’s response to
927 formal MFIPPA/PHIPA access requests (excluding PHIPA requests for the Health Department) from 2006 to
December 31, 2017, 72% of which were processed since 2013 and only 8 (or 0.90%) of which were PHIPA
requests. Social Services accounted for highest total number of access requests in each of the last 5.75 years
since the Privacy Officer began tracking requests by department.

Departmental Coordinators assist in processing the requests. For each request, a Departmental Coordinator
signs a Records Holding Statement attesting that — to the best of his/her knowledge — the records being provided
to the Records Analyst — FOI comprise "all information holdings (paper and computer based)” within his/her
department relative to the request and that the Index of Records “is an accurate account of all records exempted
in full or part and the number of pages of each record.”

When searching for records it is often necessary to search multiple paper and electronic repositories and weed
out duplication. There is also the risk that a record was not created, was not kept, or cannot be found because of
how it was named or where it was stored.
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From 2006 to December 31, 2017, the Region dealt with 13 privacy complaints and 17 privacy breaches and the
IPC issued 16 orders (all but 4 of which were issued under MFIPPA) to the Region. No orders were issued in
several years during that period.

5.6.2

Corporate
Privacy Office

The volume and complexity of MFIPA/PHIPA requests (excluding PHIPA requests for the Health Department) has
resulted in the delivery of minimal corporate privacy training.

A Corporate Privacy Office with an initial staff complement of 1 Manager and 1 Privacy Officer will be established
in 2018 to “foster a culture of privacy within the organization” and “handle the creation and implementation of a
comprehensive privacy management program”.

Report # 2016-COW-42 regarding the establishment of the Corporate Privacy Office incorrectly states that the
Corporate Privacy Office will be responsible for “providing leadership on information management policies and
strategies, supporting Regional programs in their information management practices and ensuring appropriate
public access to Regional records and information.” That statement should be qualified to limit the leadership and
support responsibilities to information management as it relates to access to information and privacy in order to
eliminate conflicting responsibilities between this new office and the existing RIM Program.

5.7

Business
Continuity

The Records Management Procedures (Schedule D of by-law # 65-2017) require the Manager, RIM to “Ensure
that reasonable measures are implemented to protect the Region’s records from inadvertent destruction or
damage, taking into account the nature of the record to be protected, including the creation of new classification
codes and retention periods pending Council approval.”

Most of the Region’s vital records are identified in the CCS.

Vital records in electronic format are captured on back-ups; however, vital records in paper format are not
protected.

CS-IT is responsible for the backup and recovery of the Region’s electronic records.

Generally, incremental back-ups are run daily and full back-ups are performed weekly, monthly, quarterly, and
annually. Back-ups are stored on a storage area network (SAN) and then run through a de-duplication process
and written to tape. The tapes are stored off-site at a commercial record centre.

Generally, daily and weekly back-ups are kept for a month, monthly back-ups are kept for one year, and annual
back-ups are kept for 7 years. The 7-year retention of annual back-ups conflicts with the RRS because many of
the records that are kept for 7 years should have been disposed of much sooner.

The Region does not have a disaster recovery plan for records.

5.8.1

The Records
Retention
Schedule

Records retention periods are included in the CCS, thus providing one document for determining both the
classification and retention of a record.

The Official Record Holder is responsible for implementing the retention period (as listed in the ‘Active Retention’,
‘Inactive Retention’, and ‘Total Retention’ columns of the RRS) while any department/division which keeps a copy
of the records may use the suggested ‘Copy Retention’ period.

While by-law # 65-2017does not explicitly state that employees must keep records according the CCS, that
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inference can be deduced from the statement “The Corporate Classification Scheme as set forth on “Schedule A”
attached to this by-law is hereby approved as the schedule establishing the retention periods and destruction
schedule for the records as described therein.”

Although it is RIM best practice for a RRS to be used to manage the retention of records in any media/format, the
definitions of ‘active retention’ and ‘inactive retention’ in RIM Program training materials are appropriate only for
paper records.

Staffing constraints have prevented a review of the complete citation table against the CCS for several years.
The citation table requires revision to correct the noted deficiencies and the user-friendliness of the citation table
should be improved.

A revised RRS is submitted for Council approval once per year (approximately); however, Council approval is not
required for any revision which does not affect the retention of a record.

The RIM Program does not audit the use of or compliance with the RRS to manage the retention and disposition
of records in electronic format or paper records not tracked in Versatile Enterprise.

Any audit of a department/division/program’s use of or compliance with the RRS to manage the retention of active
records would only be completed once at the end of a RIM Implementation Project.

RRC staff run Versatile Enterprise reports to identify and monitor inactive paper records which have exceeded
their retention period due to a legal hold or other reason.

5.8.2

Records
Retention
Challenges

Of the 80% of survey respondents who are aware that the CCS specifies how long records should be kept, 70%
said they use the retention periods to determine if/when they can destroy/delete some (or all) of the records for
which they are responsible. It is predominantly used to determine the retention of paper records.

Most survey respondents who use the CCS to determine retention periods agree it is easy to use. 58% of those
respondents agree that they don’t always know if/iwhen the specified event occurred when an event is required
before calculating retention. Only 45% of those respondents said they received adequate training in using the
CCS to determine when to destroy/delete a record.

Of the survey respondents who do not keep records according to the RRS, the most commonly given reasons for
non-use were ‘other’ (e.g. not the employee’s responsibility to determine when to delete/ destroy records) and
believing that the records they create/receive aren't listed in the RRS (tied at 29% each) followed by not knowing
how to use the CCS to determine retention periods (28%).

Survey respondents who aren’t aware that the CCS specifies how long to keep records or who don't use the
retention periods reported using various methods to determine if/when to destroy/delete some (or all) records for
which they’re responsible. The most commonly cited methods are destroying/deleting records that they don'’t
expect to need in the future (36%) followed by the following 3 methods, tied at 29% each: following retention rules
established by their department/division/section/program, never destroying/deleting records for which they're
responsible, and ‘other’ (e.g. let management decide).

Knowing now long to keep records is a challenge experienced by many survey respondents with respondents
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who experienced challenges in managing records ranking retention as their # 1 or # 2 challenge for paper records
(68%), as their # 1 or # 2 challenge for e-mails (67%), and as their # 1 or # 2 challenge for electronic records
(65%).

E-mail messages are automatically kept in the archive for 2,465 days (7 years less 90 days from active mailbox).
E-mail policy # 14.13 directs employees to determine “which messages require a longer retention period to meet
legal or other obligations and take the appropriate steps to protect such content (e.g. print or save outside the
Email System).” Printing and filing copies of e-mails is inefficient and saving e-mails outside the e-mail system
breaks a message’s audit trail. Further, the arbitrary default 2,465-day retention period conflicts with the RRS.
E-mails moved to the trash (deleted items) folder are automatically deleted on the 91 day unless they are
deleted sooner by the user. Items deleted or emptied from the trash are non-recoverable.

Electronic Communications Systems (policy # 14.10) requires CS-IT to delete upon management request
“dormant accounts when authorized users are no longer employed or conduct business with the Region”;
however, it does not appear that management often makes these requests given the sizeable number of inactive
user accounts (2,443 disabled accounts as of October 20, 2017).

Data Protection (policy # 14.20) which applies to “all electronically stored information owned and/or entrusted to
the Region” is deficient with respect to the retention and disposition of data.

The following requirement in Data Protection (policy # 14.20) is neither enforceable nor feasible in the absence of
a secure, controlled repository for managing electronically stored information: “Written management approval
must be obtained for confidential and/or restricted information due for deletion or destruction”.

5.8.3

Records
Transfer and
Disposition

A department/division/program which uses Versatile Enterprise is required to complete records transfer and
disposition activities at least once per year, typically at the end of a calendar year or at the beginning of the next
calendar year. Those activities are: a) hold release review and approval, b) box destruction review and approval,
c) file destruction review and approval, and d) records transfer.

A department cannot transfer records until its prior year's destruction reports have been approved.

59

Archival
Records and
Artefacts

The Regional Archives includes both records and artefacts (e.g. the Durham County Council of England coat of
arms presented to Regional Chairman Walter Beath in 1978).

The RIM Program has not developed an archives collection development or acquisition policy.

The RIM Program does not have an Archivist on staff and has not retained the services of a professional Archivist
to identify the Region’s archival records. Records Analysts — in consultation with the Manager, RIM — identify
records with archival value when proposing retention periods.

Records with archival value are identified as ‘Archival’ in the CCS.

Precautions are taken in the storage and handling of the archival records and artefacts kept in a designated area
of the RRC.

The RIM Program has not been involved in the identification, collection, or storage of any artefacts (e.g. plaques
from former Region buildings) which may be kept in a Works Department storage facility.
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Donations to the Regional Archives are encouraged. It is not known whether the Region has a donation
agreement.

The Regional Archives houses approximately 4,000 files/artefacts and 400 boxes of archival records.

9 archival research requests were received from 2015 to date.

6.1

Business
Systems
Information
Management
Assessment
Tool

The RIM Program recently developed this tool to assess the RIM and privacy provisions of proposed systems
which will process or capture Region records.

It includes 22 assessment factors for any business system and 18 additional criteria for assessing a business
system that would use cloud type services to store or process Region records.

The Manager, RIM hopes that completion of the tool will become a mandatory step in the evaluation of proposed
software/systems which will process or capture Region records.

6.2

Cloud
Computing

Information Technology — Cloud Computing Review and Update (report # 2016-A-11) recommended the adoption
of a ‘cloud-first’ strategy for all new and replacement IT initiatives (i.e. “if everything else is equal as between a
cloud based solution and on-premises solution, then a cloud based solution would be preferred”).

The Region plans to establish a Cloud Strategy Review Committee. Ergo recommends the Manager, RIM (and
the Manager of the Corporate Privacy Office once that position has been filled) be appointed to the committee.

6.3

Document
Imaging

Employees can image (scan) a paper document using a multi-function device, some departments/
divisions/programs have standalone scanners, and a few engage an external service provider to scan paper
documents.

The RIM Program developed Best Practices for Document Imaging (Using Outside Scanning Vendor) to assist
departments/divisions to plan for electronic document imaging using an outside scanning vendor, particularly
where electronic images are intended to replace the paper source documents as the Region’s official record,;
however, RIM Program staff are concerned that documents are being imaged without their guidance and without
internally-developed procedures that comply with national and international standards.

Focus group participants reported that scanning is performed to improve the ease and speed of accessing
documents and that paper documents are often kept after scanning is completed (e.g. because the paper
document has a signature).

6.4

E-mail Archive

E-mail messages are automatically moved to the archive after 90 days.

A user cannot delete a message or attachment from the archive.

All messages and attachments are automatically deleted after 2,465 days (7 days less 90 days from active
mailbox).

The contents of the e-mail archive are indexed and searchable.

Email (policy # 14.13) cautions that “messages in the archive may be made public as part of internal audits,
judicial or other public disclosure proceedings.”

40 survey respondents requested improvements to the e-mail archive and 6 respondents recommended its
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discontinuation.

The e-mail archive will be discontinued when Microsoft Exchange Online is implemented. All messages in the
archive at that time will be moved to the new environment.

6.5

Instant
Messaging

Email (policy # 14.13) prohibits the use of instant messaging for Region business except in emergency situations.
The Region’s use of instant messaging is “not subject to message content filtering or message retention”.

6.6

Intranet
(The Insider)

The Region’s home-grown Intranet is not user-friendly from an administration perspective and does not have a
content management system (CMS).

CS-IT posts new and updated content, ensures information is findable by providing links to content, and removes
content when applicable. The Health Department performs those tasks for its content.

There is no policy for the retention of information/records on the Intranet.

Removed content (except PDF files) is ‘hidden’ or ‘unpublished’; however, authorized individuals can access
removed content from the back-ups.

Ergo did not receive any documentation describing the Intranet’s purpose or the types of information to be posted
on the site.

It appears that the Intranet is primarily an information sharing tool (e.g. provide information about Region events),
a place to access Region information of common interest (e.g. the corporate policies, forms, and job postings),
and a gateway to various applications (e.g. Works Department employees access a time reporting tool through
the Intranet). Itis also home to the very popular swap shop.

The Intranet receives hundreds of daily ‘hits’ because it is the default Internet homepage on every Region
computer; however, the hits don’'t necessarily indicate use because many employees may be using the Intranet
simply as a springboard to the public Internet.

6.7

Microsoft
Exchange
Online

The Region plans to migrate to the hosted Microsoft Exchange Online application. Employees will continue to
have access to e-mail, calendar, contacts, and tasks.

Microsoft Exchange Online allows significantly larger mailboxes (100 GB is possible).

It may allow larger attachments to be sent or received (the current limit is 10 MB externally and 15 MB internally),
although the ability of an external party to receive a large attachment from the Region will depend on the
functionality of that party’s e-mail software.

6.8

Microsoft
SharePoint

The Region’s use of Microsoft SharePoint is limited to 3 departments/divisions/programs (CS-IT, Finance
Department, and Planning and Economic Development) and its use is not being expanded to additional areas at
this time.

Microsoft SharePoint is the basis of 2 Region applications, one for immigration and another for transit.

A couple of focus group participants use it and two survey respondents suggested its implementation as a
RIM/EIM improvement.

6.9

Open Data

The Region has an open data policy.
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The Regional Clerk/Director of Legislative Services and the CIO (or their delegates) are the corporate leads for
open data awareness, training, and issue resolution.

Department Heads are responsible for providing final approval of the release of datasets for publication and for
ensuring the preservation of and access to all datasets.

An Open Data Team is being established. The Manager, RIM is a member of the team.

6.10

Social Media
Content

Corporate Communications Office uses Facebook, Twitter, and LinkedIn and sometimes posts videos to
YouTube. Health Department uses Facebook, Twitter, and YouTube plus Instagram and Pinterest.

Most, if not all, of the content that the Region posts to its social media channels originates from news releases,
public service announcements, or content posted on durham.ca and the Region links back to originating content
where possible.

During an emergency or an emerging issue (e.g. a watermain break affecting a major intersection), as-it-happens
updates approved for sharing by program staff are posted (usually to Facebook and Twitter).

Social Media Policy (policy # 2.11) applies to all departments. Departments not serviced by the Corporate
Communications Office are authorized to develop their own protocols for using social media within their program
areas provided those protocols are consistent with the policy.

The policy recognizes that “Social media posts can be deemed to be a record of The Regional Municipality of
Durham, requiring their retention pursuant to the Records Retention By-law” and directs Social Media
Coordinators and Social Media Program Moderators to keep “appropriate records”.

The protocols do not require that a record be kept of any content which has been removed

The Region does not have the technology to capture its social media content as it appeared on a social media
channel; therefore, the Region must rely on continued access to its social media accounts (access is at the
discretion of the social media channel provider) and is subject to any retention periods which a social media
channel provider may arbitrarily establish or change over time.

6.11

Versatile
Enterprise

The RIM Program uses Versatile Enterprise to manage the Region’s paper records from creation to final
disposition and to manage inactive records (transfer, charge-out, and destruction) in the RRC or at a commercial
record centre.

It is used by 9 departments and 41 divisions to track 15,950 boxes of records and 746,563 files (both active and
inactive files).

There are 339 active users and 34 additional users of Versatile Web Enterprise (a web application for users who
only need to search for and request the retrieval of inactive records).

Pre-populated pick lists are programmed for each department/division/program to enable staff to more quickly
access the Record Series Codes for which the area is responsible.

Some departments/divisions/programs log files into Versatile Enterprise immediately prior to transferring the files
to inactive storage, citing a lack of staff time to do so at the time of file creation. This is a specious explanation for
not using Versatile Enterprise from the beginning of a file's lifecycle because a department/division/program
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presumably expends staff time to otherwise set-up and label the files (e.g. create and affix word-processed file
folder labels) at file creation.

e The RIM Program has not purchased any of the additional Versatile Enterprise modules.

6.12 Website e The new website has approximately 460 pages (down from 4,000+ pages), each of which has an expiry date to
Content ensure content is periodically reviewed and either refreshed or deleted. It is not known whether there is any
(durham.ca) connection between the expiry dates and the retention periods in the RRS.

o Designated department/division employees post draft content (except for the Health Department) for review and
approval by the Corporate Communications Office prior to its publication. The Health Department reviews,
approves, and posts its own content.

e Some of the Region’s website content is original, existing only on the website. Other content is extracted from or
distilled from existing documents. Some content is the publication of a document which resides in a department
(e.g. Council minutes maintained by CS-LS).

e Removed content is ‘hidden’ or ‘unpublished’; however, authorized individuals can access the removed content
from the back-ups.

e The Region does not capture screenshots of the website; therefore, the Region would be unable to reproduce an
exact image of specific content as it appeared on the site on a specific day unless the requested content had
been captured by the third-party Internet Archive Wayback machine (it saved content at durham.ca 446 times
from December 23, 2007 to December 15, 2017).

6.13 ZyIMAGE e ZyIMAGE is a text search and retrieval software application available through the Region’s Intranet.

e |tis used to search for and retrieve by-laws, Council and committee reports and minutes, and official plan
amendments. Documents can be searched by folders, words, or fields.

e Several survey respondents and focus group participants said the system is difficult to search.

e There is an online user manual and ‘how to’ tutorials, and a Records Analyst provides training on an as needed
basis.

6.14 Technologies | The Region does not currently use the following technologies which facilitate or support recordkeeping:

Not Used by
the Region e Document Collaboration.

e Electronic (Digital) Signatures.

e Enterprise Content Management (ECM).

o Workflow.
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Appendix 3: RIM/EIM Linkages to the Region’s Strategic Plan

The RIM/EIM linkages to the Region’s Strategic Plan are reprinted below from the Records &
Information Management (RIM) Program and Enterprise Information Management (EIM)

Practices Assessment Report.

Ergo’s review illustrated that investment in RIM Program/EIM improvements would support the
Region’s 2015 — 2019 Strategic Plan. As listed in Figure 16, there are several linkages between
the topics in the Assessment Report and the Region’s Strategic Plan and key strategic

directions.

Figure 16 — RIM/EIM Linkages to the Reqgion’s Strategic Plan

Goal in the 2015 — 2019 Durham Region
Strategic Plan o8

RIM/EIM Linkage

B.7: Celebrate cultural diversity, heritage, the arts
and our unique histories to strengthen local
neighbourhoods and community cohesion

The RIM Program has completed some work to
identify and preserve the Region’s archival records

D.1: Deliver Regional services in a financially
prudent and sustainable manner

Eliminating inefficiencies and duplicated efforts in
managing information would support the
achievement of this goal

D.2: Foster awareness of Regional programs and
services

Increased communications and training would
expand awareness (and use) of RIM Program
services

D.3: Improve communications and collaboration
across the region and in particular with local
municipalities

The implementation of technology for real-time,
electronic collaboration (e.g. several employees
contributing to the writing of a report) would
facilitate and expedite collaboration within and
across Region departments

D.5: Demonstrate accountability and transparency
by measuring performance and reporting on
results

The introduction of performance metrics would
allow the Region to begin measuring and reporting
on EIM performance

D.6: Invest in the organization by attracting and
retaining a skilled and diverse workforce

Overcoming the challenge of attracting suitably
skilled and experienced Records Analysts would
support the achievement of this goal

D.7: Focus resources on continuous improvement
and innovation

The implementation of RIM/EIM improvements
would support the achievement of this goal

63

As excerpted from the Region’s 2015 — 2019 Strategic Plan https://www.durham.ca/en/regional-

government/resources/Documents/Region-of-Durham-Strategic-Plan.pdf
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Appendix 4: Legislated/Regulatory Requirements for Managing
Information

The Legislated/Regulatory Requirements for Managing Information section in the Records &
Information Management (RIM) Program and Enterprise Information Management (EIM)
Practices Assessment Report is reprinted below.

Various laws govern the Region’s delivery of services/programs. Many of those laws (or their
regulations) also specify requirements for creating and managing records of those
services/programs. For example, the Region — as a licensee of long-term care homes — is
required under s. 6(1) of the Long-Term Care Homes Act, 2007 (S.O. 2007, c. 8) to “ensure that
there is a written plan of care for each resident that sets out, (a) the planned care for the
resident; (b) the goals the care is intended to achieve; and (c) clear directions to staff and others
who provide direct care to the resident.” In addition, three acts specify over-arching
requirements for managing the records in the Region’s custody or control, as summarized
below.

Municipal Act, 2001 (S.0. 2001, c. 25)

The Municipal Act, 2001 defines a ‘record’ as “information however recorded or stored, whether
in printed form, on film, by electronic means or otherwise, and includes documents, financial
statements, minutes, accounts, correspondence, memoranda, plans, maps, drawings,
photographs and films; (*document”)” (s. 1(1)). Therefore, the requirements for managing
records apply not only to records in paper/hard copy format and more traditional electronic
formats such as word-processed documents and e-mails but also to records in newer electronic
formats such as website content and social media content (e.g. tweets, YouTube videos,
Facebook posts, etc.).

A municipality is required to manage its records as follows:

1. Allow, subject to MFIPPA and at all reasonable times, inspection of the records® under
the control of the clerk (s. 253(1)).

2. Provide within a reasonable time, and upon request and payment of the applicable fee, a
certified copy under the municipality’s seal of any record referred to in subsection 253(1)
above (s. 253(2)).

3. Retain and preserve the records of the municipality (and its local boards) in a secure and
accessible manner (s. 254(1)).

4. May destroy a record if a retention period for the record has been established and the
retention period has expired, or the record is a copy of the original record (s. 255(2)).

% Those records are: “(a) by-laws and resolutions of the municipality and of its local boards; (b) minutes and

proceedings of regular, special or committee meetings of the council or local board, whether the minutes and
proceedings have been adopted or not; (c) records considered at a meeting, except those records considered during
that part of a meeting that was closed to the public; (d) the records of the council; and (e) statements of remuneration
and expenses prepared under section 284.” (s. 253(1))
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5. May establish retention periods during which the municipality’s records (and those of its
local boards) must be retained and preserved in accordance with section 254 (s.
255(3))%.

A municipality may also enter into an agreement for archival services with respect to the records
it is required to retain and preserve (s. 254(3)). Any records transferred under such an
agreement remain — for the purposes of MFIPPA — under the municipality’s ownership and
control (s. 254(4)) while s. 254(6) requires the municipality to ensure the transferred records are
kept and preserved “in a secure and accessible manner” (s. 254(5)).%

The Municipal Act, 2001 also sets out requirements for the accountability and transparency of a
municipality and its operations. Therefore, the records management, accountability, and
transparency requirements in that Act, coupled with complaints processes, ombudsman
oversight, and MFIPPA and PHIPA requirements (as discussed below), result in an environment
in which both regulation and public expectation requires the Region to be able to locate and
provide information in a timely fashion subject to any allowable exemptions such as those under
MFIPPA regarding the release of specified types of information.

Municipal Freedom of Information and Protection of Privacy Act (R.S.0. 1990, c. M.56)

Like the Municipal Act, 2001, the definition of a ‘record’ in MFIPPA is media-independent.
MFIPPA defines a ‘record’ as:

“any record of information however recorded, whether in printed form, on film, by
electronic means or otherwise, and includes, (a) correspondence, a memorandum, a
book, a plan, a map, a drawing, a diagram, a pictorial or graphic work, a photograph,
a film, a microfilm, a sound recording, a videotape, a machine readable record, any
other documentary material, regardless of physical form or characteristics, and any
copy thereof, and (b) subject to the regulations, any record that is capable of being
produced from a machine readable record under the control of an institution by
means of computer hardware and software or any other information storage
equipment and technical expertise normally used by the institution; (“document”)”.

(s. 2(1))

The Region’s draft Access and Privacy Manual expands on this definition as follows: “The
definition of record is very broad and includes virtually every form of information held by the

% Until May 30, 2017, s. 255(3) read as follows (bold, italicized, and underlined text has been added for emphasis):
“A municipality may, subject to the approval of the municipal auditor, establish retention periods during which the
records of the municipality and local boards of the municipality must be retained and preserved in accordance with
section 254.” Although the municipal auditor’'s approval is no longer required, Region by-law # 65-2017 which was
read and passed by Council on November 8, 2017 states the following: “WHEREAS in accordance with Subsection
255(3) a municipality may, subject to the approval of the municipal auditor, establish retention periods during which
the records of the municipality and local boards of the municipality must be retained and preserved in accordance
with section 254. 2001, c. 25, s. 255 (3).” The auditor did not, however, sign the by-law.

% As stated in s. 254(9), “the requirement to retain and preserve records in an accessible manner means that the
records can be retrieved within a reasonable time and that the records are in a format that allows the content of the
records to be readily ascertained by a person inspecting the records.”
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Region. The definition is not restricted to actual physical documents, but can include email,
voicemail messages, text messages, social media posts, etc. Handwritten notes or other
notations on records form a part of the record. Working copies and drafts of reports and letters
are also records and all are subject to the Act if they exist . . . if the Region places its records in
an archive, either its own archive or the archive of another institution, these records are subject
to the Act.”

Part | of MFIPPA addresses freedom of information (access to records, exemptions, access
procedures, and information to be published or available), Part 1l governs the protection of
personal privacy (collection, use, disclosure, and retention of personal information as well as
personal information banks and the rights of access and correction), Part 11l describes the
appeal process, and Part IV covers general matters such as fees and the Commissioner’s
powers and duties. Subject to s. 48(2), every person who contravenes s. 48(1) of the Act is
guilty of an offence and liable, on conviction, to a fine not exceeding $5,000.

There is a correlation between good RIM practices and meeting access to information
obligations. In the words of Dr. Ann Cavoukian, Ontario’s previous Information and Privacy
Commissioner:

“poor records management can impede the public’s right to access important
government-held information. In particular, a failure by government institutions to
adhere to proper records management practices can have an adverse effect on the
ability of individuals to scrutinize the activities of public bodies and to obtain
information that is crucial to exercising their fundamental rights”®’

“Good records management is an essential pillar that supports the FOI process in
Ontario. The public’s statutory right to access government-held information cannot
be fulfilled unless public servants properly document government programs and
activities and maintain records in a well-organized manner.”®®

The following recent amendments strengthened that relationship by requiring the preservation of
records and expanding the list of offences under MFIPPA to include the alteration, concealment,
or destruction of records.

a) “Every head of an institution shall ensure that reasonable measures respecting the
records in the custody or under the control of the institution are developed, documented
and put into place to preserve the records in accordance with any recordkeeping or
records retention requirements, rules or policies, whether established under an Act or
otherwise, that apply to the institution.” (s. 4.1)

b) “No person shall . . . alter, conceal or destroy a record, or cause any other person to do
so, with the intention of denying a right under this Act to access the record or the
information contained in the record”. (s. 48(1)(c.1))

" Information and Privacy Commissioner/Ontario (2003), Electronic Records and Document Management Systems:

,66\8 New Tool for Enhancing the Public’s Right to Access Government-Held Information?, p. 1.
Ibid, p. 2.
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Personal Health Information Protection Act, 2004 (S.0. 2004, c. 3)

The purposes of the Personal Health Information Protection Act, 2004 (PHIPA) are:

a) “to establish rules for the collection, use and disclosure of personal health information
about individuals that protect the confidentiality of that information and the privacy of
individuals with respect to that information, while facilitating the effective provision of
health care;

b) to provide individuals with a right of access to personal health information about
themselves, subject to limited and specific exceptions set out in this Act;

¢) to provide individuals with a right to require the correction or amendment of personal
health information about themselves, subject to limited and specific exceptions set out in
this Act;

d) to provide for independent review and resolution of complaints with respect to personal
health information; and

e) to provide effective remedies for contraventions of this Act.” (s. 1)

S. 2 of the act defines a ‘record’ as “a record of information in any form or in any medium,
whether in written, printed, photographic or electronic form or otherwise, but does not include a
computer program or other mechanism that can produce a record”. S. 4(1) defines ‘personal
health information’, subject to subsections (3) and (4), as “identifying information about an
individual in oral or recorded form, if the information,

a) relates to the physical or mental health of the individual, including information that
consists of the health history of the individual’s family,

b) relates to the providing of health care to the individual, including the identification of a
person as a provider of health care to the individual,

c) is a plan of service within the meaning of the Home Care and Community Services Act,
1994 for the individual,

d) relates to payments or eligibility for health care, or eligibility for coverage for health care,
in respect of the individual,

e) relates to the donation by the individual of any body part or bodily substance of the
individual or is derived from the testing or examination of any such body part or bodily
substance,

f) is the individual's health number, or

g) identifies an individual's substitute decision-maker.”

Part Il of PHIPA addresses practices to protect personal health information such as accuracy
and the handling of records, Part Il deals with consent concerning personal information, Part IV
specifies general limitations and requirements for the collection, use, and disclosure of personal
information, and Part V deals with access to and correction of records of personal health
information. Part V.1 — which will come into effect on a day to be named by proclamation of the
Lieutenant Governor — addresses electronic health records. Part VI deals with the Act’s
administration and enforcement, including complaints, reviews, inspections, and the
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Commissioner’s powers. Under s. 72(2), a person guilty of an offence under s. 72(1) of the Act
is liable, on conviction, to a fine of not more than $100,00 (if the person is a natural person) or to
a fine of not more than $500,000 (if the person is not a natural person).
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1. Executive Summary

A detailed review of the RIM Program and the Region’s enterprise information management
(EIM) practices was recently conducted by Ergo Information Management Consulting (Ergo).
This report provides the results of Ergo’s review and assessment.

An EIM Strategy will be developed, outlining the recommendations and deliverables necessary
for managing the Region’s corporate information. The strategy will also provide a prioritized 5-
year work plan for addressing the deficiencies and risks noted in this assessment report.

The EIM Strategy will build on the Region’s RIM Program/EIM strengths such as internal RIM
subject matter expertise and employee interest in the introduction of new technologies to
improve recordkeeping efficiencies and capitalize on its RIM Program/EIM opportunities such as
the implementation of procedures/processes to improve information classification and retrieval,
particularly for electronic records, increase access to information, reduce employee frustration
and inefficiencies, and facilitate the implementation of retention periods.

SWOT Analysis

Ergo analyzed the strengths, weaknesses, opportunities, and threats (SWOT analysis) of the
RIM Program and current EIM practices. It is recognized that this analysis may not list all
strengths, weaknesses, opportunities, and threats; however, the key factors are included in
Figure 1.
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Figure 1 — SWOT Analysis

Strengths
Internal RIM subject matter expertise.

Interest by RIM Program employees and stakeholders (including
some department/division employees) in moving to a less paper
organization in which electronic records are recognized as the
Region’s official records.

Current RIM practices (particularly retention and particularly for
electronic records) are conservative so — in theory — it is
possible to find most records/information that you need if you
look long and hard enough or know the ‘go to’ person who can
find the records/information for you.

Most departments/programs are well-defined and stable with
respect to the types of records being produced.

Employee interest in the introduction of new technologies (e.g.
e-signatures, etc.) to improve recordkeeping efficiencies.

Weaknesses
Records Analyst position vacancies are challenging to fill.

Ad hoc practices in some departments/divisions which do not
manage the lifecycle of all records/information in accordance
with internal policies and RIM best practices.

Many RIM Program guidelines and other resources are not well-
known (and so not used) by Region employees.

Lack of Records Retention Schedule compliance (particularly for
electronic records) results in valueless records being kept and
that practice could pose a legal risk in the future.

Frequent challenges in searching for/retrieving information.

A culture of creating independent and somewhat overlapping
silos/systems of information (e.g. personal drives, shared drives,
e-mail system, Intranet, etc.) rather than considering information
holistically.

Lack of understanding across the organization of the importance
and benefits of RIM, the legislated requirements for ‘good’ RIM,
and the risks of poor RIM practices.
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Opportunities Threats
e Implement procedures/processes to improve information e Limited resources (financial and human) and competing work
classification and retrieval, particularly for electronic records, to priorities for effecting RIM/EIM improvements.
increase access to information, reduce employee frustration and
inefficiencies, and facilitate the implementation of retention e The siloed culture and independence of Department Heads may
periods. be a barrier to the development, adoption, and/or enforcement

of corporate RIM standards and best practices.
e Significantly reduce records storage volumes and storage costs

by eliminating duplicated recordkeeping and enforcing RRS e Risk of a costly, time-consuming discovery process in the event
compliance, particularly for electronic records. of litigation, audit or investigation if the status quo continues.

e Possibility of introducing effective and efficient document ¢ Increasing likelihood that a department will ‘go it alone’ and
collaboration functionality to overcome the challenges now introduce recordkeeping technology in the absence of a viable
encountered. plan for introducing that technology in the near-term at the

corporate level.
¢ Provide employees with more (and preferably online) RIM

training opportunities, including training during the employee e Potential that the extent of RIM/EIM changes will be viewed as
onboarding process and training specific to the operations of overwhelming, causing employees to perceive the EIM Strategy
individual departments/programs. as unachievable.
e Motivate and engage employees by giving them new skills and e RIM Program expansion and achievement of high rates of RIM
technologies for dealing with information in the 21st century. Program compliance will fail unless there is a sustainable and
enforced RIM governance structure and a compelling vision that
e Ability to more easily and efficiently respond to future records employees can embrace.
requests under MFIPPA/PHIPA or in response to litigation or
regulatory investigation. o Damage to reputation by not having accurate, complete, and

well-managed information.
e Promote RIM more to help anchor the desired culture and habit

changes. e Potential for even more siloed information as employees
continue to implement ad hoc RIM processes (particularly for

e Streamline the RIM Implementation Projects methodology to electronic records) in the absence of a holistic, all-media,
allow for ‘quick wins’ and reduced project durations. corporate RIM Program.

e Opportunity to introduce RIM/EIM governance prior to the e Maintaining the status quo is not an option given the continuous,
implementation of new systems to ensure they comply with the exponential increase in records volume and the availability of
Region’s RIM/EIM policies and RIM/EIM best practices. beneficial technologies.
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Benchmarking the RIM Program and EIM Practices

Ergo assessed the RIM Program and EIM practices against the best practices in the Information
Governance Maturity Model, an internationally recognized RIM/EIM benchmarking tool. Ergo’s
ratings are set out in Figure 2 along with a proposed target level for each principle to help the
Region identify its RIM/EIM priorities. (The rationale for each rating is provided in Appendix 5 of
this report). As summarized in Figure 2, the Region scored a 1.8 average maturity score out of
5 across the eight principles.

The proposed Level 3 targets are the minimum level according to ARMA International, the
world-wide professional association which developed the Generally Accepted Recordkeeping
Principles® measured by the Maturity Model.

Figure 2 — The Principles® Benchmarking Ratings

Principle

Definitiont

Region’s
Current
Level

Region’s
Target
Level

Accountability

“A senior executive (or a person of comparable authority)
shall oversee the information governance program and
delegate responsibility for information management to
appropriate individuals.”

2

3

Transparency

“An organization’s business processes and activities,
including its information governance program, shall be
documented in an open and verifiable manner, and that
documentation shall be available to all personnel and
appropriate, interested parties.”

Integrity

“An information governance program shall be constructed so
the information assets generated by or managed for the
organization have a reasonable guarantee of authenticity and
reliability.”

Protection

“An information governance program shall be constructed to
ensure an appropriate level of protection to information assets
that are private, confidential, privileged, secret, classified,
essential to business continuity, or that otherwise require
protection.”

Compliance

“An information governance program shall be constructed to
comply with applicable laws, other binding authorities, and the
organization’s policies.”

Availability

“An organization shall maintain its information assets in a
manner that ensures their timely, efficient, and accurate
retrieval.”

Retention

“An organization shall maintain its information assets for an
appropriate amount of time, taking into account its legal,
regulatory, fiscal, operational, and historical requirements.”

1 http://c.ymcdn.com/sites/www.arma.org/resource/resmar/files/Learn/2017 Generally Accepted Reco.pdf
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Principle Definition? Region’s | Region’s
Current Target
Level Level
“An organization shall provide secure and appropriate 2 3
Disposition disposition of information assets no longer required to be
maintained, in compliance with applicable laws and the
organization’s policies.”

The above ratings are illustrative, but should not overly alarm the Region. These scores should
be considered opportunities to target and prioritize key areas for improvement. Indeed, many
organizations with which Ergo has worked started with comparable scores and are either
working toward or have succeeded in attaining the Level 3 targets.

Scope of the Assessment

The assessment examined all stages in the information lifecycle (from creation/receipt to
disposition) and all activities/processes necessary for managing recorded information (e.qg.
organization/classification, storage, security, retention and disposition, etc.). It included the
recorded information in paper and electronic formats (excluding structured data) created/
received and maintained by Region departments (CAQO’s Office, Corporate Services, Finance,
Health, Planning and Economic Development, Social Services, Transit, and Works)2. The
findings represent the results of an extensive data collection process:

e The review of Region-supplied documentation/data about the Region, the RIM Program,
and EIM practices (more than 80 documents, as listed in Appendix 4).

¢ An employee survey to capture high-level data about EIM practices and RIM awareness
and to identify any unmet RIM needs (786 surveys were submitted for a response rate of
approximately 17.6%).

e Consultations with 50 stakeholders (as listed in Appendix 3):

o 8 subject matter experts (SMEs) from IT, legal, privacy, RIM, corporate policy and
strategy, and the administration of the Internet, Intranet, and the Region’s social
media channels.

o 5 of the RIM Program employees to discuss RIM Program services, identify any
challenges, constraints or risks in RIM Program operations, and obtain their
perspective on the Region’s EIM practices.

o 37 employees selected by Department Heads who participated in focus groups to
identify departmental challenges, constraints, or risks in managing the in-scope
information.

2 For clarity, this engagement did not include the recorded information created or received and kept by Region
agencies, boards, or commissions or Durham Regional Police Service.
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Findings Overview

Figure 4 summarizes the key findings of this assessment. The noted challenges and risks are
not uncommon among the public, private, and not-for-profit sector organizations with which Ergo
has worked. Our experience has demonstrated that significant improvements can be made with
appropriate governance and organizational support, the development/enhancement and
implementation of tools for EIM best practices, an emphasis on training, and the strategic use of

supportive technologies.

The assessment also illustrated that investment in RIM Program/EIM improvements would
support the Region’s 2015 — 2019 Strategic Plan. As listed in Figure 3, there are several
linkages between the topics addressed in this report and the Region’s Strategic Plan and key

strategic directions.

Figure 3 — RIM/EIM Linkages to the Region’s Strategic Plan

Goal in the 2015 — 2019 Durham Region
Strategic Plan

RIM/EIM Linkage

B.7: “Celebrate cultural diversity, heritage, the arts
and our unique histories to strengthen local
neighbourhoods and community cohesion”

The RIM Program has completed some work to
identify and preserve the Region’s archival
records. See Section 5.9 of this report for more
information.

D.1: “Deliver Regional services in a financially
prudent and sustainable manner”

Eliminating inefficiencies and duplicated efforts in
managing information would support the
achievement of this goal.

D.2: “Foster awareness of Regional programs and
services”

Increased communications and training would
expand awareness (and use) of RIM Program
services.

D.3: “Improve communications and collaboration
across the region and in particular with local
municipalities”

The implementation of technology for real-time,
electronic collaboration (e.g. several employees
contributing to the writing of a report) would
facilitate and expedite collaboration within and
across Region departments.

D.5: “Demonstrate accountability and transparency
by measuring performance and reporting on
results”

The introduction of performance metrics would
allow the Region to begin measuring and reporting
on EIM performance.

D.6: “Invest in the organization by attracting and
retaining a skilled and diverse workforce”

Overcoming the challenge of attracting suitably
skilled and experienced Records Analysts would
support the achievement of this goal.

D.7: “Focus resources on continuous improvement
and innovation”

The implementation of RIM/EIM improvements
would support the achievement of this goal.
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Figure 4 — Key Findings

Report
Section
Number

Report Section
Name

Key Findings

4.1

RIM Program
Governance

Confusion or uncertainty may arise in the absence of clearly stated RIM/EIM responsibilities in the ‘RIM Program
Definition — Responsibilities’ section of the RIM Manual.

The RIM Program reports to the Regional Clerk/Director of Legislative Services, a reporting structure which is not
documented in Region policy, but which presumably evolved from the Clerk’s responsibilities under the Municipal
Act, 2001 for managing and providing access to specific Council/Council-related records under his/her control.

A Council by-law designated the Regional Chair as Head of the Institution for MFIPPA and, in turn, the Regional
Chair designated the Regional Clerk as the Region’s MFIPPA Coordinator.

The Manager, RIM is responsible for the RIM Program’s day-to-day operations.

The Region does not have a RIM/EIM advisory, steering, or oversight committee.

4.2

RIM Program
Vision and
Mission

The RIM Program vision is aspirational: “A dedicated team of professionals leading the way in Information
Management (IM) governance, best practices and service excellence.”

The RIM Program mission strives to illustrate the relationship between best practices for managing information
and the Region’s operations, specifically informed decision making: “To promote and provide Information
Management (IM) best practices to our customers for informed business decision making.”

43.1

RIM Program
Policy

The Region does not have an approved policy to establish the corporate RIM Program, define the Region’s
requirements for managing recorded information throughout the lifecycle, assign RIM accountabilities and
responsibilities, specify requirements for auditing RIM compliance, and provide penalties for non-compliance.
‘RIM Program Definition — Policy Statement’ section of the RIM Manual lists RIM Program services, not policy
statements.

The RIM Program is responsible for 2 Region policies: a) the Corporate Classification Scheme (CCS) approved
by Council as by-law # 65-2017 and b) the Personal Information Privacy Policy which is pending revision.

In most cases, the Manager, RIM is not consulted during the development of policies for which other departments
are responsible and which contain direction on or references to managing records. This has resulted in definition
inconsistencies and conflicts with the CCS and RIM best practices.

The Manager, RIM has also found it challenging to secure RIM-related revisions to existing policies or procedures
for which other departments are responsible.

Some terms are inconsistently defined in RIM Program documents and the definitions of some RIM terms in
policies and other documents for which other departments are responsible sometimes conflict with definitions
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Report | Report Section Key Findings
Section Name
Number
used by the RIM Program.
4.3.2 RIM Program e The RIM Program has developed 3 procedures or manuals, none of which were mentioned by the focus group
Procedures participants or survey respondents. They are a) the RIM Manual, b) the Directory of Records and Personal
and Manuals Information Banks, and c) the draft Access and Privacy Manual.

e A Records Analyst develops a departmental RIM policy and procedures document during each RIM
Improvement Project.

e Several focus group participants provided copies of written procedures or processes for managing
documents/information/records in their departments/divisions/programs, some of which were developed by a
Records Analyst during a RIM Improvement Project.

o 29% of survey respondents reported the development of procedures for naming electronic records at the
department/division/program level (e.g. a process for identifying a final/approved electronic record) and 72% of
those respondents said they (and their co-workers) consistently use the procedures.

4.3.3 RIM Program e The RIM Program has developed 6 guidelines, none of which were mentioned by the focus group participants or

Guidelines survey respondents. The guidelines address e-mail management, the management of electronic records (e.qg.
recommending adoption of the ISO standard YYYY-MM-DD date format), the identification and management of
‘official’ and ‘transitory’ records, a records security classification for classifying a record into one of eight
categories to reflect the level of confidentiality required, and guidance on scanning and uploading client
documentation to Caseworks in compliance with national and international scanning standardss.

e The guidelines do not appear to be widely known or used, with many focus group participants and survey
respondents requesting assistance with tasks addressed in the guidelines (e.g. naming conventions for electronic

records).
4.4 RIM Program ¢ The RIM Program staff complement of 1 full-time Manager and 8 full-time employees has not changed since the
Staffing 1990’s.
e No requests for additional RIM Program positions were included in final departmental budget submissions since
2013.

e Temporary employees and summer students are hired for special projects ifiwhen funding is available.
e From 1991 — 2010, 1 Records Analyst was allocated full-time to MFIPPA/PHIPA duties (primarily MFIPPA/PHIPA
requests processing excluding PHIPA requests for the Health Department). Due to the increased volume and

3 Although developed for Family Services, the best practices in the guide are applicable to any Region department/division/program which scans paper
documents.
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Report
Section
Number

Report Section
Name

Key Findings

complexity of requests, 1 full-time Records Analyst and 1 part-time Records Analyst have been dedicated to those
duties from 2010 to date except for 2016 in which 1 additional full-time Records Analysts was allocated.

The 2018 establishment of the Corporate Privacy Office with 1 Manager and 1 Privacy Officer will — at least in the
short-term — not result in any additional Records Analyst time becoming available for the delivery of RIM Program
services because 1 full-time Records Analyst will be required to assist in processing requests and a second
Records Analyst will provide back-up for that Analyst until the second Privacy Officer is hired (hopefully in 2019).
Due to the ongoing challenges in filling Records Analyst vacancies and the dedication of Records Analysts to
MFIPPA/PHIPA duties, the RIM Program has been running (and will continue to run for the foreseeable future)
with 3 full-time Records Analysts, each of whom is assigned to multiple departments.

Opportunities for promotion within the RIM Program are limited in the absence of a Supervisor position and the
existence of only one level of Records Analyst position.

Draft revised job information questionnaires (JIQs) for the unionized positions and a draft revised job description
for the Manager, RIM position are pending review and approval within CS-LS/Corporate Services prior to their
submission to HR.

The challenges in filling Records Analyst vacancies (particularly salary as compared to comparable positions at
the Region of Peel or the Region of York) may also arise when the Manager, RIM position is next advertised.

4.5

Records

Liaisons and
Departmental
Coordinators

1 Records Liaison has been appointed for each department. This is a liaison role, not a reporting relationship to
the Manager, RIM.

The ‘RIM Program Definition — Responsibilities’ section of the RIM Manual lists 14 Records Liaison
responsibilities, most of which pertain to CCS use and maintenance, the identification and processing of inactive
records, and the disposition of records. Today, a Records Liaison’s primary duty is to receive and co-ordinate the
distribution of Records Destruction Lists. Occasionally, they are asked to distribute RIM Program-supplied
information to co-workers.

1 Departmental Coordinator has been appointed for each department. Again, this is a liaison role and not a
reporting relationship to the Manager, RIM.

Departmental Coordinators assist in processing MFIPPA/PHIPA requests (excluding PHIPA requests for Health
Department).

4.6

RIM Program
Services

The RIM Program provides 10 services: a) Archives, b) CCS Maintenance, ¢) Inactive Records Management, d)
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Report
Section
Number

Report Section
Name

Key Findings

MFIPPA and PHIPA Administration, €) RIM Auditing, f) RIM Consulting Services, g) RIM Implementation Projects,
h) RIM Program Communications, i) Training (RIM awareness and best practices, privacy4, and j) Versatile
Enterprise Administration.

RIM Implementation Projects constitute a significant, time-consuming activity for the Records Analysts and
several challenges are experienced in delivering these projects which give minimal attention to improving the
management of electronic records.

The amount of time the Records Analysts spend on RIM Implementation Projects, the long-term vacancies which
often result from the challenges in filing vacant Analyst positions, and the dedication of Analysts to
MFIPPA/PHIPA requests processing (excluding PHIPA requests for Health Department) prevents the delivery of
some RIM Program services (e.g. auditing) and results in the infrequent delivery of other services (e.g. RIM
awareness training).

As per Finance Department policy, no department/division charge-backs are levied for any RIM Program services.

51

Information
Creation,
Capture, and
Declaration

3 policies/other documents for which CS-IT is responsible assert the Region’s ownership of the recorded
information created/received by employees during their work. That assertion is not stated in any RIM Program
document.

Various Region policies require records to be created.

The ‘E-mail Etiquette’ section of the Electronic Communications Systems — Policy Standards and Guidelines
developed by CS-IT provides guidance in the composition of e-mails and recommendations for making it easy for
a recipient to read and respond to an e-mail. The ‘Messaging System Usage Guidelines’ section in Email (policy
# 14.13) for which CS-IT is responsible provides 8 guidelines to observe when composing or responding to
messages.

Use of e-mail services such as Hotmail, Yahoo, or Gmail to conduct Region business is prohibited by Email
(policy # 14.13); however, some survey respondents and focus group participants use personal e-mail accounts
as a workaround for sending/receiving attachments which are too large for transmission by the Region’s e-mail
system.

Some focus group participants said it is not always clearly understood which records should be created or who is
responsible for ensuring their addition to the Region’s filing systems. Knowing who is responsible for capturing a
record is particularly challenging for project teams and collaborative work involving several employees.

Some focus group participants routinely print and file a copy of an electronic document they create or receive

4 The Manager, Information, Privacy and Security trains the Health Department employees.
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Report
Section
Number

Report Section
Name

Key Findings

because they believe the Region’s official records are kept in paper/hard copy. For some, that belief stems from
the fact that Versatile Enterprise only manages paper records.

521

The Corporate
Classification
Scheme

The CCS is based on the subject-based alpha-numeric TOMRMS classification scheme. Many record series
have been revised to reflect new and discontinued services/programs, the realignment of services, the renaming
of departments, and other organizational elements. The CCS is usually updated once per year.

Departments are expected to arrange files logically within a series to meet their specific needs and assign the
secondary heading/file titles; however, Records Analysts provide file arrangement guidance upon request or
during a RIM Improvement Project.

The CCS provides a subject-based superstructure for classifying records by aggregating related records into
series. Although helpful from a records retention perspective (a Record Series Code determines the records’
retention period), there are disadvantages to this method of classification.

The CCS’ user-friendliness would be greatly enhanced by providing a hyperlinked index in which record series
and the record types therein classified were listed alphabetically by name.

While by-law # 65-2017 does not explicitly state that employees must use the CCS to classify records, that
inference can be deduced from the statement “The Corporate Classification Scheme as set forth on “Schedule A”
attached to this by-law is hereby approved as the classification scheme for the records as described therein.”
CCS awareness is low among survey respondents with 63% being unaware of its existence. Of the 37% of
respondents who are aware, 58% use it to organize some (or all) of the records for which they are responsible. It
is predominantly used to classify paper records.

Most survey respondents who use the CCS agree it is easy to use and that it includes the records they need to
classify. Only 59% of those respondents said they received adequate training in in its use.

Of the survey respondents who do not use the CCS, not knowing how to use it and not being responsible for
classifying records were the two most commonly given reasons for non-use.

The RIM Program does not audit the use of or the accuracy in using the CCS to classify records in electronic
format or paper records not tracked in Versatile Enterprise.

Any audit of a department/division/program’s use of or accuracy in using the CCS to classify active records would
only be completed once at the end of a RIM Implementation Project.

RRC staff perform random spot checks to assess the classification accuracy of inactive paper records being
transferred to storage.

522

Information

53% of survey respondents reported past difficulty when trying to locate a paper document/record, with not
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Report | Report Section Key Findings
Section Name
Number
Classification, knowing where a document/record was stored being the most frequently reported difficulty (69% of respondents
Search, and experienced that difficulty ‘occasionally’ or ‘often’) followed by being unable to locate the most current version of a
Retrieval: document record (67%) and not finding the document/record in the anticipated storage location (61%).
Paper Records Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey
Challenges respondents in their management of paper records with 82% of the respondents who experienced such
challenges ranking the retrieval of records as their # 1 or # 2 challenge followed by duplication (73%) and version
control (72%).
The RIM Program’s requirement to retroactively implement a record series amalgamation (2 or more series are
combined) or split (one series is split into two or more series) before transferring those records to the RRC places
a burden on departments/divisions due to staff constraints and the volume of records which may need to be
processed; however, day-forward implementation is recognized as problematic.
5.2.3 Information 57% of survey respondents reported past difficulty when trying to locate an electronic record in a shared
Classification, directory/drive to which they have access, with not remembering (or not knowing) the name of an electronic
Search, and file/record being the most frequently reported difficulty (76% of respondents experienced that difficulty
Retrieval: ‘occasionally’ or ‘often’) followed by not remembering (or not knowing) where the file/record was kept (73%) and
Electronic being unable to locate the most current version of the file/record (67%).
Records Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey
Challenges respondents in their management of electronic records with 78% of the respondents who experienced such
challenges ranking inconsistent naming practices and the retrieval of records (tied) as their # 1 or # 2 challenge
followed by version control (63%) and duplication (62.5%).
The ever-increasing volume of electronic records, the multiplicity of electronic storage locations, duplication, and
the need to rely on humans to identify and retrieve records pose challenges when searching for records to
respond to MFIPPA/PHIPA requests, litigation, or regulatory investigation.
5.2.4 Information 56% of survey respondents reported past difficulty when trying to locate an e-mail message in the Region’s e-mail
Classification, system, with not remembering (or not knowing) the information needed to locate a message being the most
Search, and frequently reported difficulty (58% of respondents experienced that difficulty ‘occasionally’ or ‘often’) followed by
Retrieval: E- there being too many e-mails to search through (55%).
mail Classification, search, and retrieval challenges figure prominently in the top 3 challenges experienced by survey
Challenges respondents in their management of e-mails with 70% of the respondents who experienced such challenges
ranking message retrieval as their # 1 or # 2 challenge followed by organizing messages (65%) and duplication
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(59%).

5.2.5

Time Spent
Searching for
Information

Most survey respondents spend 15 minutes or less each work day — on average — searching for
records/information.

53

Information
Collaboration,
Workflow, and
Sharing

Many focus group participants collaborate with other employees to prepare documents such as agreements,
briefing notes, letters, and reports.

Distributing a document as an e-mail attachment and receiving revised versions by return e-mail is the most
common method of collaboration; however, that very inefficient method usually results in multiple copies of a
version being circulated and kept.

Other collaboration methods include printing a copy of an e-mail attachment and submitting a marked-up paper
copy to the collaboration leader, listing proposed revisions and/or providing additional content in the body of an e-
mail message, or sending an e-mail containing a hyperlink to a document in a shared drive to which all
collaborators have access on the understanding that each collaborator will incorporate his/her proposed revisions
or additional content using tracked changes.

Many focus group participants participate in manual workflows, i.e. a paper document such as an invoice,
agreement, or report is circulated via internal mail or hand-delivery (‘sneaker mail’) to a series of employees for
review and approval.

Access to the secure, cloud-based file transfer service for sharing “confidential, Personal Health Information and
other critical files” with external parties is restricted, due to licensing costs, to selected employees in each
department.

8.75% of survey respondents use cloud-based file storage or sharing applications for work-related purposes, with
Dropbox being used most often.

Cloud-based file storage or sharing applications are most often used to distribute a file which is too large to
transmit via the Region’s e-mail system or to collaborate on documents with an external party.

54.1

Information
Storage: Paper
Records

Active paper records are kept in departments/divisions/programs. The RIM Manual describes the standard types
of filing equipment and supplies (e.g. file folders) to be used and procedures for their procurement.

Insufficient storage space figures prominently in the top 3 challenges experienced by survey respondents in their
management of paper records with 82.5% of the respondents who experienced such challenges ranking
insufficient storage space as their # 1 or # 2 challenge.

The RRC on the lower level of Regional HQ provides secure storage for inactive records. Each year, RRC staff
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retrieve approximately 5,000 files/boxes, accept and process for storage approximately 2,000 boxes of records,
and co-ordinate the secure shredding of approximately 1,400 boxes.
Records retrieval requests are generally filled within 24 hours of receipt and requested records are delivered to
the Mailroom within 36 hours of receipt. ‘Rush’ requests may be collected in-person from the RRC upon prior
arrangement.
The lack of swing space in the RRC (e.g. to store incoming transfers to be processed) reduces the amount of
records storage space.
Departments are encouraged to review records at least once per year to identify the records that should be
transferred to the RRC or destroyed as per the RRS; however, several focus group participants reported that
RRC space shortages sometimes delay the transfer of boxed records for several weeks or months resulting in
operational constraints and unsafe accumulations of boxes in office areas.
800 boxes of records were damaged by a flood from an overflowing toilet on the floor above the RRC. Many
recovered records are water marked and brittle. Storm and sanitary drains in the RRC pose a continual danger to
the records.
Due to RRC space constraints, approximately 4,000 boxes of infrequently accessed records subject to longer
retention periods are kept off-site at a commercial record centre. Commercial record centre storage and retrieval
costs will increase in the future because the volume of annual transfers to the RRC exceeds the amount of
storage space freed up by annual destructions.
Every box (and every file within a box) in the RRC and at the commercial record centre is tracked in Versatile
Enterprise. For security reasons, only full boxes are retrieved from off-site storage.
5.4.2 Information Several Region policies for which CS-IT is responsible (e.g. Removable Media policy # 14.12) specify
Storage: requirements for electronic records storage.
Electronic 56% of survey respondents store the electronic records they create in a shared network drive/directory.
Records

84% of survey respondents who experienced challenges in managing e-mails ranked insufficient storage space
as their # 1 or # 2 challenge.

The amount of e-mails an employee can store in his/her e-mail Inbox is limited by his/her position (500 MB default
for employees® and a 1 GB default for management employees). Once the limit is reached, an employee cannot
send or receive messages until s/he reduces the volume of stored messages. Ad hoc and frantic deletions of e-
mails likely occur when the limit is reached.

5 CS-IT will increase this limit to 1 GB upon receipt of an approved request.
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e  Statistics from the October 20, 2017 Data Inventory Report

o Unstructured data volume of 25.34 TB consisting of more than 22 M unstructured data items.

o 7,128 user accounts, of which more than 3,00 are inactive or disabled accounts containing
records/information.
‘Documents’ constitute the largest amount of item types stored followed by ‘images’ and ‘other’.
Most data ‘last accessed’ 1-2 years ago (43.5%) and almost 39% ‘last accessed’ 2+ years ago.
Most data ‘last modified’ 2-5 years ago (31.5%).
Many of the top 10 departments by storage consumption create/receive and store very large files such as
plans and drawings.
e There is a multiplicity of storage locations for electronic records and a lack of rules governing the type of

information to be kept in each location (e.g. in a personal vs. a shared drive, on the Intranet, etc.).

O O O O

55 Information e The Region places considerable emphasis on information security.

Security e Information security is addressed in several Region policies for which other departments are responsible.

e The RRC uses custom-made, lockable, blue canvas courier bags to securely transport requested files through
interoffice mail, thus ensuring their contents are not tampered with or disclosed to unauthorized individuals.
Departments are to return requested files to the RRC in sealed manila envelopes unless the department has its
own locking courier bags.

e Locked shred bins are provided for the secure disposal of confidential or sensitive transitory materials that cannot
go into regular recycling.

o Employees cannot comply with the Data Protection policy’s prohibition against the duplication (photocopying or
scanning) of confidential/restricted information “on devices that will retain an imprint of the original” because a
multi-function device stores a copy of each document which is duplicated.

5.6.1 MFIPPA/PHIPA | e The Regional Chair designated the Regional Clerk as the Region’s MFIPPA Coordinator. The Regional Clerk is
Requests also responsible for the administration of PHIPA access requests (excluding PHIPA requests for the Health
Processing Department).

e The Records Analyst — FOI and a designated Records Analyst as back-up managed the Region’s response to
927 formal MFIPPA/PHIPA access requests (excluding PHIPA requests for the Health Department) from 2006 to
December 31, 2017, 72% of which were processed since 2013 and only 8 (or 0.90%) of which were PHIPA
requests. Social Services accounted for highest total number of access requests in each of the last 5.75 years
since the Privacy Officer began tracking requests by department.
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Departmental Coordinators assist in processing the requests. For each request, a Departmental Coordinator
signs a Records Holding Statement attesting that — to the best of his/her knowledge — the records being provided
to the Records Analyst — FOI comprise "all information holdings (paper and computer based)” within his/her
department relative to the request and that the Index of Records “is an accurate account of all records exempted
in full or part and the number of pages of each record.”

When searching for records it is often necessary to search multiple paper and electronic repositories and weed
out duplication. There is also the risk that a record was not created, was not kept, or cannot be found because of
how it was named or where it was stored.

From 2006 to December 31, 2017, the Region dealt with 13 privacy complaints and 17 privacy breaches and the
IPC issued 16 orders (all but 4 of which were issued under MFIPPA) to the Region. No orders were issued in
several years during that period.

5.6.2

Corporate
Privacy Office

The volume and complexity of MFIPA/PHIPA requests (excluding PHIPA requests for the Health Department) has
resulted in the delivery of minimal corporate privacy training.

A Corporate Privacy Office with an initial staff complement of 1 Manager and 1 Privacy Officer will be established
in 2018 to “foster a culture of privacy within the organization” and “handle the creation and implementation of a
comprehensive privacy management program”.

Report # 2016-COW-42 regarding the establishment of the Corporate Privacy Office incorrectly states that the
Corporate Privacy Office will be responsible for “providing leadership on information management policies and
strategies, supporting Regional programs in their information management practices and ensuring appropriate
public access to Regional records and information.” That statement should be qualified to limit the leadership and
support responsibilities to information management as it relates to access to information and privacy in order to
eliminate conflicting responsibilities between this new office and the existing RIM Program.

57

Business
Continuity

The Records Management Procedures (Schedule D of by-law # 65-2017) require the Manager, RIM to “Ensure
that reasonable measures are implemented to protect the Region’s records from inadvertent destruction or
damage, taking into account the nature of the record to be protected, including the creation of new classification
codes and retention periods pending Council approval.”

Most of the Region’s vital records are identified in the CCS.

Vital records in electronic format are captured on back-ups; however, vital records in paper format are not
protected.

CS-IT is responsible for the backup and recovery of the Region’s electronic records.
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Generally, incremental back-ups are run daily and full back-ups are performed weekly, monthly, quarterly, and
annually. Back-ups are stored on a storage area network (SAN) and then run through a de-duplication process
and written to tape. The tapes are stored off-site at a commercial record centre.

Generally, daily and weekly back-ups are kept for a month, monthly back-ups are kept for one year, and annual
back-ups are kept for 7 years. The 7-year retention of annual back-ups conflicts with the RRS because many of
the records that are kept for 7 years should have been disposed of much sooner.

The Region does not have a disaster recovery plan for records.

5.8.1

The Records
Retention
Schedule

Records retention periods are included in the CCS, thus providing one document for determining both the
classification and retention of a record.

The Official Record Holder is responsible for implementing the retention period (as listed in the ‘Active Retention’,
‘Inactive Retention’, and ‘Total Retention’ columns of the RRS) while any department/division which keeps a copy
of the records may use the suggested ‘Copy Retention’ period.

While by-law # 65-2017does not explicitly state that employees must keep records according the CCS, that
inference can be deduced from the statement “The Corporate Classification Scheme as set forth on “Schedule A”
attached to this by-law is hereby approved as the schedule establishing the retention periods and destruction
schedule for the records as described therein.”

Although it is RIM best practice for a RRS to be used to manage the retention of records in any media/format, the
definitions of ‘active retention’ and ‘inactive retention’ in RIM Program training materials are appropriate only for
paper records.

Staffing constraints have prevented a review of the complete citation table against the CCS for several years.
The citation table requires revision to correct the noted deficiencies and the user-friendliness of the citation table
should be improved.

A revised RRS is submitted for Council approval once per year (approximately); however, Council approval is not
required for any revision which does not affect the retention of a record.

The RIM Program does not audit the use of or compliance with the RRS to manage the retention and disposition
of records in electronic format or paper records not tracked in Versatile Enterprise.

Any audit of a department/division/program’s use of or compliance with the RRS to manage the retention of active
records would only be completed once at the end of a RIM Implementation Project.

RRC staff run Versatile Enterprise reports to identify and monitor inactive paper records which have exceeded
their retention period due to a legal hold or other reason.
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5.8.2

Records
Retention
Challenges

Of the 80% of survey respondents who are aware that the CCS specifies how long records should be kept, 70%
said they use the retention periods to determine if/when they can destroy/delete some (or all) of the records for
which they are responsible. It is predominantly used to determine the retention of paper records.

Most survey respondents who use the CCS to determine retention periods agree it is easy to use. 58% of those
respondents agree that they don’t always know if/when the specified event occurred when an event is required
before calculating retention. Only 45% of those respondents said they received adequate training in using the
CCS to determine when to destroy/delete a record.

Of the survey respondents who do not keep records according to the RRS, the most commonly given reasons for
non-use were ‘other’ (e.g. not the employee’s responsibility to determine when to delete/ destroy records) and
believing that the records they create/receive aren’t listed in the RRS (tied at 29% each) followed by not knowing
how to use the CCS to determine retention periods (28%).

Survey respondents who aren’t aware that the CCS specifies how long to keep records or who don’t use the
retention periods reported using various methods to determine if/when to destroy/delete some (or all) records for
which they’re responsible. The most commonly cited methods are destroying/deleting records that they don’t
expect to need in the future (36%) followed by the following 3 methods, tied at 29% each: following retention rules
established by their department/division/section/program, never destroying/deleting records for which they're
responsible, and ‘other’ (e.g. let management decide).

Knowing now long to keep records is a challenge experienced by many survey respondents with respondents
who experienced challenges in managing records ranking retention as their # 1 or # 2 challenge for paper records
(68%), as their # 1 or # 2 challenge for e-mails (67%), and as their # 1 or # 2 challenge for electronic records
(65%).

E-mail messages are automatically kept in the archive for 2,465 days (7 years less 90 days from active mailbox).
E-mail policy # 14.13 directs employees to determine “which messages require a longer retention period to meet
legal or other obligations and take the appropriate steps to protect such content (e.g. print or save outside the
Email System).” Printing and filing copies of e-mails is inefficient and saving e-mails outside the e-mail system
breaks a message’s audit trail. Further, the arbitrary default 2,465-day retention period conflicts with the RRS.
E-mails moved to the trash (deleted items) folder are automatically deleted on the 91st day unless they are
deleted sooner by the user. Items deleted or emptied from the trash are non-recoverable.

Electronic Communications Systems (policy # 14.10) requires CS-IT to delete upon management request
“‘dormant accounts when authorized users are no longer employed or conduct business with the Region”;
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however, it does not appear that management often makes these requests given the sizeable number of inactive
user accounts (2,443 disabled accounts as of October 20, 2017).
Data Protection (policy # 14.20) which applies to “all electronically stored information owned and/or entrusted to
the Region” is deficient with respect to the retention and disposition of data.
The following requirement in Data Protection (policy # 14.20) is neither enforceable nor feasible in the absence of
a secure, controlled repository for managing electronically stored information: “Written management approval
must be obtained for confidential and/or restricted information due for deletion or destruction”.

5.8.3 Records A department/division/program which uses Versatile Enterprise is required to complete records transfer and
Transfer and disposition activities at least once per year, typically at the end of a calendar year or at the beginning of the next
Disposition calendar year. Those activities are: a) hold release review and approval, b) box destruction review and approval,

c) file destruction review and approval, and d) records transfer.
A department cannot transfer records until its prior year’s destruction reports have been approved.
5.9 Archival The Regional Archives includes both records and artefacts (e.g. the Durham County Council of England coat of
Records and arms presented to Regional Chairman Walter Beath in 1978).
Artefacts The RIM Program has not developed an archives collection development or acquisition policy.
The RIM Program does not have an Archivist on staff and has not retained the services of a professional Archivist
to identify the Region’s archival records. Records Analysts — in consultation with the Manager, RIM — identify
records with archival value when proposing retention periods.
Records with archival value are identified as ‘Archival’ in the CCS.
Precautions are taken in the storage and handling of the archival records and artefacts kept in a designated area
of the RRC.
The RIM Program has not been involved in the identification, collection, or storage of any artefacts (e.g. plaques
from former Region buildings) which may be kept in a Works Department storage facility.
Donations to the Regional Archives are encouraged. It is not known whether the Region has a donation
agreement.
The Regional Archives houses approximately 4,000 files/artefacts and 400 boxes of archival records.
9 archival research requests were received from 2015 to date.
6.1 Business The RIM Program recently developed this tool to assess the RIM and privacy provisions of proposed systems
Systems which will process or capture Region records.
Information It includes 22 assessment factors for any business system and 18 additional criteria for assessing a business
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Management system that would use cloud type services to store or process Region records.
Assessment e The Manager, RIM hopes that completion of the tool will become a mandatory step in the evaluation of proposed
Tool software/systems which will process or capture Region records.

6.2 Cloud ¢ Information Technology — Cloud Computing Review and Update (report # 2016-A-11) recommended the adoption

Computing of a ‘cloud-first’ strategy for all new and replacement IT initiatives (i.e. “if everything else is equal as between a

cloud based solution and on-premises solution, then a cloud based solution would be preferred”).
e The Region plans to establish a Cloud Strategy Review Committee. Ergo recommends the Manager, RIM (and
the Manager of the Corporate Privacy Office once that position has been filled) be appointed to the committee.

6.3 Document e Employees can image (scan) a paper document using a multi-function device, some departments/
Imaging divisions/programs have standalone scanners, and a few engage an external service provider to scan paper
documents.

e The RIM Program developed Best Practices for Document Imaging (Using Outside Scanning Vendor) to assist
departments/divisions to plan for electronic document imaging using an outside scanning vendor, particularly
where electronic images are intended to replace the paper source documents as the Region’s official record;
however, RIM Program staff are concerned that documents are being imaged without their guidance and without
internally-developed procedures that comply with national and international standards.

e Focus group participants reported that scanning is performed to improve the ease and speed of accessing
documents and that paper documents are often kept after scanning is completed (e.g. because the paper
document has a signature).

6.4 E-mail Archive | ¢ E-mail messages are automatically moved to the archive after 90 days.

e Auser cannot delete a message or attachment from the archive.

e All messages and attachments are automatically deleted after 2,465 days (7 days less 90 days from active
mailbox).

e The contents of the e-mail archive are indexed and searchable.

o Email (policy # 14.13) cautions that “messages in the archive may be made public as part of internal audits,
judicial or other public disclosure proceedings.”

e 40 survey respondents requested improvements to the e-mail archive and 6 respondents recommended its
discontinuation.

e The e-mail archive will be discontinued when Microsoft Exchange Online is implemented. All messages in the
archive at that time will be moved to the new environment.
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6.5

Instant
Messaging

Email (policy # 14.13) prohibits the use of instant messaging for Region business except in emergency situations.
The Region’s use of instant messaging is “not subject to message content filtering or message retention”.

6.6

Intranet
(The Insider)

The Region’s home-grown Intranet is not user-friendly from an administration perspective and does not have a
content management system (CMS).

CS-IT posts new and updated content, ensures information is findable by providing links to content, and removes
content when applicable. The Health Department performs those tasks for its content.

There is no policy for the retention of information/records on the Intranet.

Removed content (except PDF files) is ‘hidden’ or ‘unpublished’; however, authorized individuals can access
removed content from the back-ups.

Ergo did not receive any documentation describing the Intranet’s purpose or the types of information to be posted
on the site.

It appears that the Intranet is primarily an information sharing tool (e.g. provide information about Region events),
a place to access Region information of common interest (e.g. the corporate policies, forms, and job postings),
and a gateway to various applications (e.g. Works Department employees access a time reporting tool through
the Intranet). It is also home to the very popular swap shop.

The Intranet receives hundreds of daily ‘hits’ because it is the default Internet homepage on every Region
computer; however, the hits don’t necessarily indicate use because many employees may be using the Intranet
simply as a springboard to the public Internet.

6.7

Microsoft
Exchange
Online

The Region plans to migrate to the hosted Microsoft Exchange Online application. Employees will continue to
have access to e-mail, calendar, contacts, and tasks.

Microsoft Exchange Online allows significantly larger mailboxes (100 GB is possible).

It may allow larger attachments to be sent or received (the current limit is 10 MB externally and 15 MB internally),
although the ability of an external party to receive a large attachment from the Region will depend on the
functionality of that party’s e-mail software.

6.8

Microsoft
SharePoint

The Region’s use of Microsoft SharePoint is limited to 3 departments/divisions/programs (CS-IT, Finance
Department, and Planning and Economic Development) and its use is not being expanded to additional areas at
this time.

Microsoft SharePoint is the basis of 2 Region applications, one for immigration and another for transit.

A couple of focus group participants use it and two survey respondents suggested its implementation as a
RIM/EIM improvement.
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6.9

Open Data

The Region has an open data policy.

The Regional Clerk/Director of Legislative Services and the CIO (or their delegates) are the corporate leads for
open data awareness, training, and issue resolution.

Department Heads are responsible for providing final approval of the release of datasets for publication and for
ensuring the preservation of and access to all datasets.

An Open Data Team is being established. The Manager, RIM is a member of the team.

6.10

Social Media
Content

Corporate Communications Office uses Facebook, Twitter, and LinkedIn and sometimes posts videos to
YouTube. Health Department uses Facebook, Twitter, and YouTube plus Instagram and Pinterest.

Most, if not all, of the content that the Region posts to its social media channels originates from news releases,
public service announcements, or content posted on durham.ca and the Region links back to originating content
where possible.

During an emergency or an emerging issue (e.g. a watermain break affecting a major intersection), as-it-happens
updates approved for sharing by program staff are posted (usually to Facebook and Twitter).

Social Media Policy (policy # 2.11) applies to all departments. Departments not serviced by the Corporate
Communications Office are authorized to develop their own protocols for using social media within their program
areas provided those protocols are consistent with the policy.

The policy recognizes that “Social media posts can be deemed to be a record of The Regional Municipality of
Durham, requiring their retention pursuant to the Records Retention By-law” and directs Social Media
Coordinators and Social Media Program Moderators to keep “appropriate records”.

The protocols do not require that a record be kept of any content which has been removed

The Region does not have the technology to capture its social media content as it appeared on a social media
channel; therefore, the Region must rely on continued access to its social media accounts (access is at the
discretion of the social media channel provider) and is subject to any retention periods which a social media
channel provider may arbitrarily establish or change over time.

6.11

Versatile
Enterprise

The RIM Program uses Versatile Enterprise to manage the Region’s paper records from creation to final
disposition and to manage inactive records (transfer, charge-out, and destruction) in the RRC or at a commercial
record centre.

It is used by 9 departments and 41 divisions to track 15,950 boxes of records and 746,563 files (both active and
inactive files).

There are 339 active users and 34 additional users of Versatile Web Enterprise (a web application for users who
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only need to search for and request the retrieval of inactive records).

Pre-populated pick lists are programmed for each department/division/program to enable staff to more quickly
access the Record Series Codes for which the area is responsible.

Some departments/divisions/programs log files into Versatile Enterprise immediately prior to transferring the files
to inactive storage, citing a lack of staff time to do so at the time of file creation. This is a specious explanation for
not using Versatile Enterprise from the beginning of a file’s lifecycle because a department/division/program
presumably expends staff time to otherwise set-up and label the files (e.g. create and affix word-processed file
folder labels) at file creation.

The RIM Program has not purchased any of the additional Versatile Enterprise modules.

6.12

Website
Content

(durham.ca)

The new website has approximately 460 pages (down from 4,000+ pages), each of which has an expiry date to
ensure content is periodically reviewed and either refreshed or deleted. It is not known whether there is any
connection between the expiry dates and the retention periods in the RRS.

Designated department/division employees post draft content (except for the Health Department) for review and
approval by the Corporate Communications Office prior to its publication. The Health Department reviews,
approves, and posts its own content.

Some of the Region’s website content is original, existing only on the website. Other content is extracted from or
distilled from existing documents. Some content is the publication of a document which resides in a department
(e.g. Council minutes maintained by CS-LS).

Removed content is ‘hidden’ or ‘unpublished’; however, authorized individuals can access the removed content
from the back-ups.

The Region does not capture screenshots of the website; therefore, the Region would be unable to reproduce an
exact image of specific content as it appeared on the site on a specific day unless the requested content had
been captured by the third-party Internet Archive Wayback machine (it saved content at durham.ca 446 times
from December 23, 2007 to December 15, 2017).

6.13

ZyIMAGE

ZyIMAGE is a text search and retrieval software application available through the Region’s Intranet.

It is used to search for and retrieve by-laws, Council and committee reports and minutes, and official plan
amendments. Documents can be searched by folders, words, or fields.

Several survey respondents and focus group participants said the system is difficult to search.

There is an online user manual and ‘how to’ tutorials, and a Records Analyst provides training on an as needed
basis.
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6.14 Technologies | The Region does not currently use the following technologies which facilitate or support recordkeeping:
Not Used by e Document Collaboration.
the Region e Electronic (Digital) Signatures.
e Enterprise Content Management (ECM).
o  Workflow.
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2. Scope and Methodology

Ergo Information Management Consulting (Ergo) was engaged to a) review and assess the
Region’s Records & Information Management (RIM) Program and its enterprise information
management® (EIM) practices and b) develop a EIM strategy which will outline
recommendations and deliverables necessary for managing the Region’s corporate information.
The Region intends to introduce the EIM Strategy over 5 years.

This engagement included the lifecycle” management of the recorded information
created/received and maintained by Region departments (CAQO’s Office, Corporate Services,
Finance, Health, Planning and Economic Development, Social Services, Transit, and Works)&.
The following formats of recorded information were in scope.

a) Paper
e Active records at desks/in offices at the Region’s facilities.
¢ Inactive records in the on-site Records Retention Centre (RRC) or the off-site
commercial record centre.
e Archival (historical) records in the RRC.

b) Unstructured electronic files (e.g. word-processed documents, spreadsheets, PDFs,
etc.) in the following locations:

e Personal network drives.

e Shared network drives.

e Portable electronic storage such as USBs, CDs, etc.

e Intranet (the Insider).

e Stored on and/or accessed using mobile devices such as smartphones.

c) E-mail messages and their attachments in the Region’s e-mail system, including the e-
mail archive.

d) Public/external website content at durham.ca.
e) Social media content.

Ergo completed the following activities to gather the data required to prepare the RIM Program
and EIM Practices Assessment Report:

6 Information management (IM) is the field of management responsible for establishing and implementing policies,
systems, and procedures to create/capture, distribute, access, use, store, secure, retrieve, and ensure disposition of
an organization’s records and information while meeting business needs and in compliance with applicable legislated/
regulatory requirements.

7 The lifecycle runs from the time records/information are created or received by the Region until they are disposed
of. The lifecycle includes all activities/processes necessary for managing the records/information (e.g. organization/
classification/file naming, storage, security, retention and disposition, etc.).

8 For clarity, this engagement did not include the recorded information created or received and kept by Region
agencies, boards, or commissions or Durham Regional Police Service.
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a)

b)

c)

d)

e)

Reviewed Region-supplied documentation/data about the Region, the RIM Program, and
EIM practices.

Interviewed 8 subject matter experts (SMEs) from IT, legal, privacy, RIM, corporate
policy and strategy, and the administration of the Internet, Intranet, and the Region’s
social media channels.

Conducted a focus group with 5 of the RIM Program employees to discuss RIM Program
services, identify any challenges, constraints or risks in RIM Program operations, and
obtain their perspective on the Region’s EIM practices.

Conducted focus groups with 37 employees selected by Department Heads to identify
departmental challenges, constraints, or risks in managing the in-scope information.
Conducted an online survey to capture high-level data about EIM practices and RIM
awareness and to identify any unmet RIM needs.

See Appendix 4 for a list of the Region-supplied documentation/data reviewed by Ergo. See
Appendix 3 for the interview objectives and a list of the SMEs and focus group participants. See
also Appendix 3 for the survey distribution methods and respondent demographics.

The RIM Program and EIM Practices Assessment Report documents Ergo’s findings and
provides an assessment of the Region’s RIM Program and EIM practices. It also benchmarks
the Region’s RIM Program against the Generally Accepted Recordkeeping Principles® and the
Information Governance Maturity Model.

Ergo will prepare the EIM Strategy after the Region’s Project Team has reviewed and validated
this report. The Project Team members are:

Don Beaton, Commissioner of Corporate Services

Jason Hunt, Director of Legal Services

Jackie Nielsen®, Manager, Records and Information Management
Ralph Walton, Regional Clerk/Director of Legislative Services

9 Ms. Nielsen is also the Region’s Project Manager for this engagement.
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3. Organizational Factors

An EIM Strategy should take into consideration an organization’s vision, mission, values, and
strategic plan and the legislated/regulatory requirements that apply to the management of the
organization’s information. This section provides background information that will be considered
when the EIM Strategy is developed. It also illustrates the connections between information
management and the Region’s Strategic Plan and several of the principles which support the
Region’s corporate values.

3.1 The Region’s Vision, Mission, and Corporate Values

Below are the Region’s vision, mission, and corporate values, as excerpted from the 2015 —
2019 Durham Region Strategic Plan.

Vision

“Durham Region will be a united group of vibrant and diverse communities recognized for their
leadership, community spirit and exceptional quality of life.”

Mission

“Meeting the current and future needs of the Durham community through leadership, co-
operation, innovation and service excellence.”

Corporate Values

“Ethical Leadership: We demonstrate integrity and vision, providing the organization with good
governance and management.”

“Accountability: We respond to the changing needs of residents and other organizations by
providing transparent government within a framework of financial stability.”

“Service Excellence: We encourage professional excellence through collaboration, partnerships
and teamwork in an environment that fosters trust and respect.”

“Continuous Learning and Improvement: We support life-long learning and commitment to
innovation, research, knowledge exchange and ongoing program evaluation.”

“Inclusion: We provide an accessible, inclusive environment that values the diversity of our staff
and the community.”

As stated in the Employee Code of Conduct (no policy number), the Region has established 5
principles in support of the corporate values. Those principles are respect, integrity,
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transparency, accountability, and health and safety. Some of the actions employees are to take
(or not take) when adhering to three of those principles pertain to information or to a topic in this
report. Those actions, as excerpted from the Employee Code of Conduct, are listed under the
corresponding principle in Figure 5.

Figure 5 — RIM/EIM and Selected Principles in the Employee Code of Conduct

Principle Employees Must ...

Respect?® “Handle sensitive and confidential information with care and disclose only in
accordance with the Municipal Freedom of Information and Protection of Privacy Act
(“MFIPPA”) and the Personal Health Information Protection Act (“PHIPA”).”

“Be honest, polite and courteous when interacting with members of the public, Council
and co-workers, whether such interactions are in person, over the telephone or
electronically.”

Integrity “Safeguard Regional information that is proprietary, technical, business, financial,
personal, or any other information that requires confidentiality.”

Transparency | “Abide by policies and collective agreements that apply to such things as records of
Regional decisions, the retention of records and freedom of information.”

“Understand that, over time, circumstances can change and we may be required to
disclose applicable information again.”

“Collect, use and disclose personal information in accordance with all requirements as
set out in the Privacy Act.”

The connection between the EIM Strategy and the Region’s Strategic Plan and corporate values
is reinforced by the following statements in the CAO’s e-mail message to ‘AllIRegionalStaff’
about the EIM survey:

“The Region of Durham is focused on fostering an open, transparent, accountable
and participatory government founded on service excellence. To continue providing
this to our clients, the Region is developing an Enterprise Information Management
(EIM) Strategy, which will be rolled-out over the next five years. The EIM Strategy will
outline recommendations for improvements to our current information management
policies, practices and identify next steps to ensure we can effectively manage all
corporate information.

The first objective of the Strategy is to assess the current Records and Information
Management (RIM) program and determine departmental EIM awareness . . . |
encourage staff to complete the survey, as your input will help us understand current
EIM practices and awareness among our employees, and help us identify any unmet
EIM needs within our business units. Your responses will be reviewed/considered
throughout the development of the strategy.”

10 Employees are instructed to not engage in this activity: “Manipulate, falsify, alter or amend documents,
information or records for fraudulent purposes.”
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3.2 The Region’s Strategic Plan

The 2015 — 2019 Durham Region Strategic Plan (Strategic Plan) describes itself as “a critical
document used to set priorities, focus the efforts of staff, and strengthen our operations. The
strategic plan provides direction to ensure that we, as the Region of Durham, are working
towards a shared vision, mission, common goals, and intended results, while enabling our staff
to assess and adjust our organization’s response to a changing environment. It identifies where
we are going as a Region, how we will get there, and how we will measure success . .. Our
long term success at the Region lies in our ability to think strategically, plan effectively and
deliver results. The strategic plan provides a foundation for establishing Council priorities, the
annual budget as well as program and operational plans.”

The Strategic Plan sets out goals based on four themes that include the programs and services
delivered by the Region as shown in Figure 6.

Figure 6 — The Four Themes in the Region’s Strategic Plan

Durham Region
Strategic Plan

Organizational Health &
Service Excellence

Deliver exceptional municipal services
through strategic, compassionate and
innovative leadership

An EIM Strategy has a greater likelihood of success if it builds upon and is aligned with an
organization’s overall strategic goals. The Region’s Strategic Plan specifically calls out the
need to align other Regional plans with the Strategic Plan: “As a key foundational document
establishing long-term strategic direction for the Region, we will ensure that other Regional
plans are closely aligned with the strategic plan, and we will look to establish these connections
wherever possible.”

As listed in Figure 7, there are several linkages between the topics addressed in this report and
the Region’s Strategic Plan and key strategic directions.

Ergo Janu